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lll. 3awuma snoKanbHbIX 8bIYUC/IUMESIbHLIX cemel

obpa3oeamersibHbIX y4Ypexx0eHuUl om uHmepHem-y2po3

1. BBeaeHue

1.1. UHdopmaumoHHasa 6e3onacHocTb U UHTepHeT
Knaccudumkaumsa yrpos npu pab6ote B cetn UHTepHeT

Ecnu panee mnopasmnsiolniee OOJBIIMHCTBO aTaK CBOAMJIOCH K TNPOHUKHOBEHHMIO Ha
KOMIBIOTEP MOJIB30BATENS TOW WM MHON BPEIOHOCHOW MPOTrPaMMBbl, CETOJIHSI MHOKECTBO YIpo3
— Xakepckas aTaka, pekiaMa, (UIIUHT, pealn3yloTcs YAAJeHHO M HE HYXKIAITCs B
JONOJHUTEIBHBIX ~ MOAYJISAX Ha  KOMIbloTepe-xkeprBe. IlosTtoMy, 1ipu  mpoBeIeHUH
KJaccu(UKaluu yrpo3 B MEPBYIO oOyepelb CIEAyeT pa3feluTh YIpo3bl Ha JiBa OOJIBIIUX
ITOJAMHOKECTBA:

®  YIpo3bl, pealn3anus KOTOPbIX TpeOyeT BHEAPEHHs MPOrpPaMMHBIX KOMIIOHEHTOB
Ha KOMIIBIOTEpE-KEepTBE, NHAU€ UMEHYEMBIX 8Pe00HOCHbLE NPOSPAMMDL.
v/ KOMITLIOTEPHBIE BUPYCHI;
v uepBH;
v/ TPOSIHCKHE MTPOrPaMMBI;
v noreHnuansHo onacHoe [10 — pexiaMHBIe YTHIIUTHI U T.11.;
e  yIpo3bl, peanu3alnus KOTOPBIX BHEAPEHUS IIPOTPAMMHBIX KOMIIOHEHTOB HE
TpeOyer:
v’ cnam;
v’ pummHr;
v/ BHEIIHSIS, TPUMEHUTENIBHO K KOMITBIOTEPY, peKliama, K MpUMepy — OaHHEpBl W
BCILUIBIBAOIIINAE OKHA,

v XaKWHT.

Yuwep6 oT BpeOoHOCHLIX NporpamMm

JI71st BpeTOHOCHBIX MTPOTPaMM XapaKTePHBI ClIeAYIomue (GopMbl BPETOHOCHBIX JICHCTBHIA:

®  nepecpy3ka Kamanios ceéa3u — BUJ yllepOa, CBSI3aHHBIA C TEM, 4TO BO BpEeMs

MacITaOHBIX dJNUAeMHA 1Mo VHTepHeT-KaHalaM TepeJaroTCs OrPOMHBIC KOJUYECTBa
3aIpOCOB, 3apAKEHHBIX MTHCEM HJIH HETIOCPEICTBEHHO KOITUI BPEJOHOCHOTO KOAA;

e DDoS (Distributed Denial-of-service) amaxu, pacnpenenéHHble aTaku «OTKa3 B

O6CJ'Iy>KI/IBaHI/II/I» — BUIA BPEAOHOCHOI'O BO3,Z[€I>'ICTBH$I, Bblpaxca}omnﬁc;{ B OIHOBPCMCHHOM
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oOpamieHnn 60JIBIIOro KOJINYECTBA, MHOTAA JO MIJIJIMOHA U 0oJiee, MHPHUIIUPOBAHHBIX CUCTEM
K onpenieneHHoMy HTepHeT-pecypey, 4To MPUBOJIUT K MOJHOMY €ro OJOKHPOBaHUIO;
®  nomepsi OaHHLIX — TOBEJICHUE BPEIOHOCHOTO KOJa, CBSI3aHHOE C HAaMEPEHHBIM
YHUUYTOKEHHUEM OIpeIeNIEHHBIX JaHHBIX HAa KOMIIbIOTEPE MOJIb30BATENS;
e  uapywenue pabomwvr I10 - wun3-3a ommOOK B camMoM BpenoHocHoM IO,
3apakKeHHbIE MPUIIOKEHUS MOTYT paboTaTh ¢ OLIMOKaMU WK HE paboTaTh BOBCE;
®  3a2py3Ka pecypcos Komnviomepa — WHTEHCHUBHOE MHCIIOJIb30BaHUE DPECYpPCOB
KOMITbIOTEpPA BPEIOHOCHBIMH MPOrpaMMaMiU BeJIeT K CHI)KEHHIO MPOU3BOIAUTENBHOCTH Kak
CHUCTEMBI B 1I€JIOM, TaK U OTJEIbHBIX NPUIIOKEHHM.
[TomMuMo 3TOTO 3apaskeHre KOMITBIOTEPA U BKIIOUEHUE €0 B COCTaB OOTHETa MPUBOAMT K
TOMY, YTO B JXKypHajaX aTaKyeMbIX CHCTEM KaK HCTOYHUK aTakd 3HAYUTCS HWMEHHO 3TOT
KOMIIBIOTEP, YTO MOXKET MpPUBECTH K CyAeOHBIM HCKaM MPOTHB BIaJEibla 3apaKCHHOIO

KOMIIBIOTCPA NN 6JIOKI/IpOBaHI/IIO AO0CTYIIa K I/IHTepHeT-pecypcy C 3TOT'0 KOMIIBIOTCPA.

yl'p03bl, He Tpe6y+ou.w|e BHeApeHuUA nporpaMmMHbIX KOMNMOHEHTOB

Bce Yrpo3bl 3TOro KjacCa, HE CUHUTAad XaKCPCKUX, NPCUMYHICCTBCHHO HUCIIOJIB3YIOT

METOAbI COIII/IaJ'II)HOI\/'I I/IH)KeHepI/II/I (COIII/IOTeXHI/IKI/I) JJIs1 TOCTUXKCHUA pesynLTaTa.
Cnam

Cnam — 3T0 aHOHMMHAsI MaccOBasi HE3aIPOILIEHHAs PaCcChLIKA.

JlanHHOEe ompeneneHue IOBOJIBHO XOPOILIO COOTHOCUTCA C MHUPOBOM NPAKTUKOW U
OTpEeNeTCHUSIMUA  CllamMa, TIOJIO)KCHHBIMH B OCHOBY aMEPHUKAHCKOTO M €BPOTMEHCKOTo
3aKOHOAATeNnsCTBA 0 cname. Kpome Toro, aTo onpeneneHrne MoKHO 3(pPEeKTUBHO HCIIOIB30BATh
Ha MpPaKTHUKE.

AHOHUMHaAsL pacceblika: BCE CTPAaJaloT B OCHOBHOM HMMEHHO OT aBTOMAaTHYECKUX
PACCBUIOK, CO CKPBITBIM W (PabCUPUIIUPOBAHHBIM OOpaTHBIM ajJpecoM. B HacTosiee BpeMs
HE CYIIECTBYET CITaMepPOB, KOTOPHIE HE CKPHIBAIM ObI CBOETO a/ipeca U MECTa PACCHUIKH.

Maccoeasa paccviika: VWMEHHO MAacCOBBIE€ pPACCBUIKHM, M TOJBKO OHH, SIBIISFOTCS
HACTOSIIUM OM3HECOM JUIS CTIaMePOB U HACTOSIIEH TpoOsieMoil st monb3oBaTeneid. Hebonbimas
pacchliKa, CACIaHHasl TI0 OIHMOKE YEIIOBEKOM, HE SBIISTFOITUMCS MPO(EeCCUOHATBHBIM CITaMEPOM,
MOJKET OBITh HEXKEJIATEILHOM MOYTOM, HO HE CIIaMOM.

Heszanpowenas paccvinka: 04€BUAHO, YTO TOJIMUCHBIE PACCBUIKH W KOH(MEPEHIIMU HE
JIOJIKHBI TIOTAIaTh B KATETOPHIO «Cramay (XOTS yCIOBHE aHOHUMHOCTH M TaK B 3HAYMTEITHHOU
Mepe 3TO TapaHTUPYET).

[1aTh OCHOBHBIX TEMATHK MOKPHIBAIOT 0K0i0 50% Bcero moroka crama, Kak B PyHere,

TaK U B I/IHTepHeTe B IICJIOM. CocraB TeMaTHYECKHUX TUACPOB» MPAKTUYCCKHU HE MCHAJICA 3a
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MIOCJIEAHUE TO/IbI M HE 3aBUCUT OT PErMOHA paclpocTpaHeHMs crnama. Jluaupyroomue TeMaTuKu
criama cieayrolue:

e  CIaMm «JuId B3pOCIBIX),

e  370pOBBINA 00pa3 KU3HU U METUKAMEHTHI,

e  KoMIblOTepsl U HTEpHET;

®  JIMYHbIE (PUHAHCHI,

e  o0Opa3oBaHue.

Ouenp Oosbliast yacThb cllamMa HE IpPECieqyeT PEKJIAMHBIX WM KOMMEpPYECKHX Ieleil.
CylecTBylOT  pacChbUIKM  IMOJIUTUYECKOTO M AruTallUOHHOTO  CllaMa, €CTh  TaKXke
«0aroTBOPUTENbHBIE»  CHAMepCKHe MuchbMa  (MPU3BIBAIOIIME TIOMOYb  KaKUM-HUOYHAb
Hec4yacTHbIM). OTAETbHYI0 KaTErOpPUIO COCTABIISIIOT MOUIEHHUYECKHUE MUChMa, a TaKXKe MHUChMa,
HampaBJIeHHbIE HAa KPaXxy Maposied 1 HOMEpOB KpeIuTHBIX KapT. Erie ObIBalOT Tak Ha3bIBaeMble
«enoYeyHble MUCbMa», TO €CTh MHChbMa C MPOCHOOH MepecitaTh UX 3HAKOMBIM («CTPAIIUIKK,
«MMChMa CYaCThs») U T. M. EcTh Takke BUpPYCHBIE THChbMa, COJEPIKAIINE 3aBJIEKATEIbHbBIN TEKCT

H BUPYCHI TOJ BUIOM HUTPYHIEK, KAPTHUHOK, ITPOTPaMM.
C6op n Bepudnkaums CnMckoB agpecoB

Jlns pacChlIKM craMa HeOoOXOAMMO HMMETh CITHCOK aJpecOB DJIEKTPOHHOW IMOYTHI
MOTEHIMAIBHBIX ToTyuaTeneii («cmam-6a3y», email database). Coop aapecoB oCyIecTBIsSETCS
CIICIYIOLMMHU METOIAMHU:

e  1oAOOp IO CIIOBapsSM MMEH COOCTBEHHBIX, KKPACHUBBIX CJIOBY», YACTHIX COYETAHHIMA
«crnoBo-niupa» (Hanpumep, «john@», «cool@», «alex-2@»);

e  METOJ aHaJoTrHi — eciu cymecTByeT aapec Masha.Orlova@mail.ru, To Bmosme
pe3onno nouckatk Masha.Orlova B mouroBsix qomenax inbox.ru, gmail.ru, yandex.ru u T.1m.;

e  CKaHMPOBAaHWE BCEX JOCTYIHBIX HCTOYHHUKOB HHPOPMAUH — BeO-CAMTOB,
dopyMoB, UaTOB, NIOCOK O0OBsBiIeHHH, USenet, 6a3 manHbix WhoisS Ha coueranme «
cioBol@cnoBo2.c10B03» (MPH 3TOM Ha KOHIIE TaKOTO COYETaHHS JIOJDKCH OBITh JOMCH
BEPXHETO YPOBHsI — COM, ru, info u 1.11.);

e  BOPOBCTBO 0a3 JIaHHBIX CEPBHCOB, TPOBANICPOB U T.II.;

®  BOPOBCTBO MEPCOHAIBHBIX JAHHBIX MOJIb30BATEICH MPU MOMOIIU KOMIIBIOTEPHBIX
BHPYCOB U MPOYHMX BPEIOHOCHBIX MPOTPAMM.

[Ipu ckaHUPOBAHUU JOCTYIMHBIX UCTOYHUKOB MH(pOpMauu (crocod 3) MOXKHO MBITATHCS
OIPEICNIUTh «KPYT MHTEPECOB» TOJIb30BATENCH JAaHHOTO MUCTOYHHKA, YTO JA€T BO3MOXKHOCTH

MNOJIY4YUTb TEMATHYCCKUC 0a3bl JaHHBIX. B CJIydac BOpPOBCTBAa MOAaHHBIX Y HpOB&ﬁI{CpOB
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JO0CTAaTOYHO YaCTO HMCECTCA AONOJTHUTCIbHAA I/IH(I)OpMaI_II/ISI O TIIOJIB30BATCJIC, YTO TOXKE

MO3BOJISICT MTPOBECTH MIEPCOHATH3AIIHIO.
duvHr

@uwune (anrn. phishing) — Buxg HHTepHET-MOIICHHUYECTBA, IE€db KOTOPOTO —
MOJYYUTh HWIACHTU(PUKAIIMOHHBIE JaHHBIC TIOJIb30BaTeNeil. DUIIUHT — 3TO KOMITBIOTEPHOE
MPECTyIUIeHHE,  MOIIEHHHYECTRBO, OCHOBaHHOE€  HA  TNPUHIMIAX  COMMOTEXHHKH.
3M0YMBIIIJICHHUKOM CO3/aeTCsl MPAaKTHYSCKH TOYHAs KOMHs caita BbeIOpaHHOrO WHTEpHET-
pecypca: OaHka, IUIaTéXHOM CHCTEMBI W T.I. 3areM, IMPU TOMOIIU CHAM-TEXHOJOTHI
pacchuIaeTcs MUChMO, COCTABICHHOE TAKUM 00pa3oM, YTOOBI ObITh MAKCHMAJIHO TOX0XKHUM Ha
HACTOSIIIEEe MHUCHMO OT BBIOPAHHOW OpraHu3anuu. VICHoabp3ylOTCS JIOTOTHITBI OpPraHU3aIlnH,
uMeHa ¥ (aMHIHKM PealbHBIX PYKOBOJHUTENCH. B TakoM muchbMe, Kak MPaBHIIO, COOOIIACTCS O
TOM, YTO HW3-32 CMEHBI IPOTPAMMHOTO OOCCIICYCHHUS B CHUCTeME OKa3zaHusi VHTepHeT-yciyr
MOJIb30BATEII0 HEOOXOMMO IMOATBEPIUTh WM U3MEHHUTH CBOU YYETHBIC JaHHbIC. B kauecTBe
MPUYHHBI TSI K3MEHEHUS TaHHBIX MOTYT OBITh Ha3BaHbI BBIXO U3 cTpost [10 wiu jxe HamaaeHue
xakepoB. Bo Bcex ciydasx Iejb TaKMX MHCEM OJHA — 3aCTaBUTh IOJIb30BATENs HaKkaTh Ha

MNPUBCACHHYIO CCBUIKY, a4 3aTEM BBCCTH CBOU KOH(I)I/I,Z[CHI_II/IaJ'ILHBIC JAaHHBIC HAa JIOXKHOM camre.
Kak Bbirnapar phishing-ataku?

MollleHHUKH €O BPEMEHEM CTaHOBSTCS Bce Oo0jee M3OLIPEHHBIMH, TO K€ CaMoe
mpoucxXoauT u ¢ phishing-cooOmeHnsIMH SIEKTPOHHOM MOYTHI M BCTUIBIBAIOIMME OKHaMH. OHU
YacTO  MCNOJNB3YIOT OQHUIMAIbHBIE JIOTOTHIIBI  PEalbHBIX OpraHu3aluié M JAPYryko
UACHTUDUIHMPYIOUTYIO0 HHPOPMALIKIO, B3ATYIO HEIOCPEICTBEHHO C Ha/IeXKHOT0 BeO-y3a.

Hwwxke mnpuBemeH mpumep phishing-cooOmenus snaektponHoi moutel (Puc. 1.). s
npugaHus phishing-coobmenuto emie 6osiee HaIEKHOTO BHUJIa MOIIEHHUKH MOTYT MIOMECTHTH B
HETO CCBhUIKY, Ha EPBbIH B3I BEAYIIYIO K HaZe)KHOMY BeO-y31y (1), XOTs Ha caMOM Jiene OHa
BEJIET Ha TOJIbHbIN BeO-y3esl MOIIEHHUKOB (2) WM BBI3bIBAET BCIUIBIBAIOIIEE OKHO, KOTOPOE
BBITJISIAUT TakK jke, Kak opuuuanbHbI BeO-y3en. OTH (anmpliMBble Y37bl Ha3bIBAIOT TaKKe
MOJIOKHBIMU BeO-y3nmamu. [lonaB Ha Takoil BeO-y3el, Bbl MOKETE MPEAOCTaBUTh MOIIEHHUKAM
muuHyo  uHpopmarmio. IlomydeHHas uHQOpManus dYamie BCEro  HMCIOJb3yeTcs Ui
NpUOOpPETEeHUs] TOBApOB, IMOJYYEHUS HOBOW KPEAUTHOM KapTOUKM MIIM XHUILEHHUS JUYHBIX
JTAaHHBIX.

B HekoTOphIX ciaydasx 370yMBIIUIEHHUKH Pa3MeEIlaloT Ha MOJA00HBIX caiiTax paziuvHbIe
AKCIUIONTHI ysa3BuUMocTet MS Internet Explorer mis moGo4YHOM YCTaHOBKM Ha KOMIIBIOTED
MoJIb30BaTese Kakux-mubo TposHCKuX nporpamM. [loseienue B konue 2003 roaa skmuioira

ySA3BUMOCTH ¢ noameHou peanbHoro URL mpuBeno kK NOSBICHUIO HOBOM Pa3HOBHUIHOCTH
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¢uIMHra, MOTYYUBIIET0 Ha3BaHue «cmypuHr» (spoofing). B ciaydae mcmonb3oBaHus JAaHHOU
ySI3BUMOCTH aTaKyeMblid I0Jb30BaTellb BHU3yaJlbHO MOKET HaOJI0/1aTh HACTOSILUN aapec
0aHKOBCKOTO caiiTa B aipeCHOM CTpOKe Opay3epa, HO HaXOJIUThCI caM P 3TOM Oy/eT Ha caiTe
nojieabHOM. Ycmexy QumuuHr-agEép cmnocoOCTBYeT HU3KHH ypOBEHb OCBEIOMIIEHHOCTH
MoJIb30BaTesIel 0 MpaBmiIaXx paboThl KOMIIaHUH, OT UMEHU KOTOPBIX AEHCTBYIOT MPECTYIHUKU. B
YaCTHOCTH, MOYTH IOJIOBMHA MOJb30BaTENel HE 3HAIOT MPOCTOro ¢akTa: OaHKU HE PacChLIAIOT
MMCceM ¢ Mpochb00il MOATBEPAUTH B OHJIaliHE HOMEp cBoel kpenuTHou kapThl U e€ PIN-kox. s
3alIMThl OT (PUIIMHra MTPOM3BOJUTENN OCHOBHBIX HTEepHET-Opay3epoB TOTOBOPUIIMCH O
IPUMEHEHUH OJIMHAKOBBIX CIIOCOOOB HMH(GOPMHUPOBAHUS IMOJB30BATENCH O TOM, YTO OHH
OTKPBLIN MOJO3PUTENBHBIN CAUT, KOTOPBIM MOXKET IPUHALIEkKATh MOIIeHHNKaM. HoBble Bepcun

Opay3epoB 00Ja7aI0T TAKOW BO3MOKHOCTBIO.

{ L OTEETHTE | ;-QQTBETMTb ECEM | ;—% I'IepecgaTbl| = WEEH| _é | ¥ | Li%'( |“E-‘l x|

&7 [10] TTorbiTHa HOCTyia K CueTy Ganka Woodgrove drenfisife:

i tafin MOpaexa Buma  Bcraska  dopwar  Cepewc  AeficTema  Crpaswa

ot ¥EEA0M NEHHE O COCTOAHHK CHETa

Komy:  Cpeaa, 8 ceHTabpA 2004 r, 12:41

Konma:

Tema:  [10] Moneimea AocTyna K cueTy Banika Woodgrove

YEaWASMEIR KNHEHT BaHka W\:odgrove" WaobpaxeHue c nognuHHoro eeb-yana Gaqka

B Balwem A0roEope C GaHKOM ya38H0, 4T Ball C4ET A0N#EH NOCTOAHHO HAX0AMTECA NoA
BiallmmM KOHTRONEM HAK N0 KOHTRONEM AL, Ha3HEHEHHbE BamK, Ham cTano HeeecTHo o Tom,
4TO TRETEH MHLLE MOFAH NPEANPHHAM ATE NOMBITKH NONYHEHHA A0CTYTE K HHGOPM SUHH Ha

Bawem c4eTe.

B CEAZM C 3TMM ANA NpeA0TBPALLEHHA HECAHKUMOHHPOBAHHOM ADCTYMA K MHTEPHET-CHETY
GiaHKa Woodgr 0ve KONHYECTED HEYAZHHELX NOMBITOK BX0A3 B CHCTEMY COKPALLEHO AD NATH 33
24 4303 .¥Ka3aHHOE KONMYECTED NOMBITOK BX0.A3 NPEELILEHD.*

f https:!val.wnnqrve.n!Fault.asp\o

i

]

B htkp: fi203, 144,234, 138/ usfindex. bkl 2

Puc. 1. Ilpumep phishing-cooOmeHust 53JIEKTPOHHOM TMOYTHI CO CCHUIKOH Ha
MOIIICHHUYECKUN BeO-y3em

Peknama

Pexnama ceromHsi mpUCYTCTBYET Be3Jle M MOCTOSIHHO — Ha YJIWIE, Ha TENEBUICHUH, B
KypHajax W raserax u, pazymeercsi, B ntepHer. Pexiiamy B MIHTepHET MOKHO pa3lenuTh Ha
BHEITHIOI U BHYTPEHHIOIO TIPUMEHHUTEIBHO K KOMIIBIOTEpY. BHYTpeHHEl B 3TOM cirydae Oyzaer
caMopekiiaMa IpOorpaMM, YCTaHOBJIIEHHBIX Ha KOMIIBIOTEpE, peKiaMa, JEMOHCTpHpyeMas B
Ka4yecTBE JIOMOJHEHHsI K OCHOBHOMY (DYHKIMOHANY 3arpyKeHHbIX M3 VHTepHeT OecruiaTHBIX
IporpamMM, a TaKXK€ Pa3HOTO pPoOJia CKPHITHIE M IMOJNYCKPBITHIE YTUIMTHI JUISL JIEMOHCTPAIMH

PEKIIaMBbl, YCTAHOBJICHHBIC Ha KOMIIBIOTECPE. HOCJ’IGJIHI/IG TpU THIIA IPOrpaMM OTHOCATCA K
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Kareropuu adware U MPUYUCIICHBI K TOTEHIIMANBHO onacHoMy I10, Tak kak, HE HaHOCS SIBHOTO
Bpela CUCTeME, OHH, TEM HE MEHEe, 3arpy’kKaroT KaHal Mepeaadn JaHHBIX U OTHUMAIOT BpeMs y
M0JIb30BATEIIS.

BHemHel, MpUMEHUTENBHO K IIEIEBOMY KOMITBIOTEPY, PEKIaMOM, OOBIYHO CUUTAIOTCS
BCIUTBIBAIOIIME OKHA Ha caiTax, MHOTJa 0e3 BO3MOXKHOCTH 3aKpBITUS M MHOTOYHCIICHHBIC
OaHephl, MOKa3bIBAEMbIE B MPOIIECCE MHTEPAKTUBHON paboThl ¢ MHTEpHET, a TakXe CIIaMOBbBIS
pEeKJIaMHBIE PACCBIIKH, YK€ PACCMOTpPEHHBIE paHee. B oTnnume OT TUIAaTHOTO TEJEeBHJICHMS,
MOKYIIKa YHUCTOrO OT pekjgambl HTepHeTa B HACTOSUIMH MOMEHT HE MpeACTaBiIseTCs
BO3MOJKHOM, a KOJIMYECTBO pekiambl B MIHTEpHET MOCTOSIHHO BO3pPACTaE€T, YTO aBTOMATHYECKU
MOAHUMAET BOMPOC O HEOOXOAMMOCTH YMEHBIIEHUs JToro koinudectBa. C pexIamoi,
MPUXOJIAIIEH MO JIEKTPOHHOW TOYTe, OYEBUIHO, JOHKHBI OOPOTHCS aHTUCIIAMOBBIE (DHIIBTPHI,
TOTJa KaK JJIsi YMEHBIICHUS KOJIUYECTBA BCILTBIBAIOIINX OKOH U JEMOHCTPUPYEMBIX OaHHEPOB

HYXXHBI JPYT'U€ CIICHIUATIbHBIC CPEACTBA.
Xakepckue ataku

HOJI XaKEpCKUMH aTaKaMHU IIOAPAa3syMEBACTCA JiBa BHAA aTaK — C aBTOMAaTUYCCKHM
BHEJPEHUEM BPEJOHOCHBIX MPOTPaMM CTaHAAPTHBIMU CIOCOOaMU H peau3yeMble BPYUHYIO,
KOT/Ia IENbI0 3JI0YMBIIIEHHUKA SIBIISIETCS B3JIOM OTAETbHOW cucTeMbl. Hawmnmydiee cpeactBo
OOpBOBI C aTakaMu BTOPOTO PojJia — pa3paboTKa W peaau3amus MpaBui O0€30MacHOCTH, YETKO
OIMUCBIBAKOINX JOIMYCTUMBIC W HCIOIIYCTUMBIC I/IH(i)OpMaHI/IOHHBIe IIOTOKHU B CCTH. 21.]'[5[
MPAKTUYECKON peann3aliil MOJUTUKA OE30MacCHOCTH B CIydYae XaKepPCKUX aTak, KakK MpPaBUIIO,
UCIOJIL3YIOTCS MMAKETHBIE (DUITBTPHI, MEKCETEBBIE SKPAHbl M CUCTEMBI OOHAPYKEHUSI BTOPKEHUI

(Intrusion Detection System, IDS).

1.2. TIoHATME MHOrOypOBHEBOW CUCTEMbI 3alUUTbI CETU 0O6pa3oBaTeNIbHOro
yypexageHus
CoBpeMeHHbIe HHPOPMAITMOHHBIE CUCTEMBI UMEIOT CIIOKHYIO CTPYKTYpy. OHU comepIkat

M0JIb30BAaTEIbCKUE  TMPHUJIOXKEHHs, paloTaiole BO  B3aUMOACWCTBUM C  Pa3IMYHBIMU
OIEPALMOHHBIMU CUCTEMaMH, YCTAaHOBJICHHBIMHM Ha KOMITbIOTEPAX, 00bEAMHEHHBIX B JIOKAJIBHYIO
CeTbh, YaCTO CBSI3aHHYIO TEM WJIM MHBIM 00pa30M C CErMEHTOM TIiobanbHOM ceTu. ObecrnieueHne
0€30MacHOCTH TakKOW CHCTEMBI TpeOyeT NpPOBENCHUS IEJIOro KOMIUIEKCa MEpONPHUSITHH B
COOTBETCTBHUH € pa3pabOTaHHON Ha MPEANPUATUH MOJTUTUKON HHPOPMALIMOHHON 0€301MacHOCTH.

CymecTByeT J1Ba BO3MOXKHBIX HAIIPABICHUS MOJMTUKU MHPOPMALIMOHHONW 0€3011acHOCTH.
B mepBoMm ciywae (orpaHuuMTeNbHAs TOJMTHKA), MOJH30BATEIh UMEET MPABO HCIIOIH30BATh

J00BIe pecypchl, KpOMe TeX, OCTYN K KOTOPhIM OTpaHMYE€H WU 3aKpbIiT. Bo BTOpoM ciiydae
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(HopMaTHBHasE TOJHUTHKA), IMOJB30BaTEeIb HMMEET IPAaBO MCIIOJIB30BaTh TOJBKO TE€ PECYPCHI,
KOTOPBIE €My SIBHBIM 00pa30M BBIJICJICHBI.

[epBast cxema MOTUTHKH 0€30TTACHOCTH MIPUMEHSETCSI, KaK MPaBIIIO, HA TIPEATIPUATHSX C
OonbmMM HaOOpOM (YHKUMOHATIBHO PA3JIMUYHBIX TPYMI JIOCTaTOYHO KBAJIU(UIIMPOBAHHBIX
nojp3oBaresiei. Bropas cxema mpuMeHuMa TaM, T7ie TPOU3BOAUTCS MHOTO JEHCTBUH C OJTHUM U
TEM XK€ HaOOpPOM MPHIIOKEHHIA, TPHYEM KPYT ITUX MPHIOKEHUH MOXKET OBITh OUEpUYeH 3apaHee,
a mo0oe HecTaHJapTHOE [EHCTBHE pacCcMaTpPUBAETCs Kak IOMBITKA HApYIICHUS peXuMa
MH(POPMALIMOHHOM 0€30MacHOCTH.

B cooTrBercTBUM C TNPHUHATON TepMHUHOJIOTHEH, WH(POpPMAalMOHHAsA Oe30MacHOCTb
o0ecrieueHa B cllydae, €ClIM [ JHOOBIX HMH(GOPMALMOHHBIX PECYpCOB B CHCTEME
MOJICP)KUBACTCSI  ONPENCICHHBIH  ypOBEHb  KOH(DUMICHIMATBHOCTH  (HEBO3MOXHOCTH
HECAHKIIMOHUPOBAHHOTO MOJIY4YEHUs KaKOH-Tn00 MHPOPMALIUH), LIETOCTHOCTU (HEBO3MOKHOCTH
HECAHKIIMOHMPOBAHHOW JTMOO0 cllyyailHON ee MOAM(HKAIMK) U JOCTYHHOCTH (BO3MOXKHOCTH 32
pa3ymMHOE BpeMs NONy4uTh Tpebyemyro uHpopmauuio). I[Ipu 3ToM AOMKHA YUUTHIBATHCS HE
TOJIBKO BEPOATHOCTh HAPYIICHHWS KaKOTO-THOO M3 acIeKTOB O€30IacHOCTH B pe3ylbTare
YMBIIIJICHHBIX MO0 HEYMBIIIJICHHBIX JeMCTBUI MOJb30BaTeNel, HO U BEPOSTHOCTh BBIXOZA W3
CTOSl KaKMX-TUOO Yy3710B MH(OPMAIIMOHHONW cUCTeMbl. B 3TOM cMmpbicie cpeicTBa MOBBIIICHUS

HAJEKHOCTH TAaK)K€ BXOJAT B KOMILIEKC MH(OPMALMOHHON O€30MMaCHOCTH MPEANPUSATHS.

MHoroypoBHeBas 3awuta MH(pOopMaLNOHHON CUCTEMbI

HeBo3MoxHO  aHanmu3upoBaTh  0O€30MACHOCTh  MHGOPMAIMOHHON  CHCTeMBI 03
paccMOTpeHHs ee CTPYKTYPBbI, X0Ts OBl B camoM o01ieM Buje. [Too0Has cTpykTypa JOCTaTOUYHO

XOpowIo OMUCBhIBACTCA LICTI:IpCXYI')OBHCBOI\/'I MOACIBIO.

" BHeLUHWiA YpOBEHBb )
” CeTeBOii ypoOBEHL N
(" CUCTEMHbIA YPOBEHb ™
( YpoBeHb NpUNOXEHWIA A
\. y
\L y
\. y
\. y

Puc. 2. YeTsipexypoBHEBast MOieNTb NHGOPMAITMOHHON CHCTEMBI

Hmxe IMPUBCCHA KpaTKasd XapaKTCPUCTHUKA KAXKIO0I'0 U3 ypOBHCfIZ
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1. BHemHuil ypoBeHb OIpeIenseT B3auMojeiicTBUe HH(OPMAIIMOHHON CHCTEMBI
OpraHM3ali ¢ T[JI00AJbHBIMH pecypcaMM U CHCTEMaMu JIpYyTUX  OpraHHu3aluil.
OYHKIHMOHAIBHO ATOT YPOBEHb XapaKTepU3yeTcs, C OAHONW CTOPOHBI, HH()OPMAIIMOHHBIMU
(rmaBHBIM 00pa30oM, CETEBBIMH) CEpBUCAMM, NMPEAOCTABISEMBIMHE JJAHHOIN OpraHuzainueil, c
JPYroil CTOpOHBI, aHAJIOTUYHBIMUA CEPBUCAMH, 3allpallliBaeMbIMHU U3 ri1o0anbHON cetn. Ha
3TOM  ypOBHE  JOJDKHBI ~ OTCEKAaThCs, KaK TIONBITKM BHEIIHUX  IOJIb30BaTeen
HECaHKLUMOHUPOBAHHO TOMYYUTh JOCTYH K BHYTPEHHHM CEpBHCAM, TaK M MOMNBITKU
COOCTBEHHBIX II0JIb30BaTeNIell OCYIIECTBUTh MOAOOHBIE ONEpalMd MO OTHOIIEHHIO K
BHEIIIHUM CEpBUCAM WJIM HECAaHKIMOHMPOBAHHO NepeciaTh HH(OpMAIHIO B INIOOATBHYIO
CETb.

2. CereBoii ypOBEHb CBsI3aH C JIOCTYIIOM K WH(OPMAIIMOHHBIM pecypcaM BHYTPH
JOKAaJbHOM  CceTH opraHu3anuu. be3omacHOCTh HMHPOpPMALMKM HA H3TOM  YpPOBHE
obecrieynBaeTcsl CpeICTBAMU MPOBEPKU IMOJJIMHHOCTU I0JIb30BATENeH M pa3rpaHUYeHUEM
JIOCTyTa K pecypcaM JIOKaJTbHOU ceTu (ayTeHTHUPHUKAIUS 1 aBTOPU3AIH).

3. CucTeMHBIII ypOBEHb CBSI3aH, MPEXKAE BCETO, C YIPaBIEHHUEM JJOCTYIIOM K
pecypcam OC. FIMEHHO Ha 3TOM ypOBHE IIPOUCXOAUT HEMOCPEACTBEHHOE B3aUMOAECHCTBHE C
I10JIB30BATENSAMH, 3aIlyCKalOTCA NPUIIOKEHUS, U, CaMOE IJIaBHOE, ONPENEISAIOTCS «IIpaBUIIa
UTPBI» MEXAY MH(OPMALMOHHONW CHCTEMOM M MOJb30BaTeNeM (3afaercss Ju00 U3MEHseTcs
KOH(Urypamus cuctemsl). B 3Toil CBSI3U, €CTECTBEHHO MOHUMATh 3alUTy MH(OpMauMu Ha
JJaHHOM ypOBHE, KaK Y€TKOE€ pa3zieieHue, K KakuM pecypcam OC, Kakol MOib30BaTelb U
KOTJIa MOXKET OBbITh JOMYIIeH. BaXXHOCTh MMEHHO 3TOTO YPOBHS MOXHO HMPOUIUTIOCTPUPOBATH
TeM (aKTOM, YTO JOJIr0o€ BpeMsi BOMPOCHl MHPOPMAIIMOHHON O€30MacHOCTH CBOJMIIHNCH
UCKJIFOUUTENIBHO K PACCMOTPEHHUIO 3alUThI Ha ypoBHE U cpeacrBamu OC.

4. YpoBeHb NPWIOKEHUH CBsI3aH C HCHOJIb30BAHUEM NPUKIAIHBIX PECypcoB
nH(pOpMaIMOHHOH cucTeMbl. [10CKOIbKY UMEHHO MPUIIOKEHUS HA COAEPIKATEIIbHOM YPOBHE
paboTaloT ¢ MOIb30BATENLCKUMHU JAHHBIMU, JJIS1 HUX, BOOOIIE TOBOPS, HY>KHbI COOCTBEHHBIE

MEXaHU3MBI 00ecTieueHHs] HHHOPMAITMOHHONW 0€30MaCHOCTH.

MHOFprOBHeBaﬂ 3aluTa C TOYKHN 3peHuns ceTeBOM APXUTEeKTYpbI

KOHHeHHI/ISI MHOFprOBHeBOI\/'I CHCTEMBI 0€30ITaCHOCTH COCTOUT B HapalliyBaHHWHU 4YHUCJIIa
«IUHUN O60p0HLI» C ICJIBIO TTOBBIMICHUSA CTCIICHU 3alIUIICHHOCTHU OXPAHACMOT'O o0bekTa. Takas
CUCTCMA 3alllUTbl MHOI'OKPATHO YBCIWYMBACT 3aTPAThI, HCO6XOI[I/IMLIC AJId TIPOBCACHUA aTaKH.
Ona BO3IBUTACT MHOXECTBO HpeHSITCTBI/Iﬁ Ha IOYTU 3JIO0YMBIINIJICHHHKA. 3HI€HOHI/IpOBaHHa$I
060p0Ha NpeaoTBpPaAIIACT KaK MPAMBIC aTaKM Ha KPUTUYCCKH BAXXHBIC CHUCTEMBI, TaK U IMONBITKH

«IPOLIYIIbIBAHUA» Balllell CETH. KpOMC TOr0, TaKOC TIIOCTPOCHUC CUCTEMbI 3alllUThLI
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npeanonaracT U peBepcHbIl 3QdexT — mpesoTBpalieHne HECAaHKIIMOHMPOBAHHBIX JEHCTBUI
COOCTBEHHBIX TIOJIb30BATEICH MO OTHONICHHIO K BHEIIHUM pecypcaM. C TOYKH 3pEHHS CETH
00pa30BaTEILHOTO YUPEKICHHS TAKOH MOIXO/T MPEACTABISIETCS Han00JIee aKTyaaIbHbIM.
[Ipu opranu3amu 3ammTel OT MHTEPHET-YTpo3 BayKHBIM SIBISETCS TIOHSITHE nepumempda

— YKPEIJIEHHOW TpaHMIBI CeTH. [lepuMeTp MOXKET COCTOSATh U3 Pa3lIMUHBIX ITOJICHUCTEM, Kak
NPE/ICTABICHHBIX PA3JIMYHBIMU  alllapaTHBIMH W MPOrPAMMHBIMH  CPEICTBAMH, TaK W
O00beIMHEHHBIMU B CIUHBIA MPOrPAMMHO-ANMAPATHBIH KOMIUIEKC. TakKMMH MOJCHCTEMaMH
OOBIYHO SIBIISFOTCSL:

e  MapmpyTH3aTopsl (routers);

e  MexceTeBbIe 3Kpanbl (Opanamayapsl, firewalls);

®  IPOKCH-CEPBEPHI;

e  cucrembl oOHapyxeHus Bropxenuit (IDS);

e  cpezcTBa co3/aHus BUPTyanbHBIX YacTHBIX cereit (VPN);

®  aHTHBHUPYCHBIE CPEJICTBA,;

®  JKpaHUPOBAHHBIC MOJCETH.
MorpaHuyHbIN MaplupyTHU3aTop

Mapwpymuszamopwr (FOUtErs) oCyIIeCTBISIOT yIpaBieHne TPpapuKOM, MOCTYMAONMM B
CETh, BBIXOISIIMM M3 CETH MM TpapHKOM BHYTPH caMoi ceTH. [lorpaHMYHBI MapIipyTu3aTop
(border router) sBisieTcss OCAEIHUM MapIIPYTH3aTOPOM HEMOCPEACTBEHHO TEPE BHIXOJIOM BO
BHEIIHIOO CeTh. B cuity Toro, 4ro Bech MHTepHET-TpadUK OpraHU3alid MPOXOIUT Yepe3 dTOT
MapIIpyTH3aTop, MOCIEAHUN YacTo (DYHKIMOHHUPYET B POJIM TEPBOM W MOCTEAHEH JHHUU

3aIUTHI CETH, o0ecriednBas (GUIBTPAIIAIO BXOAIIETO U UCXOIAIIEro Tpaduka.
MexceTeBOM 3KpaH

Mesiccemesoii  9kpan — KOMIUIEKC amnmnapaTHbIX WM NPOTPaMMHBIX  CpEICTB,
OCYIIECTBISIONINN KOHTPOJIh U (UIBTPAIUIO MPOXOMAAIIUX Yepe3 HEero CETEBhIX MAaKETOB Ha
paSJ'II/I‘—IHI)IX ypOBHSIX MOAeciIn OSI B COOTBETCTBUU C 3aJlaHHBIMHA HpaBHHaMI/I.

OCHOBHOH 3aJayell MEKCETEBOTO dKpaHa ABJISETCS 3allUTa KOMIBIOTEPHBIX CETEU WITU
OTJIETIbHBIX Y3JIOB OT HECAHKLIMOHUPOBAHHOTO J0CTymna. Takke MEXKCETEBble HKpPaHbl 4acTo
HA3BIBAIOT (PMIIBTPAMH, TaK KaK UX OCHOBHAA 3ajjauya — He MPOMycKkaTh (QUIbTPOBATH) MAKETHI,
He TIOXOSIINE MOJT KpUTEPUH, ONIpeieIEHHBIE B KOHPUTYPALIUH.

HeKOTOpBIe MCIKCECTCBBIC 3KpaHBI TAKXEC ITI03BOJIAKOT OCYH_[eCTBJ'ISITI) TpaHCJ'ISIHI/IIO

aJ[pecoB — JMHAMHUYECKYIO 3aMEHY aJpecoB Ha3zHaueHus win uctounuka — Network Address

Translation (NAT).
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Opyrve HazBaHus
Bpanomaysp (uem. Brandmauer) — 3amMCTBOBAaHHBIH M3 HEMELKOTO SI3bIKA TEPMHH,
SIBJSIFOLIMIACS aHanoroM aHriuiickoro firewall B ero opurnHaibHOM 3Ha4YeHUU (CTEHA, KOTOpas
paszenseT CMEXHbIe 3[aHusl, MPEIOXpaHss OT PacHpOCTpaHEeHUs mokapa). MHTepecHo, 4To B
00J1aCTH KOMIIBIOTEPHBIX TEXHOJIOTHH B HEMELIKOM SI3bIKe yroTpedisiercs cioBo «firewall».
®daiipsoit,  Gaiipon, daitepson, (daepBom — 00pa30BaHO  TPaHCIUTEpALHEit
anrnuiickoro TepmuHa firewall, sxBUBaICHTHOrO TEPMHHY MEXKCETEBOI 3KpaH, B HACTOSIIEE
BpeMsl He SBISIETCS O(UIMATBHBIM 3aMMCTBOBAaHHBIM CIIOBOM B PYCCKOM SI3BIKE.
PasHoBuAHOCTU MeXceTeBbIX 3KpaHOB
MexceTeBble 3KpaHbl MOJPA3ACISIIOTCS HA pa3jIM4YHbIC TUIBI B 3aBUCUMOCTH OT
CIICIYIOLINX XapaKTePUCTHUK:
e  o0ecrevnBacT JIM YKpaH COCIMHEHHE MEXIY OJHUM Y3JIOM M CEThIO MIIA MEXIY
JBYMsI WK O0Jiee pa3TUuHBIMK CETSIMHU;
®  MPOMCXOAWUT JIM KOHTPOJb IMOTOKA JAaHHBIX HA CETEBOM YpPOBHE WJM Oolee
BBICOKHX ypoBHsIX Mojaenu OSl;
®  OTCJICKHMBAIOTCS JIM COCTOSHHS aKTHUBHBIX COCIMHEHHUN HITH HET.
B 3aBucuMOCTH OT OXBaTa KOHTPOJMPYEMBIX MOTOKOB JIAaHHBIX MEXKCETEBBIC JKPaHBI
AEJSITCS Ha:
®  MPAOUYUOHHBII Medccemesoll IKpaH — TporpaMma (WM HeoThbemieMas 4acThb
OTIEPAIIMOHHOW CHUCTEMBI) Ha IUIIO3E (CepBepe NepenaroiieM Tpapuk MexIy CeTsIMU) WU
anmapaTHOe pelIeHUe, KOHTPOJIUPYIOIIAE BXOSIINE U UCXOSAIINE MOTOKUA JAHHBIX MEXKITY
MOJIKITFOYCHHBIMU CETSIMHU;
®  NIePCOHANbHBIL  Medccemesoll dKpaH — TIporpaMMma, YCTaHOBJIIGHHAs Ha
TI0JTb30BaTEIbCKOM KOMITBIOTEPE u npeHa3HaYCHHAS JUISt 3aIIUTHI oT
HECAaHKI[HOHHUPOBAHHOTO JOCTYIIA TOJIBKO 3TOT0 KOMIIBIOTEPA.
BeIpoXJIeHHBIN Ciydyall — HCIIOJIB30BAHUE TPAJULMOHHOTO MEXKCETEBOIO HKpaHa
CEepBEPOM, ISl OTPAHUYCHUS TOCTYIA K COOCTBEHHBIM PeCypcam.
B 3aBucumoctu ot ypoBHst mojaenu OSI, Ha KOTOPOM MPOUCXOTUT KOHTPOJb JOCTYIA,
CYILECTBYET CIIAYIOLIEe Pa3Ie/ICHHE MEKCETEBBIX IKPaHOB!
e  (DYHKIMOHUPYIOLIHE HA cemesoM YPOBHE, KOTJa (HIbTpALUS MPOMCXOAUT Ha
OCHOBE aJpecOB OTIPABUTENS W MOJyYaTeNs IMaKeTOB, HOMEPOB IOPTOB TPAHCHOPTHOTO
ypoBHs Mozienii OS| 1 CTaTUYECKUX MPaBHJI, 33J[aHHBIX aJIMUHUCTPATOPOM;
e  (YHKIMOHUPYIOIIME HA ceaHco80M YPOBHE (Takke M3BecTHhie Kak Stateful) —
OTCIIS)KUBAIOIIUE CEAHChI MY MPUIOKEHHUSIMHU, HE MPOIMYCKAIOIIUE MAKEThl HAPYIIAFOIIHX

cneupuranun  TCP/IP, wacto wHCHoiab3yeMbIX B 3JIOHAMEPEHHBIX  OIEpalusix —
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CKaHMPOBaHMM  PECYpCOB, B3JOMax 4Yepe3 HempaBwibHble peanusauuu 1 CP/IP,
0oOphIB/3aMeIJIeHne COeTMHEHUHN, MHBEKIINS TAHHBIX

e  (YHKUMOHUPYIOUIME HA Ypo6He Npunodicenuti, (GUIbTpalus Ha OCHOBAHHH
aHaM3a JaHHBIX TPHIOXKECHHS, IEepPeaBacMbIX BHYTPH TaKeTa: TaKHE THIBI JKPaHOB
MO3BOJISIIOT OJIOKMPOBATH Mepeauy HeXKenaTelbHON U MOTEHIMAIbHO ONacHOM MH(pOopManuy,
Ha OCHOBAHHH MOJUTHK U HACTPOEK.

Hexortopbie pemieHHs, OTHOCHMBIE K MEXKCETEBBIM JKpaHaM YPOBHS TPHIIOKEHUS,
MPECTABISAIOT COOOW MPOKCH-CEPBEPHI ¢ HEKOTOPHIMU BO3MOXKHOCTSIMH MEXKCETEBOTO JKpaHa,
peanu3ys Mpo3padHble MPOKCU-CEPBEPHl, CO CHEIHMAIN3alMeld MO MPOTOKoIaM. Bo3MoxHOCTH
IIPOKCU-CEpBEpa M MHOTOMPOTOKOJbHAS CHEIMAIM3alMs JIeNaloT (QUIBTPAMIO 3HAYUTEIHLHO
Ootee THOKOHM, YeM Ha KJIACCHYECKHX MEXKCETEBBIX dKpPaHaxX, HO TaKHe TPUIIOKEHUS UMEIOT BCe
HEeJ0CTaTKU MPOKCHU-CEPBEPOB (HAIIpUMeEp, aHOHUMU3ALUS Tpaduka).

B 3aBucuMOCTH OT BO3MOXHOCTH OTCIEKHMBAaHUS aKTHBHBIX COEJMHEHUN MEKCETeBbIe
HKpaHbI MOIpa3AeIAI0TCS Ha!

e stateless (mpocras ¢unbTpanms), KOTOpbIE HE OTCICKHBAIOT TEKYIIHE
coeauHenus: (Hanpumep, TCP), a QUIBTPYIOT MOTOK JAHHBIX HCKIIOUYUTEIHLHO HAa OCHOBE
CTaTUYECKHX TPABUIT;

e  stateful, stateful packet inspection (SPI) (dunbrpamnmst ¢ y4érom KOHTEKCTa), C
OTCIIOKMBAHHEM TEKYIINX COCTUHEHWH W TIPOITYCKOM TOJBKO TAaKHX IAKETOB, KOTOpHIC
YIIOBIIETBOPSIIOT JIOTHKE ¥ aJrOpPUTMaM pPadOThI COOTBETCTBYIOIIUX IPOTOKOJOB U
NPUIOKEHUN: TaKHe THUIBl MEXKCETEBbIX HSKPAHOB IO3BONAIOT 3P eKTHBHEE OOPOTHCS C
pa3nuuHbIMU BUAaMH DOS-aTak M ysS3BUMOCTSIMH HEKOTOPBIX CETEBBIX MPOTOKOJIOB, KpPOME
TOTO, OHU O0ECTCUNBAIOT (PYHKIIMOHUPOBAHUE TaKUX MPOTOKONOB, kak H.323, SIP, FTP u
T.I., KOTOPBIE HCIIOJIE3YIOT CIIOKHBIE CXEMBI Tepelayd JaHHBIX MEXKIy aJpecaTraMH, ILUIOXO
NOJ/IA0IMecs OMHMCAHUI0 CTAaTUYECKUMHU MpPaBUJIAMHU, U, 3a4acTyl0, HECOBMECTHMBIX CO
cTaH/JapTHBIMH, Stateless MexxceTeBbIMU SKpaHaMH.

MNMpokcu-cepsepsbl

IIpokcu-cepgep (OT aHTII. ProXy — «IpeACTaBUTENb, YIIOJHOMOYECHHBIN») — Clyx0a B
KOMIIBIOTEPHBIX CETSX, MO3BOJIAIONIAs KIMEHTaM BBINOJIHATh KOCBEHHBIE 3alpoChl K APYTHM
ceTeBbIM cinyx0am. CHayana KIMEHT MOJAKIII0YAeTCs K MPOKCU-CEPBEPY U 3alpalluBaeT KaKou-
6o pecypce (Hampumep, e-mail wim BeO-caliT), pacloI0OKEHHBIA HA JAPYTOM cepBepe. 3areMm
MIPOKCHU-CEPBEP MO0 MOAKIIIOYACTCS K YKa3aHHOMY CEpBEpY M TOIY4aeT pecypc y Hero, Jmbo
BO3BpallaeT pecypc M3 COOCTBEHHOro K3Ia (B CIydasx, €cld HNPOKCH UMeeT CBOM ko). B

HCKOTOPLIX  ClIydasaX 3alpoC KJIUMCHTA MKW OTBET CCPBEPa MOKCET ObITh HM3MEHEH
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IIPOKCH-CEPBEPOM B ONPENENEHHBIX LENAX. Takke IPOKCU-CEPBEP IO3BOJSAET 3aLUIIATH
KIIMEHTCKUH KOMITBKOTEP OT HCKOTOPEIX CETCBLIX aTakK.

Yaiie Bcero npoKcu-cepBephl MPUMEHSIFOTCS IS CIIEYIOIINX IIeJe:

e  olecrnedeHue JOCTYyIa ¢ KOMIIBIOTEPOB JIOKaJIbHOI ceTr B IHTepHET;

L4 KOIIUPOBAHUE AAHHBIX: €CJIM YaCTO IPOUCXOOAT o6pau1eH1/m K OJHUM U TEM XKE
BHCIIHUM pECypcaM, TO MOXHO JCpKaTb HMX KOIIMIO Ha IMPOKCHU-CECPBEPE MW BbIAABATH I10
3arpocy, CHI)Kasg TEM CaMbIM Harpy3Ky Ha KaHaj BO BHEIIHIOK CEThb U YCKOpss INOJIy4EHHE
KJIMEHTOM 3aIlpOIIeHHONH HHPOPMALIUY;

e CKaTHe [aHHBIX: IPOKCU-CEpBEp 3arpyxaer uHpopmauuio u3 MHTepHeTa u
nepenaét HHPOPMAalLMI0 KOHEYHOMY IOJIb30BATENI0 B CKATOM BHUJE, TaKUE MPOKCU-CEPBEPHI
WCIIOJIb3YIOTCS B OCHOBHOM C 11€J1bI0 SKOHOMHUH BHEIIHETO TpapuKa;

®  3aIMTa JIOKAJIbHOM CETH OT BHELIHETO JOCTYIA: HAaIpUMEp, MOXHO HAaCTPOMTH
MIPOKCU-CEPBEP TaK, YTO JOKATHHBIE KOMIBIOTEPHI OyAyT 0OpamiaThCs K BHEITHUM pecypcam
TOJIbKO 4Ye€pe3 HEero, a BHEIIHHE KOMIBIOTEPHl HE CMOTYT 00pamaThcs K JOKaJIbHBIM BOOOIIIE
(OHU «BUAAT» TOJIBKO MPOKCHU-CEPBED).

e  OrpaHMuY€HUE JOCTyNa U3 JIOKaJbHOW CETH K BHEUIHEH: Hampumep, MOKHO
3alpeTUTh JIOCTYNl K ONpeAeTEHHBIM BeO-caliTaM, OTPaHWYMTh HCIOJIb30BAaHUE HHTEPHETA
KaKuM-TO JIOKQJIBHBIM IIOJIB30BATCIIsIM, YCTAaHABJIMBATb KBOTHI Ha Tpa(i)m( UM IOJOCY
MPOITyCKaHUs, QUIBTPOBATH PEKIaMy U BUPYCHI;

e  AHOHMMM3AIMS JIOCTYNAa K Ppa3JIMYHBIM pecypcaMm: MPOKCH-CEPBEP MOXKET
CKpBIBATh CBEAECHUS OO0 HMCTOYHHKE 3allpoca WJIM IOJIb30BATElIe; B TAaKOM Cllydae IIeJIeBOM
cepBep BUJAMT JIHIIb MHPOPMALIMIO O MPOKCU-cepBepe, Hampumep, IP-aapec, HO He umeer
BO3MO>XHOCTH OIIPEAEIUTh UCTHUHHBIM MCTOYHMK 3aIlpOCca, CYHIECTBYIOT TAK)KE MCKAKAIOLIUE
MIPOKCH-CEPBEPHI, KOTOpBIE MepeAaroT LEeIeBOMY CepBepy JIOXKHYI HH(opmanui 00
HMCTUHHOM I10JIb30BaTeNe.

MHorue npoKcU-CEpBEpPBhl HCIHOJB3YIOTCA MJII HECKOJIBKMX LElNed OJHOBPEMEHHO.
HekoTopele npokcu-cepBepsl OrpaHUYUBAIOT BO3MOXKHOCTh UCIIOJIB30BAaHUS TOJIBKO HECKOJIBKUX
HanboJee MOMyJISIPHBIX MPOTOKOJI0B: http - tcp/80, https — tcp/443 (mmdpoBaHHOE COeAUHEHHE
http), ftp — tcp/20 u tcp/21.

B ornnume or nwumosa, mpokcu-cepBep uamie Bcero He mnpomyckaer ICMP-tpaduk
(HEBO3MOKHO TIPOBEPHUTH IOCTYITHOCTh MAIlIMHBI KOMaHaAaMu Ping u tracert).

[Ipokcu-cepBep, K KOTOpPOMY MOXKET MOJIYYUTh JOCTYH J00OM MOJb30BaTeNb CETH
WHTEPHET, Ha3bIBAETCS OMKPbIMbIM.

IIpo3paunviii npoxcu — 3TO TaKOW NMPOKCH-CEPBEP, KOTOPBIH MpPUHHMAET Tpaduk oT

KJIMEHTOB CETH 4Yepe3 MapUIpyTHU3aTop, CHOCOOHBIA pa3iuyaTh Kakoil Tpaduk JOJKEeH ObITh
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HafpaBJIeH 4Yepe3 NpOoKCH-cepBep. To eCTh KIMEHTY He HY)KHO MPOBOAMUTH KoHGurypamuwo 110
TUTst pabOTHI Yepe3 MPOKCHU-CEPBEP, MAPIIPYTU3ATOP CaM HANpPaBUT TpadUK KIHEHTA HA MPOKCH-
cepBep.

Cuctembl OGHapyXeHUs1 BTOPXXeHUN

IDS (Intrusion Detection System) — cucrema oOHapy>KeHHs BTOP)KEHHH BBITIOIHSET POJIb
OXPaHHOW CHUTHAJIM3AIMMA CETH U TPUMEHSETCSA s OOHApyKEHHs M H3BEIIeHHs 000 Bcex
CETEeBBIX MaKeTaX, SBJSIOIIUXCS YaCThIO BPEIOHOCHOTO MJIM MOTCHIIMAIBHO OMACHOTO TpaduKa.
Cucrema, Kak MpPaBHIIO, COACPKUT MHOXKECTBO JIETEKTOPOB PA3IMYHOIO TUMA, Pa3MEIICHHBIX B
cTparernieckux Toukax cetd. Jlerektopbl IDS wumiyt 3amaHHBIE CUTHATYpPBI HEXKETAaTEIbHBIX
COOBITUH M MOTYT BBINOJIHATH 3apaHee MPeNonpeaeaEHHbIe JICUCTBHS, MOA00HO TOMY, Kak

aHTUBUPYC ONpEJeNsieT Haluure Bupyca B daiine.
BMpTya.ﬂbele YacCTHble CceTu

VPN (Virtual Private Network) — BupTyanpHas 4YacTHas CeThb MNPEICTaBISAET COOOM
3alUIICHHBIN CeaHc, IS OpraHu3allid KOTOpPOTO  MCIONb3YIOTCS HE3aIIMIIEHHbIE KaHAaJb,
HarpuMmep, MHTepHer.

AHTUBUpPYCHbIE cpeacTBa

AHTHUBHUpYCHBIE CPEICTBA MpPEIHA3HAYCHBI ISl OOPHOBI ¢ BPEAOHOCHBIMU MPOTrPaMMaMH
U UHBIMHU YTpo3aMH M, Kak IMPaBWJIO, MHTETPUPYIOTCS C JIPYTUMHU TOJCUCTEMAMU CETEBOTO
nepuMeTpa.

SKpaHupoBaHHasA NoaceTb

[IpencraBnsier co0oOif  M30IMPOBAHHYIO CE€Th, COCIUHEHHYIO C OINpEAETICHHBIM
nHTEep(decoM MEXKCETeBOro dKpaHa WU Jpyroro (uibtpyromero tpaduk ycrporicra. CeTb
00pa30BaTEeNbHOr0 YUpEKICHUS, 3alUIIEHHAS C TOMOIIBIO0 MPOAYKTOB U3 KOMILJIEKTA MOCTaBKU

CHO, MOXKET paCCMAaTPpUBATHCA KaK SKpaHUPOBaHHAA IMOACCTh.

OpraHusaumMa MHOroypoBHEeBOM 3aWUTbl CeTU oOOpasoBaTesIbHOro
yuypexaeHus ¢ ncnonb3oaHnem komnsekrta NCro
B xommnekre IICIIO mnocraBiseTcss HECKOIBKO MPOAYKTOB, IMPEAHA3HAYEHHBIX IS
MIOCTPOCHHUSI 3aIUMIIEHHOTO IEpUMETpa CETH 00Pa30BaTENLHOTO YUPEKICHUS:
e  MexcereBoii dkpaH netfilter/iptables;
e  MOIyibHBIH KOH(purypatop Alterator, ucnosib3yemblid, B TOM YHCIe, WU IS
yIpaBJeHus paboToii MesxcereBoro 3kpana netfilter/iptables;
e antuBupyc ClamAV;
e  rpaduueckuil HHTepQeEiic HACTPOWKH U yrpaBieHus antuBupycom KlamAV;

®  KOIIMPYIOIIUH MpoKcH-cepBep Squid;

Axkagemua AnTu YcTtaHoBka 1 agmuHuctpupoBanue MNCMO. Jlekumn. Yacts 3 CtpaHuua 14 u3 94



e  cucrema KoHTeHTHOH punbTpanuu (CKD).
OOmiast cxema COBMECTHOH pabOThl yKa3aHHBIX KOMIIOHEHTOB IIpeJCTaBlieHa Ha

JTuarpaMme:

Beb-npokcu
KIMNEHT

NHTepHeT

O [lboKkcu-cepeen ®
Netfilter Sql_,“d Netfilter

Ile o]l

AHTUBUPYC CK®
ClamAV

Puc. 3. Cxema 00pabOTKH HCXOASIINX 3aIIPOCOB U3 CETH 00Pa30BATENBLHOIO YUPEKICHUS

[Topsimok B3auMOAEHCTBUSI KOMIIOHEHTOB B BBIIIENPUBEIEHHON CXEME CIEAYIOIINN:

1. VYdenuk oOparraercsi ¢ KOMIbIOTEpPa, CKOHPUTYPHUPOBAHHOTO KaK KIIMEHT IMPOKCHU-
cepepa Squid k MHTepHeT-pecypcy.

2. MexcereBoit skpan Netfilter mpuHrMaeT 3ampoc U, OMUPAsACh HA CHHCOK CBOMX
npaBuj, CPOPMHPOBAHHBIX Ui BHYTPEHHETro WHTepdeiica, NPUHUMAET pEUIeHHe O
pa3pelIeHny WK 3aIrpeTe AajabHene o0paboTku 3anpoca. [Ipr momoKuTeTsHOM pereHnn
3anpoc MmomnajaaeT K mpokcu-cepeepy Squid.

3. IIpokcu-cepBep Squid, ommupascb Ha COOCTBEHHBIH CIHMCOK TPABHII, TaKXe
MPUHUMAET pEelIeHWE O BO3MOXKHOCTH JajbHelmel oOpaOoTku 3ampoca. B kauectse
KPUTEPHEB TPHHATUS PEIICHUS BBICTYNAIOT TakXke OTBeThl OT aHTmBHpyca m CK®, x
KOTOpBIM TpoKcu-cepBep Squid oOpamjaercss B mpolecce o0OpaboTku 3ampoca. Ilpu
MOJIOKUTEIBHOM DELICHWH 3allpoc IepeHanpaBiseTcsl Ha BHEUIHMHA HHTepdeiic mpokcu-
cepBepa.

4. MexcereBoil 3kpan Netfilter o6pabaTbiBaeT 3ampoc, onupasich Ha CIIHCOK CBOMX
npaBui, cHOPMHUPOBAHHBIX JIsi BHEIIHEro uHTepdeiica. [Ipu MomOXUTETHHOM pEIICeHUU

3anpoc nepenaércs B IaTepHer.

Axkagemua AnTu YcTtaHoBka 1 agmuHuctpupoBanue MNCMO. Jlekumn. Yacts 3 Ctpanuua 15 us 94



5. OOpaboTka oTBeTa MNPOUCXOAUT B oOpaTHOM mopsake. I[lpum sTom, eciu
AHTUBHUPYC OOHApPYKUT B OTBETE BPEIOHOCHBIN KOJ, OH IEpenacT OTPUIATEIbHBI OTBET
MIPOKCU-CEPBEPY, M KOMIIBIOTEp YYCHHWKa HE TOJIYYHT HECYIIYIO Yrpo3y HH(GOpPMAIHIO C

HNutepner-pecypcea.

2. MporpammHoe obecneyeHne Ana 3awmTbl OT BUPYCOB U BCEX
APYrMx TUNOB BPeAOHOCHbIX MPOrpamMMm, a TakKe OT XaKepCKUX aTak u

cnama (KlamAV+ClamAV, alterator-firewall)

B npenpinymiem pasnene Obula IpHUBEIEHAa CXeMa COBMECTHOTO HCIIOJIb30BaHUS
npoayktoB u3 komiuiekta IICIIO. Jlns e€ mnpakTHUeCKOro MCIONb30BaHUs Tpedyercs

YCTAaHOBUTH U HACTPOUTH KaXKIbIil U3 KOMIIOHEHTOB.

2.1. AuTnBupyc ClamAvV

Clam AntiVirus — 310 aHTUBUPYCHBIN HAOOP C OTKPHITHIM UCXOIHBIM KojgoM (GPL) mis
UNIX, npegHaazHaueHHBIN, IPEXK/IE BCETO, JUIsl CKAHUPOBAHUS YJICKTPOHHOM MOYTHI HA TTOYTOBBIX
nurro3ax. OH  MPefoCTaBlIsI€T HEKOTOPOE KOJMYECTBO YTHIIMT, BKJIOYas THOKAA U
MacIITa0UPYyeMblii MHOTOMOTOYHBIA JIEMOH, CKaHEp KOMAaHIAHOW CTPOKH W TPOJBHHYTHIN
WHCTPYMEHT [UJIi aBTOMAaTUYECKUX OOHOBIEHWI 0a3 naHHbIX. Sapom Habopa sBisercs

aHTUBUPYCHBI MEXaHU3M, JOCTYIHBIN B hopMe pa3aensieMoil OuOINOTEeKH.
Ob6wue ceBeageHus

BoT cniMcok OCHOBHBIX BO3MOXKHOCTEM:

®  CKaHep KOMaHIHOU CTPOKH;

e  OBICTPBIN, MHOTOITOTOYHBIHN JIEMOH C TTOICPKKON CKaHUPOBAHUSI TIPU JTOCTYIIE;

e milter-untepdeiic s sendmail;

e MOAynb OOHOBIEHHMS ©0a3 CUTHATYp YIpo3 € BO3MOXKHOCTBIO MOJNYYEHHUs
YaCTUYHBIX OOHOBJICHUH U HCMOJIb30BaHUEM LU(PPOBBIX MOANIUCEN (PailioB 0OHOBIEHUI;

e C-Oubnuoreka BUPYCHOTO CKaHEPa;

e  ckaHupoBanue npu gocryne (Linux® u FreeBSD®);

e BHpycHas 0a3a JaHHBIX, OOHOBJISEMas HECKOJBKO pa3 B J€Hb (CMOTpHUTE
JIOMAIITHIOIO CTPAHUIy OTHOCUTENIBHO OOIIETo YHCiIa CUTHATYD);

e  BCTpPOEHHAas MOJJEpKKa Pa3IMYHbIX apXMBHBIX (opmaroB, BkIodas Zip, RAR,
Tar, Gzip, Bzip2, OLE2, Cabinet, CHM, BinHex, SIS u npyrue;

L4 BCTPOCHHAA MOAACPIKKA IMTOYTHU BCEX (I)OpMaTOB IMIOYTOBBIX (I)aﬁHOB;
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e  BCTpoeHHas mojaepxkka BeimonHsembix (aitmoB ELF u Portable Executable,
cxkareix UPX, FSG, Petite, NsPack, wwpack32, MEW, Upack u 3amackupoBannbix SUE,
YO0da Cryptor u apyrumu;

e  BCTPOEHHas TMOJJIEPXKKAa OOIIEepacpoCTpaHEHHBIX (OPMATOB JOKYMEHTOB,
BKurovas ¢aiiast MS Office u MacOffice, HTML, RTF u PDF.

[MpuHimn (yHKIMOHMPOBAHMSI AHTUBUPYCA CXEMAaTHUYHO H300pakEH Ha CIEAYIOLIEM

PpHCYHKE:
Ipuioxenus
sendmail clamdscan Squid clamscan freshclam
Iy ) 7 g
HNurepdeiicel
clamav- clamd
milter

N e HUcnoanureabHbIR
AHTUBUpPYCHOE Ty MexaHm3M
aapo E
(libclamav) asa curHaTtyp

Puc. 4. [lpunuunuansHast cxema GyHKIIMOHUPOBAHUS aHTUBUpYCA

Mpouecc nopaepxxaHna 6a3 curHaTyp yrpo3s B aKTyarlbHOM COCTOSIHUMU

baza curnatyp yrpo3 mojjiep)KuMBaeTcs B aKTyalbHOM COCTOSIHUM, HE B IIOCIIEAHIONO
ouepenb, Onarogaps nmomou coodbmectsa CIIO. I'pynna co3mareneil curHaTyp crapaercst He
OTCTaBaTh OT cO3JaTelied M pPacIpOCTpPaHUTENEH HOBBIX Yrpo3, BbIMYCKas OOHOBJIEHHE Oa3bl
CUTHATYp MEHBIIIE, YeM Yepe3 4ac MOCie Hadasla PaclpOCTPAaHEHUSI HOBOTO BPEJJOHOCHOTO KOJIa.
[lpn oOHapyXeHWM HOBOTO BHpYCa, KOTOPBIH He cMmor oOHapyxuth ClamAV, HeoOxomumo
3anojHUTH (opmy Ha caite http://www.clamav.net/sendvirus. I'pynma co3mareneil curaartyp

MIPOBEPUT MOITYUECHHYIO HH(OPMALIKIO U TPU HE0OX0IMMOCTH OOHOBUT 0a3y CUTHATYP.

2.1.1. YcTtaHoBKa ClamAV

VYcranaBnuBarh npunoxkeHuss n3 komiuiekta IICIIO mydme Bcero ¢ MCHOIb30BaHUEM
MeHe/Kepa MakeToB Synaptic, T.K. 3TO TrapaHTHPYET COBMECTHMOCTh BCEX IMPOTPAMMHBIM
MOAYJEH KOMIUIEKTa Jpyr ¢ JpyromM. Ecin Bbl IUIAHHPYETE NPOU3BECTH YCTAHOBKY U3
rPM-nakeTos, TO oOparuTech K JOKYMCHTALIUH pa3paboTuuka:

http://www.clamav.net/doc/latest/clamdoc.pdf
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Jlns yCTAaHOBKYM U3 PEMO3MTapusi HEOOXOAMMO 3aIlyCTUTh MEHEIDKEp IMaKeTOB, BHIOPATh
naket clamav u oTMeTHTh ero sl ycTaHOBKH. [locie 4ero MpuMEeHUTh H3MEHEHUS], U aHTHBHPYC
Oynet ycraHoBiieH. Eciii aHTUBUpYC yXKe YCTAaHOBJICH, TO 3TOT IATr MOXKHO MPOITYCTHUTb.

[To okOHYaHMH YCTAaHOBKU B CUCTeMe OyJIyT MPUCYTCTBOBATH CIIEAYIONIHE HCIIOTHIEMbIC
Gaitnsl:

e /usr/sbin/clamd — aHTHBHPYCHBIA NEMOH, MPOCITYIIMBAIOIINN TOAKIIOYEHUS K
UNIX nnu TCP-cokeTam U cKaHMPYIOIIUN KaTaJoru Mo TpeOOBaHUIO;

e /usr/bin/clamscan — yTwiMTa KOMAaHIHON CTPOKH, IpeIHA3HAUCHHAS IS
MPOBEPKH (PaiiJIOB U KaTAJIOTrOB Ha MPEIMET HAJTHYKS BUPYCOB;

e /usr/bin/clamdscan — mpocroii untepdeiic k gemony clamd, mo3Bonser Taxxke
CKaHHMPOBaTh (ailibl U KaTaJoTH, MPU ITOM HCIOJB3YIOTCS T€ K€ MapamMeTphbl, 4TO U B
clamscan;

e /usr/bin/freshclam — yTunaura aBTOMATHYeCKOrO0 OOHOBIICHHS BHPYCHOH 0a3bl
JaHHBIX Yepe3 VHTepHeT, MO3BOJISIONIAs IePKATh €€ B AKTYaJIbHOM COCTOSHUH;

e /usr/bin/sigtool — reHepupyeT BHPYCHYIO CHTHATYpPy, HWCIOJb3YS BHEUTHHIA
AQHTUBUPYCHBI CKaHep, KOTOPBIH CIIOCOOGH OOHApyKUTh BUpPYC. MOXKET c03JaBaTh
IIECTHAANATEPUYHBIA JaMn U popMUpoBaTh U pacnakoBeiBaTh CVD-6a3y manubix (ClamAV

Virus Database).

2.1.2.HacTtpouka ClamAV

Jns ycnemHoro (GyHKIIMOHUPOBAHHUS HCHOJHSIEMBIX MOJIYJIeH, BXOAAIIMX B COCTaB
antuBupyca ClamAV, mnorpebyercsi co3aaTh B CHUCTEME YUYCTHBIC 3allMCH IOJIb30BATENS |
rpynnbl ¢ uMmeHeMm Clamav. MmeHHO 3TH y4éTHBIC 3amMCH HCIOJB3YIOTCS Uil JOCTyNa K
TUpeKTopusiM U (ailam co ciayxeOHOM uHpopmarueir. VX MOXHO co3/1aTh, Hampumep, C

MIOMOLIBIO CHEAYIOUIEN MTOCIEA0BATEIBHOCTH KOMAH/ !
# groupadd clamav

# useradd -g clamav -s /bin/false -c "Clam AntiVirus" clamav

HeoOxoauMo 3a0n0KMpoOBaTh HECAHKIIMOHUPOBAHHBIA JOCTYl K BHOBB CO3/IaHHBIM
YYETHBIM 3aITUCSIM.

Ecnu aHTHBUpYyC OBUT YCTAaHOBJCH U3 pEMO3UTapHs, TO OH YyXe HACTPOCH Ha
UCIIOJIL30BaHUS YUETHOM 3aliCH MoJIb30BaTesist mail, Bxozsiero B coctas rpymmsl Mail.

AntuBupyc ClamAV wucnons3yer st HaCTPOHWKM MapaMeTpoB (DYHKIMOHHUPOBAHUS
CBOMX KOMIIOHEHTOB JiBa KOHpuryparmuoHHbXx ¢aiina: clamd.conf nns nemona clamd wu
freshclam.conf s yrunuter obHoBienus 6a3 curHaryp freshclam. Ecam  ycranoska
MPOM3BOAMIACH CPECTBAMU MEHEDKepa makeToB Synaptic, To 3tu daiiiel OyayT pactonoKeHbI

B upekropuu /etc/clamav, u ux pegakrupoBaHue 6e3 HEOOXOIUMOCTH HE TPeOyeTCs.
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HpI/I YCTAQHOBKE M3 PM-TIAKETOB C IMapaMeTpaMu II0 YMOJIYaHUIO KOH(I)I/Il"ypaI_II/IOHHBIC

daiinel  pacnosnaratorcss B jgupektopum  /usr/local/etc wu  TpeOyroT  00s3aTENBHOIO

MNEPBOHAYATIBHOTO pPCAAKTUPOBAHUAA. PeHaKTI/IpOBaHI/Ie 3aKJII049acTCA B KOMMCHTUPOBAHHUU

CTPOKH CO CIIOBOM Example. HpO‘-II/IC apaMeTpbl HACTPAUBAIOTCH 110 HCO6XOI[I/IMOCTI/I.

®aiin clamd.conf comepskut crepyrone OCHOBHbIE HACTPOUKH:

1. User — ums yu€THOW 3ammcH, HCIOJb3yeMOW I paboTel jgemonoMm Cclamd,
HanpuMep:

User clamav

2. LogFile — monueit myTh K daiiny xxypHana gemona clamd, Hanpumep:

LogFile /var/log/clamav/clamd.log

JInst mpaBUIBLHOTO M KOPpPEeKTHOro (pyHKIMOHMpoBaHUs aeMoHa clamd HeoOxoammo
BPYUYHYIO CO3/IaTh YKa3aHHBIN (haiil M CAeNaTh ero BIIajesbleM IT0JIb30BaTelsl, YKa3aHHOTO B
nmapametpe User.

3. DatabaseDirectory - monHbli MyTh K TUPEKTOPHU, B KOTOPOH XpaHATCS (paiibl

6a3bl cUrHaTyp, HarpuMep:

DatabaseDirectory /var/lib/clamav

Heo6xoaumo, 4ToObI MOJIB30BaTENb, YKa3aHHBIN B mapamerpe USer, umen noctymn Ha
YTEHHE K YKAa3aHHOHN TUPEKTOPHUHU.

4. TemporaryDirectory - mosHbIil yTh K JUPEKTOPHH, B KOTOPYIO jeMoH Cclamd
OyZeT coxpaHsTh BpeMeHHbIe (Daiiiibl, HampUMep:

TemporaryDirectory /var/tmp

Heo6xoaumo, 9To0BI TIOSTB30BaTENb, YKa3aHHBIN B mapametrpe USer, mmen JocTyn Ha
YTEHHE U 3aIIUCh K YKAa3aHHOHN TUPEKTOPUH.

5. LocalSocket - monmblii myte Kk (aitmy cokera, koTopblid aemoH clamd Oyner
MCIIOJIb30BaTh JJI B3aUMOJEHCTBHS ¢ JPYTMMHU [TPOrpaMMaMi, HallpuMep:

LocalSocket /var/lib/clamav/clamd.socket

JInst IpaBUIIBHOTO M KOPPEKTHOTO (pyHKIMOHMpOBaHUs aAeMoHa clamd HeoOxomumo
BPYUYHYIO CO3/1aTh YKa3aHHBIN (ailsl U clienaTh ero BIaJebleM M0JIb30BaTeNsl, YKa3aHHOIO B
napametpe User.

6. LogFileMaxSize — makcumanbHbIii pa3smep (aiina kypHana, 3HaueHHEe «0»
O3Ha4yaeT OTCYTCTBUE orpaHnuyeHuii. Hampumep:

LogFileMaxSize 1M

7. TCPAddr — IP-aapec cereBoro mHTepdeiica KOMIbIOTEPA, IO KOTOPOMY JIEMOH
MIPUHUMAET 3aMPOChI Ha MPOBEPKY (ailioB OT BHEUTHUX MPHIIOKEHUN, HAIPUMED:

TCPAddr 192.168.10.1

[To ymomyaHuio 3anpockl MPUHUMAIOTCS yepes J1to00i uHTepdeiic.
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8. TCPSocket — mopt mporokona TCP, o KOTOpoMy IE€MOH NMPHHUMAET 3alpPOCH
Ha MIPOBEPKY (PailyIoB OT BHENTHUX MPUIIOKECHHH, HAIPUMED:

TCPSocket 3310

9. AlgorithmicDetection — yka3zaHue MCIOJIb30BaTh IBPUCTHUCCKUN aITOPUTM JIJIsI
OoOHapy>KEHHsI BPEIOHOCHOT'O KO/1a, HallpUMep:

AlgorithmicDetection yes

10. Vka3zanuss mnpoBepsATh pa3iuyHble TUIBI (DANIOB, MCHONB3Yys COOCTBEHHBIE
aJITOPUTMBI aHAJIU3a CTPYKTYPhI COOTBETCTBYIOIIKX TUIIOB (haitinoB. Hampumep:

ScanPE yes

ScanELF yes
ScanOLE2 yes
ScanPDF yes

11. Yka3aHus nmpoBepsATh NPUCYTCTBHE aTaKu uuiune B COOOLIEHUSX DJIEKTPOHHOM
MOUTHI U CIIOCOOBI PEaKINK Ha TAaKOE COOBITHE:

PhishingSignatures yes

PhishingScanURLs yes

PhishingRestrictedScan yes

PhishingAlwaysBlockSSLMismatch no
PhishingAlwaysBlockCloak no

12. ScanHTML - ykazanue HopmanuzoBate HTML-3arosioBku ¢ 11eJbi0 BBISBICHUS
3JI0HaMEPEHHO MOJU(PHUIIMPOBAHHBIX 3ar0JI0BKOB, HAIPUMED:
ScanHTML yes
13. ScanArchive — ykazanue npoBepsITh (Gaiiibl apXUBHBIX (OPMATOB, HATIPUMED:
ScanArchive yes
C mnpoynMu HACTpOWKaMH MOXHO O3HAaKOMHUTHCS B KOH(UTypallMOHHOM  (aiine,
CO3JJaHHOM MPOrpaMMOlM YCTAHOBKH aHTUBHpyca. B HEM COAEpKUTCS MOJHBIM CIIHCOK BCEX

napaMeTpoB U JOCTATOYHO HOI[pO6HOC OIIMCAaHUEC CHHTAKCHCA M HAa3HAYCHUA KaXXJO0I'0 M3 HHX.

HCI/ICHOHBBYCMBIC napamMeTpbl 3aKOMMCHTHUPOBAHLI.

2.1.3. Hactpounka nony4yeHuss OOHOBJIEHUW aHTUBUPYCHbIX 6as3
OO0OHOBIIEHHE AHTUBUPYCHBIX 0az MOXeT OCYHICCTBIIATLECA B  JIBYX PCKHMaAX:

UHmMepakmusHom — TMyTEM OJHOKPATHOTO 3amycka yruiuThl freshclam xomanmHO#H cTpoku, U B
aemomamuyeckom — TyTéM 3amycka ytwiauTel freshclam kak memona. Yrtummra freshclam
HOJJIEPKUBAET BO3MOXKHOCTh YaCTHYHOIO ITOJYYEHHS OOHOBICHHI AHTHBHPYCHBIX 0a3, 9TO
MO3BOJIAET He TepenaBarh moynHblii CVD-daiin mpu Kaxa10M 0OHOBJICHUH, a TOJIBKO H3MEHEHHUS

MCKAY TCKYIIUM COCTOSSHUCM aHTUBHUPYCHBIX 0a3 Ha CCPBCPC U HA OOHOBJISIEMOM KOMIIBLIOTCPEC.
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JIns HacTpoiiku yTwiuThl OOHOBIeHHs 0a3 curHaryp freshclam wucmonssyercs
koH(puryparmonnsiii ¢aiin freshclam.conf. On pacnonaraercss B TO# e AUPEKTOPUH, YTO U
¢aiin clamd.conf, u npUHIKUITEI €ro peIaKTUPOBAHUS TE KeE.

daiin freshclam.conf cogepxuT cienyromme OCHOBHbIE HACTPOMKH:

1. DatabaseDirectory - nonHslii yTh K JUPEKTOPUHU, B KOTOPOW XpaHATCS (ailiibl
0a3bl CUTHATYp, HApUMED:

DatabaseDirectory /var/lib/clamav

[TyTh K 3TO¥ TUPEKTOPUU JODKEH OBITH TEM K€ CaMbIM, 4TO U B Qaiiie clamd.conf.

2. DatabaseOwner — ums y4€THO# 3alUCH, MCIIOIB3YEMOM /IS 3amucH (ailioB B

IMPEKTOPHIO, yKa3aHHYI0 B mapamerpe DatabaseDirectory, nanpumep:

DatabaseOwner clamav
Dtoli yu€THOW 3amucH HEOOXOIUMO TMPEIOCTAaBUTh TpaBa YTCHUS W 3alUCH B
JTMPEKTOPHIO, yKazaHHyio B mapamerpe DatabaseDirectory. Jlydine ncmons30BaTh Ty Ke
yu€THYIO 3aIliUCh, YTO M B HACTPOIKax aemMoHa clamd.
3. UpdateLogFile — momueiii myre k ¢aitny sxypHama yrwmmtel freshclam,
Harpumep:
UpdatelLogFile /var/log/clamav/freshclam.log
JIns  mpaBWIIBHOTO W KOPPEKTHOTO (QyHKIMOHMpoBaHUs yruiauthl freshclam
HEOOXOMMO BPYYHYIO CO3/1aTh YKa3aHHBIN (Dailyl ¥ C/ienaTh ero BiaaesblleM MOJIb30BaTels,
yka3zaHHOro B mapamerpe DatabaseOwner.
C mpouyMMH HACTPOMKAMU MOXHO O3HAKOMHUTBHCS B KOH(UTYpallMOHHOM daiine,
CO3JITaHHOM MPOrPaMMOM YCTaHOBKM aHTUBUpYca. B HEM CONIEPKUTCS TOJHBIA CIUCOK BCEX
mapaMeTpoB M JOCTATOYHO MOAPOOHOE OMHMCAHHE CHHTAKCHCA M HAa3HAYCHHS KaKIOTO W3 HHX.

Hencnonmyewﬂe nmapamMeTpbl 3aKOMMCHTHUPOBAHEL.
NMpoBepka npaBUNIbLHOCTU PYHKLMOHMPOBAHUS

1. Jlns nmpoBepku mpaBwiIbHOCTH (yHKIMOHMpOBaHWs  yTuiautel  freshclam
HE00XO0/MMO B KOHCOJIbHOM OKHE BBITIOJHUTH KOMaH/IY:

# freshclam

Ecnu Bc€ HacTpoeHO MpaBUIIbHO, TO YTUIIUTA MOAKIIOYUTCS K CEpBEpY OOHOBICHUN U
CKOMHUPYET MociieHNE (Pailsibl CUTHATYp YIpo3.

2. Jlns 3amycka yrunuthel freshclam B pexxume nemoHa HEOOXOAMMO BBITIONHUTH
KOMaHJy:

# freshclam —d

IIpoBepuTh, UTO yTUIUTA YCHEIIHO 3aIlyCTUIACh MOXKHO KOMaH0M:

# ps fealxw | grep freshclam
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3. nsg mpoBepKH BO3MOYKHOCTH OOHApyKEHHMs BHPYCOB C IOMOIIBIO YTHIIUTHI
CKaHMPOBAaHUsI HY)XKHO 3arpy3uTh ¢ caiita http://eicar.org tectoBbie 00pasibl «BUPYCa»
Eicar B nupekropuro /tmp. 3aTeM BBIIOJIHUTH KOMAH/IY:

# clamscan -r -1 scan.txt /tmp

AHTUBHpPYC JIOJDKEH HaWTH TeCTOBble (ailibl W  COXPaHUTh  PE3YNIbTATHI
CKaHMpOBaHHUs B daiin scan.txt.

4. Jlns mpoBepku paboTOCIOCOOHOCTH JeMoHa clamd HeoOX0auMo 3ayCTHTh €ro U

UCIIOJIL30BaTh KoMaH 1y Clamdscan:
# clamdscan -1 scan.txt /tmp

OOpaTuTe BHUMaHue, YTO CKaHHpyeMble (Dailibl JOKHBI OBITH TOCTYIHBI YYETHOM
3ancu aeMoHa clamd, nnaue Oyner creHepupoBaHO cooOrieHHe 00 OIMIMOKE MPH MOIBITKE

JIOCTyIA.
AHTUBMpYCHasa npoBepKa dannoB npu odpalieHnmn

Jnst opranuzanuu paciimpeHHon 00padoTKH COOBITHI 00palieHus K (aitiaMm co CTOPOHBI
nporieccoB, ucnoiusomuxcs B cpeae OC Linux, Obl1 pa3paboTaH OMOJHUTEIBHBIA MOIYIb
Dazuko, xortopwiii moctymeH Juis ckauumBaHus Ha caiite http://dazuko.org/. Tlo cyru, on
BBIMOJIHSACT (YHKIHIO (DaiIoBOr0O MOHHMTOpA, MEPEXBATHIBAIONIETO OOparieHus K (aiigam u
MepeaoNero ux Ha 00paboTKy CTOPOHHUM MPOrpaMMaM, KOTOPbIe 3aperHCTPHUPOBAHBI Y HErO
KaK JIOTOJIHUTENIbHbIE 00pabOTUMKU JaHHOTO coObITHS. Takue 00pabOTYMKU MPOBEPSIOT
mapaMeTphl 3arpoca Mo CBOMM MpaBWJIaM U BO3BPAIIAIOT CBOE PEIICHHUE O JOMYCTUMOCTU WIIH
HEJIOMYCTUMOCTH Pa3peIInTh TaHHOE OOpalleHue.

Texymias Bepcust aemMoHa Clamd mo3BossieT BCTPOHWTHCSA B IEMOYKY OOpPabOTYMKOB
COOBITHS AOCTyMA K (haiigam B crricke Moyt Dazuko, Tem cambiM peann3yst COBMECTHO ¢ HUM
(GYHKIIMOHATT aHTUBUPYCHOTO MOHHUTOpA. Moaynb Dazuko sieisiercst 3KCIiepUMEHTAIBHBIM U HE
00s13aTeNILHBIM JIJIS 3aIyCKa M YCIICUTHOTO ()yHKIIMOHUPOBaHUs ieMoHa clamd.

Jns B3aumopeiictBus ¢ moayinem Dazuko B memone clamd ucrmonb3yercs crieruaabHbIi
untepdeiic — Clamuko, peanmuszoBanHbIil B popMe OTAEIBHOTO MOTOKA. ITOT MOTOK MPHUHUMACT
ot Moayist Dazuko curHai o MOMBITKE MOJYYUTh JOCTYI K (aily u nepeaaét uaGopMaiumo o
¢aiiie OCHOBHOMY MOTOKY JIEMOHA, KOTOPBIH C MOMOIIbI0 aHTUBUPYCHBIX 0a3 mMpoBepsieT ¢aiin
Ha HamMuyMe BHPYCOB. Eciam BUpyc He OblL1 oOHapykeH, To uepe3 wuHTepdeiic Clamuko
nepeaaéTess MOJNOKUTEIBHOE peIleHHe O JocTyrne K (aiiay, B NPOTUBHOM clydae -
OTPHIIATEIILHOE.

Heobxo0umo cobniodams credyrowue éasxcuvle npasuia npu unmezpayuu demora clamd

¢ mooynem Dazuko:
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e JeMOH TpeOyeTcsi OCTaHABIMBaTh KOPPEKTHO, T.€. HCIHOJIB3YS KOMaHIY
SHUTDOWN wunu curnan SIGTERM: B npoTuBHOM cilydae MOXKET MPOM3OHTH MOTEPS
JocTyna K (aiimaM, KOTOpble TMPOBEPSUITNCh B MOMEHT HEKOPPEKTHOTO 3aBEpIICHHsI PaOOTHI
JIEMOHA, JI0 TIepe3arpy3Ku CUCTEMBI,

e HE BKIIOYATh B CHHUCOK 3alIMIIAEMBIX JIEMOHOM JHPEKTOPHIO, HCIIOIB3YEMYIO
MTOYTOBBIM CKaHEPOM Ul PACIaKOBKH BIIOKEHHMU: JIOCTYII KO BCEM 3apa)XKCHHBIM (aiiniam
Oynmer aBTOMaTH4eckd 3a0JOKMpOBaH M ckaHep (Bkimowas clamd!) He cmoxer ompeaenuTtsb
HaJIMYUe BHPYCa BO BIOKCHUH, KaK PE3YJbTAT 3apaXEHHOE MUCHMO MOXKET OBITh TOCTAaBICHO
MOJTY4aTeIro.

B kauectBe mpumepa, Ul 3allUThl MOJHOCTHIO Bceil cucteMbl B ¢aitn clamd.conf

JOTKHBI OBITH 100aBIIEHBI CIEIYIOIINE CTPOKH:
ClamukoScanOnAccess
ClamukolncludePath /
ClamukoExcludePath /proc
ClamukoExcludePath /temporary/dir/of/your/mail/scanning/software

2.2. F'padmyeckasa obonoyka KlamAV
KlamAV — mnporpamma KDE pmist oOHapykeHHsS BHpPYCOB, KOTOpasi IO3BOJISIET

OCYIIECTBIISITh CKAaHUPOBATh (aillIbl U JUPEKTOPHH HA HATUYME BUPYCOB, B TOM YHCIE U TIO
pacrucaHuio, TMONy4YaTh CBEACHUS O BUpPyCaxX, OOHOBIATH AHTHBHPYCHYIO 0a3y MAaHHBIX H
aHTUBHPYCHOE INporpaMMHoe obecrieueHue. Jpyrumu cioBamu, 3T0 rpadudeckuil uHTEepdeiic
s B3amMojeicTBus ¢ aHtuBupycoM ClamAV. J[lansbeiii npoxykr, kak u ClamAV
pacnpoctpansercs o auuensnu GNU GPL.

Vcranosky mnpuioxenuss KlamAV, kak wu antuBupyca ClamAV, HeoOxoaumo
OCYIIECTBIISITH C HCIIOJIb30BaHHEM MeHekepa nakeroB Synaptic. Ha3Banue makera: klamav.

[Tepen Hawanom padotsl ¢ KIamAYV HeoOXxomuMo ykaszaTh 1Ba OCHOBHBIX MTapameTpa: Tae

OyIyT pacroyiaraTbCsi KapaHTHH M aHTUBUpYCHas 6a3a gaHHbIX (Puc. 5):
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#, Mactep nepsoro sanycka T\G@@

Hacrtpoiika pacnonoxedns (1 n3 1)

Mepep Haqvanom paboTel ¢ KlamAWY Heobxogumo ykazaTe
OEBe BelW: FOE PACNONOMUTE KSPAHTUH 1 aHTUBMPYCHYHO Wear a

L
Basy ganHex. }E |, ClamAV t-shirt

i e

Ebl MOMETE M3MEHNTE 3TH NapaMeTpel NO3XMe B ananore
HaCTPOMKW NPOrpaMMBsI,

—PacnonomeHne

AHTWBUpYcHasn ba3a: []varflibjc\amav | @]

KapaHTWH: [fhomefteacherf.klamaquuarantine I @

¥ MpoeepwTs obHoBneHWA aHTUBMpYcHER Baswl [] NpoeepuTe obHoBneHMA ClamAV

Puc. 5. Crpanuna Mactepa nepBoHavaiabHON HacTpoiiku KlamAV

HHTCp(bCﬁC Klamav cocrout u3 pdaaa CTpaHUI-BKIIAAO0K, KaKdd U3 KOTOPBIX UMCCT CBOC

npeaHazHaueHue. Huke mpuBeeH BHEIIHUMM BUJ M yKa3aHO IIPEAHA3HAYEHUE KAXKIOM U3

BKJIAJ0K.

Ha mnepsoit Bkmaake — «IIpoBepka» (Puc.6.) HacTtpamBaroTcs 3a4audl HPOBEPKH

Pa3JINIHBIX o0JacTeil cucTeMsl I10 Tpe6OBaHI/IIO. HaCTpaI/IBaCMLIC 371eCh IEHCTBHS aHAJIOTHYHBI

JEHCTBUIO yTHIIMTHI Clamscan.

#, KlamAV 0.42 (Using ClamAV ) - KlamAV

_ax

MpoBepka | ABTOMaTWHECKaR NPOBEPKS | OBHOBUTE | 2/MeKTPoOHHEA No4Ta | KapaHTuH

CBELEHNA 0 BUpYCax | HypHan | O nporpavMme ‘

Zanyck |

[I} MpoEepHUTE E ] 5 |

Kor na HaipeH supyc: | CrpocwT nonbaosaTens |«

| [¥| MpoBepATE Nanku pekypeueHo [u Pacnucanne H% MapameTpel i

» [ (& Nomawnsna nanka
. ¢ SR
- [[] @¥cTpoiicTea

[ £ 11G Media

[ 8.6G Media

[] (FsRPMs

[ [ AvckeTa

Puc. 6. 3aknaka HaCTpOIKH 3a/1a4 TPOBEPKH 110 TPEOOBAHUIO (AHTUBUPYCHOTO CKaHepa)

[Ipy HEOOXOOUMOCTH PETyNSIPHOTO BBHIMOJIHEHHS] HACTPAaUBAEMBIX JEHCTBUH MOXKHO

CO3/1aTh paclUCaHuE 3aMmycKa CO3JaHHbIX 3a1a4 (Puc 7.).

Akagemuna AnTun YcTtaHoBka 1 agmuHuctpupoBanue MNCMO. Jlekumn. Yacts 3

Crtpanuua 24 n3 94



W KlamAV 0.42 (Using ClamAV 0,92, 1-exp) - KlamAV [ Of %

NpoBepka | ABTOMaTWYECKaA NpoBEpKa ‘ OBHOBUTL ‘ SNeKTPoHHAaA NodTa KapaHTuH ‘ CBefeHns o BUpyCcax ‘ HypHan ‘ O nporpamme \

o - e rpoBepKa No pacnucaHuio m[ﬁm ID NposepTe ]E ], 1
| Schedule Scan of Selected Folders _7 .
L EXe/HeBHO B 3T0 e BpeMA - [ 00 |%i ;| 00 i—:{ l Add l [Fhete«l*] [Q Basnvieatiie lh {epEMERE ]
v W @ fowaw | [Eyeniesro B = H

. O0& NPoUsBOAMTE NPOBEPKY |

+ [ & ropHes ExefHEBHO B 3T0 e BpeMA

» C@bin EXKeHEAEMEHO B 3T0 XKE BPeMA
[ @boo ExkeHeAeneHo B
[ Gdev ErKEHeAEMEHO € YKa3aHHOM AaTHI B |

»
b
» [ @ete ExeMecAqHo B ykasaHHoe spema i
» [1Gho ExemecaqHo B
=1 EXemMecA4Ho ¢ ykasaHHoh faTel B
» CI@lost B yKa3aHHbIn feHb B 3T0 Xe BpeMa || |
» 0@ meq (|5 YKa3aHHEIN OeHE B =
» [Emnt
» [1Eopt
» [ Giprog
» [ &iroot =
» [ Eskin et
—e | v oK =

Puc. 7. Hactpoiika pacriucanus 3amycka 3aj1a4d IpoBepKHU 10 TpeOOBaHUIO

Hcnonp3ys kHonky «I[lapamMeTpb» MOXXHO BBI3BaTh OKHO OOIIMX HACTPOEK aHTHUBHUpPYCa

(Puc. 8).

{ # Hactpoiika - KlamAv m@m Ll | 0 nporpamme |

E HacTpoiika orp il NpoBepkn ap o |l |%
OrpaHn4eHns apxuBoe ~Or paHVHEHNA apXUB0E i £ NapameTps! I

)

6

g MakcumansHoe Yucno dlaﬁﬂﬂﬂ ANA pacrakoBky L
TUNL apXuBoOB

w
=}

i e MakcuMansHeli obbém ANA pacnaKkoekn

MakcumansHas riybuHa pekypena

[=][=]

Tunul chaitnos

N

5

MaKcumansHeIl KoadhUMeHT cKaTHR

A

(L/_(

ABTOMaTM4ecKas npoBepka [ ] OTMeTWUTE KaK BMpYC NPW NPEBEILEHNA OrpaHNHE

l@

KypHan

[ @smpaaral] | 1 e[ | [36ozren]

Puc. 8. Hactpoiika mapameTpoB IpOBEPKH apXHUBOB

B oxHe HacTpoek MOKHO CKOH(HUTYpUPOBATh CIIETYIOLINE TapaMeTphl:

e  OrpaHHuEHHs IO MpoBepke ¢aiioB apxuBos (Puc. 8.);

®  TUIBl apXWUBOB, (HOPMAT KOTOPHIX MOHMUMAET U MOXKET IMPOBEPUTH AHTUBHUPYC
(Puc. 9);

e Tunbel (QailioB cnenuaibHOro (opmara, KOTOpbIe JOJDKEH oOpaldaThiBaTh
aatuupyc (Puc. 10);

e  JeifcTBUs ¢ oObeKkTaMu (HalijIOBON CHUCTEMOW, KOTOPBIE ITOJKHBI MPEaBapsThCS
MIPOBEPKOW aHTUBHPYCOM 3arponIeHHbIX 00bekToB (Puc. 11);

L4 YKa3aHuec THUIIOB CO6LITPII>1, KOTOPLIC JOJI?KHBI (I)I/IKCI/IpOBaTBCSI B JKYpHAJIC

(Puc. 12).
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1 ® Hactpoiika - KlamAV

OrpaHU4eHUs apxueos

TUNbl ApXUBOB

- Tkl

TuNbl apxuBoB

ABTOMaTHM4HecKan npoeepkKa

HypHan

P

[7] NpoBepATL apxmBsl Zip B E
["] NpoeepATL apxnBbl Rar B —\v‘ @
|| NpoeepsaTE apxvekl Ar B [I] @
"] NpoBepATL apxnebl Z0o B —\v] @
[7] NpoBepsTL apxmesl Lzh B [j
[l NpoEepATL NakeTwl Jar B \v @
|| NpoeepsTE NakeTs Deb B [I] @
"] NpoBepsATh apxuesl Tar B I—\v] @
"] NpoBepsTL apxmebl Tgz B [j

rvm—

I 7

| [Rommee ]

Puc.9.Hacrpoiika TUIIOB apXHUBOB, TPOBEPSIEMBIX AHTUBUPYCOM

%, HacTpoiika - KlamAV

3

OrpaHu4yeHns apxuBoB

&

X

HacTtpoute Tune channoe

[2[afx]

~CneunansHele TUMNLl hainos

TUNH apxXWBoOB

Tunul thannoe

Je

ABTOMaTH4ecKasn npoeepkKa

i

HypHan

MpoBepsiTh coobLLEHNSA 3NEK TPOHHOR NOY T
[¥| MpoBepATE ucnonHAeMble daine Windows
MpoBepATh BHenpeHnA B tannax HTML
MpOBEPSTE MaKPOCkH B AOKYMEHTax Microsoft
WCKNHYNTE Nanky KapaHTuHa

[ ®dukcupoBaTE NoBpexAeHUA ucnonHAeMEIx ti

MogospesaTs sawndposarHbe dains

(@ spamal|

e ][] [owws )

Puc.10.Hactpoiika crienuanbHbIX THIIOB (DAliJIOB, TPOBEPSEMBIX AHTHBHPYCOM

Akapemus AiiTu
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x

¥, HacTpoiika - KlamAV

=

HacTpouTk aBTOMaTHYECKYI0 NPpOBEPKY

OrpaHn4eHns apxueos ~ABTOMaTMHECKEA NPOBEPKE
I\d ¥ MNpoBepaTE dains Npu ux 3anycke
Tunel apxueos ||
'|U ¥ NMpoBepATh dhalinsl NPy WX 0TKPLIT K
Tunul cpaitnos | MpoeepATE haink NpY UxX 3aKPLITUA
)
e

ABTOMAaTW4ecKas NpoBepKa

=

MypHan

[ @crpaska || l [ 7 0K ][/7 II $otmena |

Puc.11. Hactpoiika nelcTBUi, NMpH KOTOPBIX 3allyCKaeTcsi MPOBEpKAa IpU JIOCTYIE

(aHTHBHUPYCHBII MOHUTOP)

#, HacTpoika - KlamAV =] ox
Hactpoiika 3annch cobuTiit
OrpaHu4eHNa apxXuBoB -Mapame Tpsl XKypHana
@ YaanaTe ycTapesiume cobbiTra vepes |30
|
Tunu apxueoB
SanuceiBaTh ey
I
.y [} 3anyck v sapepwenne paboTel nporpawv
Tune ¢aitnos

I¥] Ha4ano, ocTaHoBKa M 0TMEHa MpoBEpKI

4 o

_38 [¥] MomeLleHne B KapaHTWH

ABTOMaTH4eCKas nNpoBepka " .

|¥] OBbHoBEHME aHTMBUPYCHOR Baskl

@ [¥] 0BHoBnEHWe Npor pammHoro obecneyen

SO ¥ OBbHapy»eH Bupyc
[v] OBHapyeHa ownbka
l & Cnpaeka II 1 l w7 OK “ W ” ¥ oTmena l
| L )

Puc.12. Hactpoiika napamMeTpoB BeACHUS )KypHaia

Ha 3aknanke «ABromaTrmyeckass mpoBepka» (Puc. 13) HacTpauBaercs uHTepdeiic

Clamuko, a wmeHHO, 3a KakMMH JUPEKTOPUSAMH BECTH IOCTOSHHOE HAOIIOJCHHE M KaKue

JeHCTBUS PEANPUHUMATE IIPU OOHAPYKEHUU BUpYcCa.
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¥, KlamAV 0.42 (Using ClamAV ) - KlamAv

il
[

[poeepka | ABTOMaTUYECKaR NpoBEpKa ‘gﬁHUEMTh 2NeKTPOHHAA NoYTa | KapaHTuH | CBefeHnd o gupycax | XypHan | O nporpamme I

~BKno4ana nanku

BrnroHasn

[ [v]

i KopHeBan nankai R

Eabin rL] [y
BEboot
Sidev

[EHL;

. Vieknoqas nankim

I

Weknwoqana

) KopHesaa nanka
Ebin @ [j]
Giboot
Sadev

v

~MapameTpbl

] KapanTuH || DokazbiBaTh NpefynpexaeHnsa || 3amyckaTh B cBEPHYTOM OKHE MaKcUMankHeIR pasmep daina (MB6): '% Options

f
l BKNHNTE BBTOMaTUHECKYIO MPOBEpKY ] [ ]

Puc. 13. 3akmagka HACTpOWKHM aBTOMATHYECKOW TPOBEPKH (ailioB (aHTHBHPYCHOTO

MOHHUTOPA)

3aknaaka «OO0HOBUTBH» (Puc. 14) cnyxuT ans HacTpoHKH mporiecca OOHOBICHHS
aHTUBUPYCHBIX 0a3 W Mojaylell MpuioKeHHs. 37ech MOXHO yKa3aTh MyTh K JAUPEKTOPUH, I/Ie
JIOJDKHBI pacloyiaratbCsi aHTUBHPYCHBbIE 0a3bl, IapaMeTpsl JOCTyHna K cepBepy OOHOBIEHHIM
yepe3 IMPOKCU-CEPBEP, a TaKXKe YacTOTy MPOBEPKH HaIUuusi OOHOBIEHUM. T.e. mMpou3BOIUTCA

HacTpoiika nmapamerpoB moayis freshclam.

%, KlamAV 0.42 (Using ClamAV ) - KlamAV'

Opoeepka | ABTOMaTW4ECKaA NpoBEpKa | 0bHOBUTL | SNeKTPOHHaA NoYTa | KapaHTwuH CeefeHwA o BUpycax | XypHan C nporpamme

~ObHoBneHue nporpaMmiore obecnedenvs

O i O

I l )

-AHTWBWpPycHan basa

PacnonomeHne: [Narﬂibfclamav{

~Mpokecn-cepeep 407 obHoBNEHNA

Agpec IP; [ | nopT: |

L
Monk30BaTent: [ J MNaponk: {

—HacTpoika aBToMaTW4eckoro obHoBNEHUA

[C] OBHOBNATE aHTUBMPYCHYH Basy aBToMaTUHECKY E pas B AeHb

1
[ OBHOBUTE ceddac ]I

[KlamAw 0.42 - Ready

Puc. .14. 3aKJ'IaI[Ka HaCTpOﬁKH 3aia4v aBTOMATHYCCKOI'0 MOJYUCHUSA OOHOBJICHUM

3akmanka «JiekTponHass mouta» (Puc.15) cmyxut ans BeiOOpa THUNa MOYTOBOTO
KIMEHTa C [elNbI0 MHTETpallid C HHAM aHTUBHpYca M 3allycka IMpoliecca MPOBEPKH

BXOJISIIEN/UCXOISIIEN [TOYTEI.

Akapemus AiiTu YcTtaHoBka 1 agmuHuctpupoBanue MNCMO. Jlekumn. Yacts 3 CtpaHuua 28 us 94



¥, KlamAV 0,42 (Using ClamAV ) - KlamAV

OpoBepka | ABTOMaTWHecKad NpoBepka | O6HOBUTE | DNEKTPOHHAA NOYMTa | KapaHTuH

CBe[eHWA 0 BUpYycax

MypHan | O nporpamme ]

~TMoYToBLIA KIWEHT

BrifepuTe Ball NOYTOBLIA KNWEHT: | KMail

KMail

Xirian Evolution

HacTpoWTk aBToOMaTUYECK l

-ZamMeTKK

oTNRaenTanA.

Mo Aep#ka NPOBEPKMW 3MEK TPOHHON NOYTEI NPOM3BOANTCA B Nporpamme «klammail». 3Ta nporpaMma ycTaHaBNMBAETCA aBTOMATWHECKW KaK YacTt
KlamAW, YTobkl ncnone20BaTe 3Ty NpOrpaMMy A7 NPOEEPKW NOYThI, BaM HyXKHO A0baBuTe huneTp B KMail u npenycTuTs Yepea KoHeelep ¢ klamm
Kak 018 BX0OAWLWX, TaK W 1A Woxo AALWK niucem, MNocne 3Toro guisTpa Hy?KeH elé oguH, KOT OPLIA MOMELLEe T MMCEME, B TEME KOTOPbIX 8cTh

cTpoka «virus-found» B Nanky kKapaHTWHa No Bawewmy Beibopy. Takoe NMCEMO NMOMEHAETCA KaK WH(PWLIMPOBAHHOE 11 CONEPNT UMA BUpYCa U aapec

Puc. 15. 3aknagka HaCTPOMKM WHTETPALMH C KIIMEHTOM SJIEKTPOHHOM MOYTHI

3aknanka «Kapantun» (Puc. 16) cnyxuT ans ykazaHus TUPEKTOPUH, UCIOIb3YeMOH B

KauCCTBC XpaHUJIUIIA, B KOTOPOC NMCPEMCIIAOTCA O6Hapy)KeHHBIe BPCAOHOCHBIC O6’bCKTLI, n 11

paboTHI C STUMH OOBEKTAMH.

¥, KlamAV 0.42 (Using ClamAV ) - KlamAV

TpoeepKa | ABTOMaTWHECKaRA NpoBepKa | OBHoBUTE | SnekTpoHHaA nodTa | KapaHTWH | CeegeHns o Bupycax

Hypran

O nporpamme 1

~PacnonoMeHne Nankn KapaHTUHE

Hanka: [j‘humefteacherl.klamav]quarantme|

=)

(=2

~ CogepUMoe Nankn KapaHTWHa

WmnA daina - | Mma Brpyca | OaTa nomeweHns B KapaHTUH

0BHOBNTE

BoccTaHoBTE

YoanuTe

WETopUA KapaHTUHa

Wmn daina | s Brpyca | DaTa noMeLyeHusA B KapaHT1H

O4HMCTTE Bee

1L

¥oanuTe

Puc. 16. 3aknanka HacCTpOHKM apaMeTPOB KapaHTHUHA

3aknaaka <«Kypuam» (Puc. 17) cayxur st mpocMoTpa COOBITUH W Pe3yJbTaToOB

BBIMOJIHEHUS 3a/1a4, 3aMyHICHHBIX porpamMmoit KlamAV.

Akapemus AiiTu YcTtaHoBka 1 agmuHuctpupoBanue MNCMO. Jlekumn. Yacts 3

CtpaHuua 29 us 94



%, KlamAV 0.42 (Using ClamAV ) - KlamAV

<

=I5

l

Oposepka

ABTOMaTUYECKaA NPOBEPKE ‘ 0BHoBMTE

SNeKTPOHHERA No4Ta ‘ KapaHTuH | CeefleHns o gupycax | XypHan | O nporpamme }

MokazaTk TUN cobbTus: Last 1 Day \v
~OercTeus
E¥ Mouck: l
Date | Type | Event | File
2008-07-06 11:22:05 Updates Commencing DB Update Jvarflibfclamay

Puc. 17. 3aknaaka npocmoTpa xypraia padotst KlamAV

Sakmanku «CBeaenusi o Bupycax» (Puc. 18) u «O mporpamme» (Puc. 19) mo3BossiroT

MIOCMOTPETh CIPaBOYHYI0 HHGPOPMAIMIO O BHPYCaX, KOTOpPbIE B COCTOSHUM OOHAapyKUTh

AHTHUBUPYC, B BI/Ipy0H0ﬁ OHIMKJIIONCOAUNU H I/IH(I)OpMaI_[I/IIO 0 CaMOM IIPOAYKTEC, B T.4. HaA caiite

IMPOCKTA.

%, KlamAV 0.42 (Using ClamAV ) - KlamAV'

Opoeepka | ABTOMaTHHECKaRA NPOBEpKa | DBHOBUTE | 2NEeKTPOHHEA No-Ta ‘ KapaHTuH ‘ CBefeHWA 0 BUpYCax HypHan QO nporpamme

Bce U3BecTHLIE BUPYE

B[ |

Trojan.Agent-530
Trojan.Agent-5301
Trojan.Agent-5302
Trojan.Agent-531
Trojan.Agent-532
Trojan.Agent-533
Trojan.Agent-534
Trojan.Agent-535
Trojan.Agent-536
Trojan.Agent-537

Home

WirusList : Zortech 836

firuslist.com

all about inter

Virus Encyclopedia |

Rislware

WirusList : VBS Pyrite | \VirusList : _0037_0001_002 | WirusList : Trojan.Agent-538

Subscriptions | RSSFeeds | Discussions
© Whole site

Glossary

Hackers

Viruses ‘

Spam

News

All Threats

Alerts Analysis

iTrojan.Agent-538

Trojan.Agent-539
Trojan.Agent-54
Trojan.Agent-540
Trojan.Agent-541
Trojan.Agent-542
Trojan.Agent-543
Trojan.Agent-5434
Trojan.Agent-544
Trojan.Agent-545
Trojan.Agent-546
Trojan.Agent-54562

Malware Environment
Malware Descriptions
» Network Worms
- Classic Viruses
* File and Boot Viruses
* Macro Viruses
- Script Virnses
» Bat Virnses
* HLF Viruses
» IS Viruses
» Inf Virnses
* PHP Virnses
- VES Viruses
+ Troian Programs
» Other Malware

Home / Viruses / ¥irus Encvclopedia / Malware Descriptions / Classic Viruses / Script Wiruses / 3
VBS Viruses

Virus.VBS.Pyrite

Aliases

Virus.VBS.Pyrite (Easpersky Lab) is also known as: VBES.Pyrite (Kaspersky Lab),
VBS/Neer (McAfee), VES.Entice.B (Symantec), VBS/Entice-C (Sophos),
VBS/Neer* (RAV), VBS PIONEER.A (Trend Micro), VBS/Pyrite (H+BEDV),
VBS/Pyrite.A (FRISKE), VBS:Malware (ALWIL), VBS.WinXP.B (SOFTWIN),
VBS/Pioneer (Panda), VBS/Pyrite (Eset)

Behavior VBS Virus

Currently there is no description available for this program.

As many viruses and worms are modifications of earlier versions, it may help you to

check the descriptions of similar programs. If such descriptions are available, they will

4]

Eo

[<]+]

Puc. 18. 3akmamka mpocmoTpa WHPOpPMAIMU O BHUpPYyCax, W3 4YHCIa HMMEIONIMXCS B

BUPYCHOM 0a3e, B BUPYCHOW SHITUKIIOTICINHT
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#, KlamAV 0.42 (Using ClamAV ) - KlamAV _ox

| [poBepka | ABTOMaTw4eckas NpoBepka | OBHOBWTL | 2MeKTpoHHas nodTa | KapaHTud | CBefeHus o gupycax | MypHan | O nporpamwe

Klamay

@/j'lu‘ KlamAV Anti-Virus Manager

Home KlamAvV

News (c) Robert Hogan 2004 - 2008 (hoganrobert@users.sf.net
Download KlamAV

Download ClamAV Translations:

Security Notes Russian (c] Vitaly Lipatov 2005

German (c) Marc Hansen 2005
Brazilian Portugese (c) rfsalomon 2005
Spanish (c) Carlos A Lozano 2005
Italian (c) anon 2005

Polish (c) Marcin Lapaj 2005
Hungarian (c) Tamas Szanto 2006
Czech (c) Tomas Klos 2005

French (c) Vincent Loison 2008

ClamAv
(c) The ClamAV team 2005

VirusPool
(c) Hugo van der Kooi] 2006

Puc. 19. 3aknaaka npocmotpa napopmaimu o npoaykre KlamAV

2.3. MexxceteBoM 3kKpaH netfilter/iptables
Netfilter — mexcereBoii skpan (OpaHaMaysp), BCTpOeHHBIH B sapo Linux Bepcuit 2.4 u

2.6.

Iptables — Ha3BaHMe MOIB30BATENBCKOI YTHIHMTHI (3aIlycKaeMol U3 KOMaH/IHOW CTPOKH)
npepHa3HaueHHOW i ynpasieHus netfilter. C e€ momomnipro agMUHUCTPATOPBI CO3JAIOT U
U3MEHSIIOT MPaBUJIA, YIPABISIONINE PUIbTPALIUCH U TepEeHANPABICHUEM AaKETOB.

Hexortopeie aBtopel mox cimoBoMm netfilter mmeror B Buay TOMBKO TE€ 3JIEMEHTHI
MEKCETEBOTO JKpaHa, KOTOPbIE HEMOCPEICTBEHHO SIBIISIOTCS YAacThIO CTEKa MPOTOKOJIOB siapa
Linux, a Bcé mpouee (cucteMy TaOJIHUIl U IeMOYeK) Ha3biBatoT iptables, apyrue moa repmuHOM
iptables moapasymeBaroT u cam mexcereBoit skpan netfilter. [Tostomy, u3-3a He COBCeM SCHOM
TEPMHHOJIOTHH, BECh MPOEKT (BHYTPHUAACPHBII MEKCETEBOW SKpaH BMECTE C MOJIH30BATEIBCKON
yTunuToi) npocro umenyetcs netfilter/iptables.

MexcereBoit skpan netfilter mpucyrcreyer B simpe OC m3HauansHO, a yruiuty iptables
BO3MOXKHO MPHIAETCS HWHCTAUIMPOBATh OTHeNbHO. Kak W paHblle, HHCTAUIAIMIO JTyYIle
OCYIIECTBIIATH C UCIIOIB30BAHUEM MEHeKepa makeToB Synaptic. Haspanue makera: iptables.

Bomnpeku ouenp pacnpoctpaHéHHOMY MHeHUI0, HU iptables, nu netfilter ne nmpousBomsT
MapIIpyTH3alUI0 [aKeToB W HHUKak eif He ympaemsror. Netfilter tonpko ¢uiabrpyer u
mouduipyet (B Tom uuncie, ;s NAT) makeTsl Mo npaBuiaM, 3aJlaHHBIM aJIMHHHCTPATOPOM

yepe3 yruiuTy iptables.
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UcTopusa npoekra
[TpoexT netfilter/iptables 6s11 ocHoBan B 1998. ABTOpOM siBisieTcst Pactu Paccer (aHro.

Rusty Russell), on xe aBTop mpoekTa npeamecTBenHuka ipchains. Ilo mepe pa3BuTHs npoexTa,

B 1999 r. ob6pazoBanack komanaa Netfilter Core Team (cokpamieHo coreteam). PaspaboTaHHbIi
MEKCETeBOW OSKpaH mony4yun oduuuansHoe Ha3Banue netfilter. B maprte 2000 r. oH ObLT
BKJIFOUEH B si71po Linux 2.3.

W3nauansHo pazpabotka netfilter u iptables nuia coBmectHo, MO3TOMY B paHHeH HCTOpUH
3THX TPOEKTOB eCTh MHOro obmiero. IIpemnmecTBennukamu iptables 6pun mpoektsl ipchains
(mpuMeHsimack s agMHHUCTpHpoBaHus (aiipBonma sapax Linux Bepcum 2.2) u ipfwadm
(anamormuno uis siaep Linux Bepcuii 2.0). [Tocneanuit 6601 ocHOBaH Ha BSD-yTurmute ipfw.

Iptables coxpansier uaeonoruto, BeAyilyro Havaio ot ipfwadm: ¢yHkIHOHHpOBaHUE
¢aiipBona onpexaensercss HaOOPOM MpPaBWII, KaXIO€ W3 KOTOPBIX COCTOUT U3 KPUTEPHS U
NEWCTBHS, NMPUMEHAEMOro K IMakeTaM, MOANAJAIOIMM TOA J3TOT Kpurtepuit. B ipchains
MOSIBUJIACH KOHIICTIIHS IETTOYeK — HE3aBUCHMBIX CITUCKOB MpaBHJI. BblM BBEICHBI OT/ICIbHBIC
uenouku ans  ¢unbTpauuu Bxomaumx (INPUT), ucxomsumx (OUTPUT) u TpaH3UTHBIX
(FORWARD) mnakeroB. B mnpomomxenun 3Toii uaeu, B iptables mosiBumncy Tabmuier —
He3aBHCUMBIE Ipynmbl menodyek. Kaxkngas tabnuia pemana CBOK 3ajady — LEHNOYKH TaOiuI
filter orBeyanu 3a puabTpanmio, 1ENOYKH TaOIUI NAt — 3a TpeoOpa3oBaHUE CETEBBIX aJAPECOB
(NAT), k 3amagaM 1ermouku TabauI; Mangle oTHOCHIKCH Mpouyre MOAM(UKAIINU 3ar0JIOBKOB
nakeroB (Hanpumep, usmenenne TTL umu TOS). Kpome Toro, Obuta ciierka n3MeHeHa JIOTHKa
paboThI 1ieroyek: B ipchains Bce BXOISIINE MTAKeThl, BKIIOYAsk TPAH3UTHBIC, TPOXOIHIIN HEMOYKY
INPUT. B iptables uepe3 INPUT mpoxoasT TOJIbKO MaKeThl, a[peCOBaHHBIC CAMOMY XOCTY.

Takoe pasnmenenue (QyHKIHOHATa MMo3BoawIo iptables mpu 00paboTke OTACTBHBIX
MAKEeTOB HCIIOJb30BaTh MH(OPMAIKMIO O COSIMHEHUSX B II€JIOM (paHee 3TO OBUIO BO3MOXKHO
tonbko it NAT). B atom iptables 3naunTensHO mpeBocxomut ipchains, tak iptables moxer
OTCIIC)KUBATh COCTOSIHUE COCIUHEHUs (ceaHca) | IEPECHANpaBIsATh, HM3MEHSATh  HIIH
OTGHUIBTPOBBIBATH MAKEThI, OCHOBBIBASICH HE TOJILKO Ha JIAHHBIX M3 MX 3arojOBKOB (MCTOYHWUK,
MOJIy4aTesb) WM COJCPKUMOro MaKeTOB, HO M Ha OCHOBAaHMUHU JAHHBIX O CoenuHEeHWH. Takas
BO3MOXKHOCTh (paiipBona HasbiBaetcsi Stateful-dunprparueii, B orauumne oT peaan3oBaHHON B
ipchains mpumuTHBHOU Stateless-punbrpanuy.

B Oynymewm, paspaborumku netfilter mmanupyror 3amenuts iptables wa nftables —

WHCTPYMEHT HOBOTO IMMOKOJICHHUS, TTOKA HaXOSIIUNICS B paHHEW CTaauu pa3pabOTKH.
ApxuTtektypa

KitoueBbimu nonstusimu iptables sisiisitorest:
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®  Kpumepuii — JIOTHYECKOE BhIPOKEHHE, aHATM3UPYIOIIee CBOMCTBA MakeTa W/Uiiu
COCTMHEHHSI U OIpEACISIONIee, MONAAacT U JaHHBIH KOHKPETHBIA MAaKeT MOA JeiCTBHE
TEKYIIEro MpaBuJa;

®  Oelicmeue — ONKCAHUE SIUHUYHOMN OMEpaIii, KOTOPYIO HYKHO MPOU3BECTH HAJl
MaKeTOM W/WIM COCJMHEHHWEM B TOM Cllydyae, €CJIM OHHM MOJMAaJalT IMOJ JCHCTBHE 3TOTO
MpaBuUIIa;

®  cuémuyux — KOMIIOHEHT MpaBuia, 00SCIICUNBAIOIINI YUeT KOJINYECTBA MAKETOB,
KOTOpBIE TIOTAN TIO/I KPUTEPHiA JAHHOTO TPaBUIIA, TAK)KE CUCTUMK YUUTHIBACT CyMMApPHBIN
00bEeM TaKUX MAKETOB B OaliTax;

®  npasuno — COCTOUT W3 KpUTEpHs, JCHCTBUS W CUYETYMKA, €CIH IaKeT
COOTBETCTBYET KPHUTEPHIO, K HEMY MPUMEHSCTCS JICHCTBUE, U OH YYHUTHIBACTCS CUETUMKOM;
KPHUTEPHSI MOXET M HE ObITh — TOI/Ia HESBHO MPEIINONATracTCsl KPUTEPUIl «BCE MaKETBI»,
yKa3bIBaTh JCUCTBHE TOXKE HE 00sI3aTENBHO: B OTCYTCTBHE JACHCTBHS MPABUIIO OyaeT paboTaTh
TOJIbKO KaK CYETUHK;

®  yenouka — YNOPSJOYEHHAS TMOCICIOBATEIBHOCTh MPABWI, IEMOYKA MOXKHO
pa3IenuTh Ha MMOJIb30BATEIbCKHE U 0A30BBIC;

®  6azoeas yenouxa — 1ETOYKA, CO3/1aBacMasi [0 YMOIYAHUIO IPU UHHUITHATH3AINU
TAOJIUIIBI; KK/l MAKeT, B 3aBUCUMOCTH OT TOTO, MPEJHA3HAYCH JIM OH CAMOMY XOCTY,
CTCHEPUPOBAaH UM WM SBIISICTCS TPAH3UTHBIM, JOJDKEH MPOUTH IOJIOKEHHBI eMy Habop
0a30BBIX IICTIOYCK pPA3JUYHBIX TAOJHUI[, KPOME TOro, 0a3oBas IIEMOYKa OTIMYAETCS OT
MOJIb30BaTEIbCKON HAMYMEM «IeicTBUs o ymomuanuto» (default policy), sto neiictue
NPUMEHSIETCS K TEM IaKeTaM, KOTOpble He ObLIM 00paboTaHbl JAPYTHMHU MpPABHIAMH 3TON
IICTIOYKH U BBI3BAHHBIX M3 HEE IEMOYEK; MMEeHA 0a30BbIX IEMIOYEK BCET/a 3alKChIBAIOTCS B
sepxHeM peructpe: PREROUTING, INPUT, FORWARD, OUTPUT, POSTROUTING;

®  N0Ib306AMENbCKAA Yenoyka — IEeNoYKa, CO3JaHHasl IOJb30BaTEeNeM, MOXKET
HCIIOJIb30BATHCS TOJILKO B TpeiesiaX CBOEH TaOJHUIbl; PEKOMEHAYEeTCsl HE MCIOJIb30BaTh IS
TAKUX IEMMOYeK MMEHAa B BEPXHEM pErucTpe, 4ro0bl M30ekKaTh MyTAHUIBI C 0a30BBIMU
[ETIOYKAMH U BCTPOCHHBIMH JICHCTBUSIMU;

e  mabnuya — COBOKYIMHOCTh 0a30BBIX W  TIOJIb30BATEIbCKUX  IICTIOYEK,
O00BEIMHEHHBIX O0IMM ()YHKIMOHAIBHBIM Ha3HAYCHHUEM; MMEHA TaOJMI[ 3alHChIBAIOTCS B
HIDKHEM pErucTpe, TaKk Kak B TMPUHIMIEC HE MOTYyT KOH(IMKTOBAaTh C HWMEHAMHU
MOJIb30BaTEIBCKHX IIETIOYEK: MPH BbI30BE KOMaH bl iptables Tabmuia ykaspiBaercs B popmare

-t wmMs1_Ta6muuE, Ipy OTCYTCTBHHU SBHOTO yKa3aHHs, HCIonb3yercs Tadnuna filter.
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OnucaHue ¢hpyHKLMOHMpPOBaHUA

Jnst monumanus ¢yuakuuonuposanus netfilter/iptables mamee Oymer ucmonb3oBathes

cienyronas cxema oopabotku |P-nakera, HanoxkeHHast Ha mozens OSI:

e CeaHcoBbIN
ypOBeHb
A o
- =
\_ - g
- % | S [
— CeTeBoM
— IP \/ YpOBeHb
| FORWARD
_ /(29\
g KaHanbHbIN
5 ypOBeHb
e
L
n'd
o

Puc. 20. Cxema o6pabotku IP-nmaketroB B creke TCP/IP

B paccmatpuBaemoii cxemMe Ha KaHAJbHOM YpPOBHE (DYHKIIMOHUPYIOT JIBa CETEBBIX
unrepdeiica: depe3 eth0 B cucremy nocrymaer Bxojsmmii Tpaduk, a depe3 ethl ucxomsiumii
Tpaduk nokumaer cucremy. Ha cereBoM ypoBHEe (pyHKIIMOHHpPYET MpoTOoKoi IP u mpoucxoaut
MPHUHATHE PEIIeHUs] O MapUIpyTHU3aluu BXoAsmero tpadguka. Ha ceancoBoM m 0osee BHICOKHX
YPOBHSIX (PYHKIIMOHUPYIOT MPHKIIAIHBIC MPOTOKOJIBI, IPUHUMAIOIINE MOCTYIAIOIINE MAKEThl U
TeHEPUPYIOLINE UCXOISIINE MAKETHI.

KnroueBbiM Uit monumanus (yHKIMOHMpOBaHUs cereBoro (uibrpa netfilter/iptables
SBIISIETCS TIOHATHE IETOYKU. llemoyka — 3TO 4acTh MyTH, MPOXOJMMOTO MAaKETOM B CHCTEME,
r7Ie MOTYT TPUMEHSTHCA T€ WM WHBIE TpaBuia oOpaboTku (dunbTpanuu). Ha npuenéuHoi
CXeMe IIeTIOYKH N300pakeHbl CTPEIIKAMHU.

V3HauanbHO B CHCTEMY BCTPOECHBI ST THIIOB I[EMOYEK, HA3bIBAEMBIX 0a30BBIMHU
[ETTOYKAMH

e PREROUTING — nenouka, mpeaHa3HadeHHas Ui OOpabOTKH TOJBKO YTO
MOCTYMUBIINX TTAKETOB, MO0 KOTOPHIM HE NMPHHITO HUKAKOTO PEIICHHs M0 MapHIpyTHU3aIluH,
T.e. €€ HEeM3BECTHO aJpecoBaHbl OHHU Ipoleccy, (QYHKUMOHHUPYIOLUIEMY Ha JIaHHOM
KOMIIBIOTEpE WM JOJDKHBI OBITH MepelJaHbl OOpaTHO B CeTh uepe3 JIpyroil cereBoid

uHTepdeiic;
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° INPUT — nenouka, npegHa3HaueHHas 11 00paOOTKH MAKEeTOB, aIpECOBAaHHBIX
nporieccy, GyHKIIMOHUPYIOIIEMY Ha JaHHOM KOMITbIoTepe (KITMEHTY WA CEPBEPY);

e FORWARD — nuenouka, mnpeaHa3HayeHHas JUIsi OOpaOOTKM IaKeTOB,
aJIPECOBAHHBIX TpoIieccy, PYHKIIMOHUPYIOLIEMY Ha OPYrOM KOMIBIOTEpE, T.€. TPAH3UTHBIX
MaKeTOB;

e OUTPUT — 1enouka, mpeAHa3HadeHHas Ui OOpabOTKHM  IIaKeTOB,
CTCHEPUPOBAHHBIX JIOKAIBHBIMH TIPOIIECCAMH, HE3aBHCHMO OT TOTO aJpeCcOBaHbl OHHU
MIPOIIECCy Ha ATOM K€ KOMIThIOTEpE WIIH OYAyT Nepe/IaHbl B CETh Ha JIPYTOi KOMITBIOTE;

° POSTROUTING — nmemouka, TmpeaHa3HauyeHHAs JUIT  OKOHYATCIILHOM
00pabOTKM HCXOJAIINX TMaKeTOB, HE3aBHCHMO OT TOTO TPAH3UTHBIE 5TO TAKEThl WU
CT€HEepPUPOBAHHBIC HA TOM K€ CAMOM KOMITBIOTEPE.

[ToMuMO TIOHATHS TIENOYKH UCHOJB3YyeTCsl TMOHsATHE Tabymma. Kaxmas Tabmuma
MIPUMEHSIETCS JIJIST OCYIIICCTBIICHHUS BIIOJHE ONPEICICHHBIX JCHCTBHIA C TTAKETAMH U MOXKET OBITh
YacThIO T€X WM UHBIX IeoYeK. TaOnuiibl ObIBAIOT YeTHIPEX THUIIOB!

e rtabmumna filter comepxuT mpaBmia, KOTOpBIE 3aHHMAIOTCA COOCTBEHHO
dunbTpanueil mMakeToB, T.e. BBINOJHSET (PYHKIIMH MEXKCETEBOTO SKpaHa; dTOT THI TaOIuIl
MOKeT OBITh HcTob30BaH B Tpéx nenoukax: INPUT, FORWARD u OUTPUT;

e  Tabiuia mangle npeaHasHadyeHa ik BHECCHUS U3MEHEHHI B 3ar0JIOBKH ITaKETOB,
Harnpumep, s u3MeHeHus mapamerpoB QO0S, ToS, TTL, m HecranmapTHBIX AeWCTBUIl ¢
makeramu, cBoricTBeHHBIX OC LinuX; 3TOT THII TaOIHI] MOXKET OBITH MCIIONB30BAaH BO BCEX
sty 1enoukax: PREROUTING, POSTROUTING, INPUT, FORWARD u OUTPUT;

e Ttabnuma nat ucmonwb3zyeTcs s mpeoOpasoBaHust |P-ampecoB Mo TEXHOJIOTHH
Network Address Translation (NAT), uro, BooOIie TOBOps, TOXE SBISCTCS H3MEHCHHEM
3arojioBKOB, HO TIOCKONBKY O3TO 3aTparMBaeT ajpeca OTHpaBUTENS M Modydarens (a
CJIeIOBATENbHO, HETIOCPEICTBEHHO BJIMSET Ha PElIeHHE O MapLIpPyTH3aIMH), TO BBIHECEHO B
OTJICTBHYIO TAOJHIy; 3TOT THII TaOJHII MOXET OBITh WCIIOJB30BAaH B TPEX IEMOYKAX:
PREROUTING, POSTROUTING u OUTPUT;

e Tabnuma raw cymecTByeT s oOpaOoTku makeToB Oe3 orciexuBaHus IP-
COCMHEHUS, TI0 KOTOPOMY OHHU MPOXOAST W TIO3BOJSET, COOTBETCTBEHHO, 00padaThIBaTh
MPOM3BOJBHBIC TAKEThl 10 TEepeJayd WX CHUCTEME OIpENeleHHs] COCTOSHUN; BBHUIY Y3KOH
cnenuuKA HUCIONBb30BAHMS 3Ta TAONHIIA MO YMOTYaHHIO IMYyCTa; 3TOT THUMH TaOIUI] MOKET

ObITh MCIONBb30BaH B 1BYX Henoukax: PREROUTING u OUTPUT.
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Mopspok 06paboTkM ceTeBbIX NakeTOB

HecMmotps Ha TO, uTo B netfilter ucnonp3yercs Heckonbko TaONHI U IETIOYEK, TAKET HE

MOKCT MapaJlJICJIbHO 06pa6aTBIBaTBC$I nmu Bcemu. OH MpoXoauT 4Yepe3 Ta6J'II/II_[LI N ICIIOYKH

MOCJIEIOBATEIBHO. 3aIIOMHHUTH TOPSIOK MPOXOKACHUS TAOJIHI] HECIOXKHO, T.K. OH OJTMHAKOB JIJIS

ar000ro THMa memnouku: raw — mangle — nat — filter. B 3aBucumMocTi OT THIA HEMOYKH HE

HCIOJIB3YIOTCS TC THIIBI Ta6JII/II_I, KOTOPBIC B HUX HCHIPUMCHHUMBI (CM. OIIMCaHHUEC TUIIOB Ta6J'II/II_I,

NPUBEIEHHOE BBIIIIE).

OOpaboTka ceTeBOro Makera MOXKET MPOUCXOJIUTh MO OJHOMY M3 TPEX BO3MOXKHBIX

CIICHAPHECB:

®  [IaKeT MOCTYMAaeT Ha CeTeBOM MHTepdeiic KOMIbIOTEpPa U B KAUECTBE MOTy4YaTels

BBICTYIIACT IIPOLICCC OTOI'0 K€ KOMIBIOTEPA, T.€. ITAKECT SABJISICTCSI BXOIAIINM,

e  MakeT mepenaéTcs B CETh Uepe3 CeTeBOW MHTepdeic KOMIBIOTEpa U B KA4eCTBE

OTIIPABUTEIISA BBICTYIIACT IIPOLIECC DTOT'0 K€ KOMIBIOTEPA, T.€. IMAKET SABJISICTCI UCXOISIIUM,

®  MakeT JOKEH OBITh MEpelaH ¢ OJHOr0 ceTeBoro mHrepdeiica KkommploTepa Ha

Ilperﬁ, T.K. 1 OTIIPABUTCJICM U IIOJTY4YaTCJICM BBICTYIIAKOT IMPOLECCHI, (bYHKLIHOHI/Ipy}OH_[I/IC Ha

APYrux KOMIIBKOTCPAX, T.C. MAKET ABJIACTCA TPAH3UTHBIM.

Heo6xoauMo oTMETHUTB, YTO KOT/Ia MPOUCXOIUT MEPECHUTKA TTAaKeTa MEXIY MpOoIeccaMu

OJIHOTO M TOTO € KOMIIbIOTEpa, TO MakeT yxoauT B mHTepdeiic loopback u Tyt xe u3 Hero

IOABJIACTCA (B 9TOM CJIy4ac BaHCﬁCTByIOTCﬂ cpasy u HepBBIﬁ, )51 BTOpOﬁ IMYHKTBIL HpI/IBeI[éHHOFO

CIIHCKA).

IlocnenoBaTreabHOCTD

00pabOTKM  TaKeTOB

SaﬂeﬁCTBOBaHHBIMI/I B KaXX/IOM U3 CLOCHAPUCB, ITPUBCACHA B Ta6J'II/IIIe:

TabIUIaMU

)51 OCIo4YKamMu,

Tabnuna 1. [lopsaok ucronb3oBaHus TaOIULL U LIETIOYEK MpU 00paboTKe pa3InYHBIX

THUIIOB ITIAKCTOB

Tabnuya Lleroyka
TpaH3umHsble rnakemsl

raw PREROUTING
mangle PREROUTING
nat PREROUTING
mangle FORWARD
filter FORWARD
mangle POSTROUTING
nat POSTROUTING

Bxooswue nakemsi

mangle

PREROUTING
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nat PREROUTING

mangle INPUT

filter INPUT
Ucxodsuwue nakemsl

raw OUTPUT
mangle OUTPUT

nat OUTPUT

filter OUTPUT
mangle POSTROUTING
nat POSTROUTING

Kaxnas tabnuua mpencraBisieT coOOi ymopsiio4eHHbI Ha0Op (CMHMCOK) IMpaBHJ BUIA
«eCNM JJIS TaKeTa BBINOJHIETCS TaKoe-TO YCJIOBME, cIelaTh TO-TO», T.€. 3TO MPOCTO Maphl
«ycnoBue-aencTBue». [IpuHaTHE peleHus Mo MaKeTy MpU MPOXOXKACHUU €ro MO LEeNoYkaM U
Ta0IUIIaM OCYIIECTBIISETCS CIASAYIOIIMM 00pa3oMm:

®  [IaKeT MOCTYMaeT Ha 00pabOTKy B LEMOYKY U MOCIEI0BATENLHO MPOBEPSETCS HA
COOTBETCTBUE MPABIJIAM BCEX BKIIFOUEHHBIX B IETIOYKY TaOJIHII;

e  ecIM Ha OCHOBaHMM Kakoro-au0o MpaBmiia TEKyIIed TaOJIUIbI 1O MakeTy ObLIOo
MPUHATO pellleHue: OTOpocuTh, TO Jo0as JanbHedinas oO0paboTka MakeTa HEMEIJIEHHO
MpeKpaIIaeTcsi, akeT YHHUTOXKAEeTCs M HAKY/Ia O0JIbIle He TiepeTaéTcs;

®  ©CIIM HA OCHOBAaHWM KAaKOTO-JIMOO MpaBWIa TEKYIIEH TAOIUIBI MO MAKETy OBLIO
IOPUHATO pelIeHHe: IMPOMyCTUTh, TO 00paboTKa NakeTa OauHOU mabauyeli HEMEJIEHHO
IpeKpalaercs, ykazaHHOE B IIpaBUJie JEHCTBHE MPUMEHSETCS, W TaKeT Iepenaércs
cienyrolen Tabauie TeKyei 1ernovky;

®  eCIM CIHMCOK MPaBUJI TeKyllel TabauIbl ObUT HCUepIaH M PeIIeHue MO MaKeTy He
OBUTIO TIPHHATO, TO IUISI 0A308bIX Yenouek TMPHUMEHSETCS Oelicmeue no YMONYAHU, a IS
NOIb306AMENbCKUX YenoyeK HUKAKOTO ICHCTBUS HaJ TAKeTOM HE MPOU3BOIUTCS, M TAKET
nepenaéTcs cueayromneil Tadnuie TeKymen enouKH,

e ccaM B TEKylIeH Iernouyke OoJpIlle HET TaONUI, TO TMakeT Mepenaércs Ha
00paboTKy B CIEAYIOUIYIO IIETIOYKY.

Crenyer OTMETUTb, YTO HE MOMKET CIIOXKHUTHCS CUTYaIMsl, 4TO K IaKeTy He Oyner
NPUMEHEHO XOTs OBl OJHO TPaBWIIO, T.K. B 0A306bIX yenoukax Bceraa OyneT NPUMEHEHO
neicrBue mo ymomadanuio - default policy.

T.o amroputm o0paboTku makera ceTeBbiM QuubTpoMm netfilter/iptables moxer ObITh

NPE/ICTaBIICH TaK, Kak 3TO H300paxxeHo Ha pucyHke (Puc. 21):
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raw
PREROUTING

OnpeneneHne
COCTOAHWMA
(conntrack)

mangle
PREROUTING

PREROUTING

Onpepenenne
COCTOAHMA
nat (conntrack)
PREROUTING
N \ 4

NOKANbHbLIE
( MAPLUPYTHU3ALNA )* NPOLLECCHI
(NMPUNOMKEHKUA)

- 12
D mangle < MAPLLPYTH3ALMA )
CETb : g FORWARD

- [EpE e ———

+ Q

» W

A : 5

: =

H b~

........................ o
Onpepenenne

( MAPLUPYTU3ALWNA )(— COCTOARHWA

{conntrack)

mangle
POSTROUTING

nat
POSTROUTIN

Onpepenenne
COCTOAHWA
(conntrack)

mangle
OUTPUT

POSTROUTING

Puc. 21. Obmas cxema npoBepku nakera B netfilter

Heo0xomuMo OTMETHTh, YTO IMOJIb30BaTEIbCKas JOKyMeHTanus iptables paccmarpuBaet
B3aMMOCBS3b TaOJHI] W IEMOYEK C TOYKH 3PEHUS MPOTPAMMHOW peaan3alu, a HMEHHO,
OCHOBHOM JIOTUYECKOW €IMHHICH sBIsSeTCAs Tabiuila, B KOTOPOW 3alMCaHbl TpaBUiIa C
YKa3aHHeM, B KaKOH IIETOYKE STO MPAaBWJIO MPUMEHATh. DTO HEYAOOHO TpH IUIAHHUPOBAHHUU
MPUMEHEHHS U HacTpoiike mpoaykTa. [IoaToMy mpaBuibHEe TOBOPHUTH O ILIEMIOYKaxX TabIuIl, T.K.
MmakeT 00padaThIBaeTCs MpaBUIaMH, TOMEIIEHHBIMU B TaOJUIY, B Mpeeaax TEKYIIEH MeTOYKH.
W HEeBO3MOKHO NEPEUTH B IPYTYIO LENOYKY NPUHYAUTEIBHO, MOKA MOJTHOCTHIO HE 3aBEPIINATCS
00paboTKa makeTa MpaBUJIaMU TEKYIIEH HEeTMOYKU. DTa KOHIENIHs OTpaKeHa U B MPUBEIAEHHON

Boile cxeme (Puc. 21).
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YnpaBneHue Leno4ykamu ¢ nomMmoLubto iptables

VupaBneHue IenoYKaMHu HPOM3BOAUTCS C IOMOINBI0 Tporpammsbl iptables. Jlns eé
UCIIOJIb30BaHUS IPUBUIICTHHU CYIIEPIIOib30Batels (root).
Uro6bl MOCMOTpEeTh, Kakue MpaBuia JEHCTBYIOT B HACTOSIIMA MOMEHT B CHCTEME,

HeO6XOJII/IMO BBITNIOJIHUTh KOMAaHY.

[root@mlinux ~]# iptables-save

# Generated by iptables-save v1.3.7 on Tue Sep 22 14:36:40 2009
*Filter

INPUT ACCEPT [2998:1441761]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [2617:220737]

:stdin - [0:0]

COMMIT

# Completed on Tue Sep 22 14:36:40 2009

B HpI/IBe,Z[éHHOM IMPUMEPEC HUKAKUX 3aJaHHbIX aJIMUHHUCTPATOPOM IIPAaBUIT HET.
Kak ctpoutb npaBuna

Kancnaﬂ CTpPOKa, KOTOPYIO BbI BCTABJIACTE B Ty HJIM UHYIO LECIIOYKY, JOJ’)KHA COACPIKATH
OTACIILHOC IIPABUJIO. Ka)KILOC ImpaBuJI0O - 39TO CTPOKa, COJACpIKallasl B cebe KPpUTCPpUU
OIpeaciaromue, noAnagacT Ju MakeT IMOJq HeﬁCTBHe JaHHOI'O MpaBHJIO, U HeﬁCTBHC, KOTOpPOC
HeO6XOJII/IMO BBIITIOJIHHUTBE B CJIydac BBIIIOJTHCHUA KPUTCPUA. B O6H.[€M BUJC KOMaHIa CO3aaHUs

IIpaBWJIa BBITJISAUT CIEIYIOIINM 00pa3oM:

iptables [-t table] command [match] [target/jump]

Hurne B JOKyMeHTalluM He YyTBEpXKIAeTCs, 4YTO omucaHue jaeiictBus (target/jump)
JIOJDKHO CTOSITh TIOCJIEIHUM B CTPOKE, OJJTHAKO, TaKas HOTalus HanOosee ynooHa. Kak Obl TO HU
OBLI0, HO Yallle BCEro BCTPEUACTCs] MMEHHO TAaKOW CIIOCO0 3aIMCH TPaBHIL.

Ecmu B mpaBwio He Bkimodaercs creimdukatop -t table, to mo ymomuanwuro
IpenoiaracTcsl MCIoNb3oBaHue Tadmuibl filter, ecnu ke mpeanonaraeTcss HCIONb30BaHUE
JOpyrod TaOmuUIBl, TO 3TO TpeOyercs ykaszarh siBHO. Cnenupukarop TaONUIBI TaK K€ MOKHO
yKa3bIBaTh B TFOOOM MECTE CTPOKHU IMPaBHIA, OJHAKO CTAaHIAPTOM CUUTACTCS YKa3aHHE TaOIIUIIbI
B Hayase mpaBuia.

HemnocpencTBeHHO 3a UMEHEM TaOJHIIbI, JOJDKHA CTOATh KoMaHaa. Eciu cnienudukaropa
TaOJIMIBI HET, TO KOMaHJa BCET/ia JOJDKHA CTOSTh mepBoil. Komanna onpenensier neiictBue s
nporpammebl iptables, Hampumep: BcTaBUTh MPABHUIIO, WITH A00ABHTH NPABHUJIO B KOHEI[ LIETIOYKH,
WIN YIJIUTh MPABUIIO U T.I1.

Paszgen match 3amaer kpuTepuu MPOBEPKH, MO KOTOPHIM OMPEAEISICTCS MOAMAaacT JIH

MMakeT IoJ ACHCTBUE JAHHOI'O IpaBujia WJIA HET. Mo:xHO YKa3aTb Pa3IMYHbIC KPUTCPHUU: IP-
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aapeC MCTOYHHKA ITaKE€Ta HJIU CCTH, IP-aL[pec rnoJjryyareijs IakerTa, 1nopT, IIPOTOKOI, CETeBOM

uHTepdeiic u T. 1.

Pa3znen target ykaspiBaeT, Kakoe JE€HCTBUE JOJKHO OBITh MPOU3BENEHO IMPH YCIOBUHU

BBITIOJTHEHUS] KPUTEPUEB, YKa3aHHBIX B paBuiie. MexceTeBoil skpan netfilter moxer nepenats

MaKeT B APYT'YIO LCIIOYKY IMPaBUII, 0T6pOCI/ITB IMMaKeT, OTIIPABUTH UCTOYHUKY IMAKETA C006I_I_[CHI/IC

00 omrmbKe u T.1I.

Tabnuubl

OHI_[I/ISI -t YKa3bIBa€T Ha HCIOJb3YCMYIO Ta6n1/1uy. Ilo YMOJTYaHUKO HCIOJIB3YCTCA

tabnuua filter. Onucanue 3HayeHuit mapamerpa —t U MX Ha3HAUYEHHE NMPUBEICHO B CIEAYIOIICH

Tadmme:

Tabmuna 2. Ta0muisl

Tabnuya

OnucaHue

nat

Tabnuua nat ucnosnb3yercs TIaBHBIM 00pa3oM s peoOpa3oBaHuUs
cereBbix anpecoB (Network Address Translation). Yepes sty Tabnuiry
MPOXOJUT TOJBKO MEpBbIM makeT u3 moroka. lIpeoOpa3zoBaHus aapecos
aBTOMAaTHYECKH IMPUMEHSIETCS KO BCEM IMOCIEYIOIINM MTaKeTaM, I03TOMY He
CIIEIYEeT OCYIIECTBIATh KaKyl0-IM00 (GHIBTPALUIO B 3TOM TabuIIe.

B nenouke PREROUTING Tabnuua ucnosib3yercsi AJii BHECEHHUS
M3MEHEHWH B TMakKeThl Ha Bxojae B Opanamaysp. B memouxke OUTPUT
TabIUIa UCIIONB3YeTCs AJIs TpeoOpa3oBaHus aAPECOB B MAKeTaX, CO3/1aHHBIX
NPUJIOKEHUSAMU BHYTpU OpaHaMmayspa, Mepell HpPUHATHEM pEUIeHUs O
Mapmpytuszanui. M B 1menouke POSTROUTING - mns mpeoOpazoBaHust

ITAKETOB Iepe]l epeadei X B CETh.

mangle

Ota TabnuIa MCIONb3yeTcs A BHECEHHsS] M3MEHEHHUH B 3aroJOBKH
nakeroB. [Ipumepom mosxeT ciyxkuth n3menenue noaeit TTL win TOS.

B menouke PREROUTING Tabnuua wmcmonb3yeTcst IUisi BHECEHHS
W3MEHEHWId Ha BXOJ€ B OpaHIMayd’p, Iepel TNPUHITHEM pPEIeHHS O
mapuipytusanuu. B nenouke POSTROUTING - nis BHeceHuss W3MEHEHU
Ha BBIXOZE M3 OpaHAMayspa, MOCie MPUHATHUS PEIIEHUS O MapIIpyTH3AIUH.
B nenouxe INPUT - 15 BHeceHUsl H3MEHEHH B MaKEeThI MEPE TEM KaKk OHU
OyIyT TepemaHbl JIOKaTbHOMY TIPHIIOKEHUIO BHYTpH OpaHamayspa. B
nenouke OUTPUT - nns BHeCeHUS M3MEHEHUHN B MAKEThl, MOCTYMAIONINE OT
NpUIoXKeHU! BHYTpH Opannmayspa. B nenouke FORWARD - anst BHeceHus

N3MEHEHUN B TPAH3UTHBIC IMAKETHI ITIOCJIC IICPBOI0 IMPUHATHA PEIICHHUA O
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MapuIpyTU3allid, HO Tepel TOCICAHHM TPHHATHEM  PEIICHUS O
MapIIpyTH3aIHH.

Ta6muia mangle Hu B KoeM ciiydae He JIOJDKHA UCTIONB30BAThCS IS
npeoOpa3oBaHusl CeTeBbIX aapecoB mim Mmackapaaunra (Network Address
Translation, Masquerading), TOCKOJBKY sl 3TUX MEJIeH CyIIeCTBYET

Tabimma nat.

filter

Tabmuua filter ucmonw3yercs, rmaBHbIM 00pa3oM, IS (QUIBTpALN
nakeToB. Hampumep, B 3Toil Tabnuile AOMYCTHMO NPUMEHATH JIEHCTBUA
DROP, LOG, ACCEPT wumu REJECT 06e3 kakux-mu0b0 OTrpaHHYCHHH,
KOTOPBIE CYIIECTBYIOT B IPYTHX Ta0JIHIIaX.

B nenouke FORWARD Ttabnuua ucnonb3yercst ais (UIbTpaluu
MaKeTOB, UAYIIMX TpaH3UTOM udepe3 Opanamaysp. B nenouke INPUT - nns
¢GuIbTpaluy MaKeTOB, KOTOPBIE MpeIHa3HAUYEHB! JIOKATBHBIM MPHIIOKEHHSM.
B mnemouke OUTPUT - nmns  duiasTpammm  UCXOASIIUX — TAKETOB,

CT€HEepHUPOBAHHBIX MPUIIOKEHUSIMHU Ha cCaMOM OpaHaMayape.

KomaHabl

Hmxe IMPUBOJUTCA CIIMCOK KOMAaHA U IMOPAJO0OK UX MCIIOJIB30BaHUS. HOCpe)ICTBOM KOMaH[

nporpamme iptables cooOmiaercs, kakyio paboTy HEOOXOAMMO BBIMOAHUTE. OOBIYHO

npeanojaaracrcda OAHO M3 ABYX JEeUCTBUN - ILOGaBJ'ICHI/IC HOBOI'O IIpaBHJIa B ILCIOYKY HIIN

YAAJICHHUEC CYHICCTBYIOLICTO IIpaBUJIa U3 TON WM HHOU Ta6J'II/II_U:I. Crucok KOMaH[, KOTOPBIC

ucross3ytores B iptables mpusenén B cnemyromeit Tadiue:

Tabnmma 3. Komanmer

Komannma -A, --append

Ipumep iptables -A INPUT ...

Onucanue JloGaBsieT HOBOE MPaBUJIO B KOHEI 3aJJaHHOM IIeMOYKH.

Komanna -D, --delete

Ipumep iptables -D INPUT --dport 80 -j DROP

iptables -D INPUT 1

Onucanue VYnanenue mnpaBuia w3 uenoukd. Komanga ummeer nBa ¢opmara
3aIncH, MEepBbI -- Korja 3a7aérest KpUTepuii cpaBHeHus ¢ onuueit -D (cm.
MEepBBIA NpUMEP), BTOPOIl - MOPSAKOBBIM HOMep mpaBuia. Eciau 3amaéres
KpUTEpHUl CpaBHEHHUS, TO yJIaJseTcsl MpaBUIIO, KOTOpPOE UMEET B cebe 3TOT
KPUTEpHid, ecnu 3a1aércs HOMep MpaBuia, TO OyAeT yHaJeHO MpPaBMIIO C
3aJaHHBIM HOMepoM. CyeT MpaBuIl B Ilerovkax HaynHaercs ¢ 1.

Komana -R, --replace
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TIpumep iptables -R INPUT 1 -s 192.168.0.1 -j DROP

Onucanue DOTa KOMaHJla 3aMEHSIET OJIHO NpaBWJIO APYruM. B OCHOBHOM OHa
HCIIOJIb3YETCS BO BPEMS OTJIAJIKA HOBBIX ITPABUIL.

Komanna -1, —-insert

Tpumep iptables -1 INPUT 1 --dport 80 -j ACCEPT

Onucanue BceraBnssier HOBOe mpaBuWiio B 1enoyky. Yucrno, ciuepyrooniee 3a
MMEHEM ILEMOYKH YKa3blBAET HOMEP MpaBUJIA, NEpPE] KOTOPBIM HYKHO
BCTaBUTh HOBOE MPABWJIO, JIPYTMMHU CJIOBAMH YHCIIO 3aJa€T HOMEpP A
BCTABJISIEMOr0 TpaBWiIa. B mpuMepe BbIllle, YKa3bIBA€TCS, YTO JAHHOE
IPaBUJIO JT0JDKHO ObITH 1-M B nernouke INPUT.

Komanna -L, --list

IIpumep iptables -L INPUT

Onucanue BriBoa cnucka mpaBuil B 3aJlaHHOM IIEMIOYKE, B JTAHHOM MpPHUMEPE
npenmnonaraercs BoiBoJ npaBuil 3 nenouku INPUT. Ecin nms nenouku He
YKa3bIBAETCSA, TO BBIBOJUTCS CIMCOK IPaBWI Uil BCex Lenodek. dopmar
BBIBOJIa 3aBHCHT OT HAIMYUS JONOJHHTEIBHEIX KIIOYEH B KOMaHJIE,
Hampumep -N, -V, 1 mp.

Komanna -F, --flush

IIpumep iptables -F INPUT

Onucanue Ouncrtka, T.e. yAaJieHHE BCEX TPaBWJI U3 3aJaHHOW IETTOYKH
(Tabnuipl). Ecnu uMst emodky ¥ TaOiuIlbl He YKa3bIBaeTCsl, TO yAASIOTCS
BCE MPABUJIA U3 BCEX LEIIOYEK.

Komanna -Z, --zero

IIpumep iptables -Z INPUT

Onucanue OOnynenne BceX CUETYMKOB B 3aJaHHON 1emodke. Eciu wms
LIEMOYKHU HE YKA3bIBAECTCS, TO MOAPA3yMEBAIOTCS BCE LIENMOYKHU. Jlomyckaercs
COBMECTHOE MCITOJIb30BaHne KoMaH/ -L 1 -Z. B aToM ciydae OyneT cHavdana
BBIBE/ICH CIHCOK NPaBHJ CO CYETUMKAMHM, a 3aTE€M MPOU30UIET OOHYyIICHUE
CUETUHMKOB.

Komanma -N, --new-chain

IIpumep iptables -N allowed

Onucanue Co3maeTcs HOBas IICMOYKA C 3aJaHHBIM HMMCHEM B 3aJaHHOM

tabnuie. B mpuBeseHHOM MpuMepe CO3/aeTcs HOBasl IIETOYKa C UMEHEM

allowed. ms nienmouku JOKHO OBITH YHHKAIBGHBIM U HE JOJDKHO COBIAIATh
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C 3ape3epBUPOBAHHBIMA UMEHAMU LIETIOYEK U JielcTBUM (TakuMu kak DROP,

REJECT u T.11.)

Komanna -X, —--delete-chain

IIpumep iptables -X allowed

Onucanue VYnaneHue 3amaHHON LENOYKHA W3 3aMaHHOM TaOmMIbl. Y maiasgeMas
[IETI0YKa HE JOHKHA UMETh MPABWI M HE JOJDKHO OBITh CCBUIOK M3 JIPYTUX
[[ENOYEeK Ha yAalsIeMyIo [1eMouKy. Eciu uMs Ienoyky He yKa3aHo, TO OyayT
ylajeHbl BCe IETMOYKY 3aJaHHON TabIuIle, KpOMe BCTPOCHHBIX.

Komanna -P, --policy

IIpumep iptables -P INPUT DROP

Onucanue 3anaer noaumuxy no ymoadanuio A 3ajaHHol uenodku. [lonutuka
0 YMOJIYAHUIO OINpENEseT JICUCTBUE, MPUMEHAEMOE K IIaKeTaMm, He
MOMABIIUM TOJ JEWCTBUE HU OJIHOrO W3 MpaBWI B lenoyke. B kauecTBe
MOJIMTUKU MO YMOJYAHUIO JOMYCKaeTcs HUCIoib30BaTh ToJibko DROP u
ACCEPT.

Komanma -E, --rename-chain

IIpumep iptables -E allowed disallowed

Onucanue Komanga -E BemonHsSeT mneperMMeHOBaHUE TMOJIb30BATEIbCKON

nernouku. B mpumepe nenouka allowed Oymer meperMeHOBaHA B IEMOYKY
disallowed. Ot mepenMeHOBaHUS HE U3MEHSIOT MOPSIOK PabOTHI, @ HOCAT

TOJIbKO KOCMETHYECKHUIM XapaKkTep.

Komanna nomkna ObiTh ykazaHa Bcerga. CHHCOK JTOCTYNMHBIX KOMaHJ MOXHO

POCMOTPETh C TMOMOIIBI0 KoMmaHjael iptables -h wmu, uro Ttoxke camoe, iptables --help.

HeKOTOpBIe KOMaHJbl MOT'YT UCIIOJIB30BATHECA COBMECTHO C JOIIOJHHUTCIbHBIMU KIIIOYaMU. Hitxe

MNPUBOAUTCA CIIUCOK HOOIMOJIHUTCIIbHBIX KJIIOYe M ONHCBIBACTCS PE3YyIbTAaT HX JehcTBusa 3a

UCKIIIOYCHUEM KIIIOYEH, UCIIONIb3YEMBIX NPU MOCTPOCHUH KpuTepueB (Matches) wimm aedcTBuit

(targets).
Ta6muma 4. JIonoTHATENbHBIC KITFOYH
Krou -v, --verbose
Komanowt, c --list, --append, --insert, --delete, --replace
KOMOpuIMU
UCnonb3yemcs
Onucanue Hcnone3yeTcss A MOBBINIEHUST WH(OOPMATUBHOCTH BBIBOJA
U, KaK TMpaBWJIO, HMCIOJB3YeTCs COBMECTHO ¢ komaHmoi --list. B
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CJIydyac€ HUCIIOJIb30BaHUA C KOMaH,Z[OfI --|iSt, B BBIBO/J 3TOU KOMaH/IbI
BKJIIOUAIOTCS TaK ke UMs uHTepdeiica, CUETUYMKN MAKETOB U OalT
JJI1 KQXKO0T0 IMpaBrjIa.

Ecmun xmrou -V, --verbose HCIIOJIB3YCTCA C KOMaHIdaMU --
append, --insert, --delete wmu --replace, To Oymer BbIBeICH

MOAPOOHBI OTYET O TPOU3BEICHHOM OIepaInu.

Kittou -x, --exact
Komanowi, ¢ --list
KOMOpuIMU
UCnonb3yemcs
Onucanue Jlist Bcex umcen B BHIXOJHBIX JAHHBIX BBIBOJSTCS UX TOYHBIC
3HaueHUs 0e3 OKpYTIeHus U 0e3 UCIoNb30BaHus MHOXHTeNeH K, M,
G. DTOT KIIOY HCHOJB3YeTCS TOJABKO ¢ KomaHmou --list m He
MPUMEHHM C APYTUMHU KOMaH/IaMH.
Krou -n, --numeric
Komanow, ¢ --list
KOMOpuIMU
UCnonb3yemcs
Onucanue 3acrasnser iptables BeiBoauTh IP-ampeca u HomMepa MOpTOB B
9UCIIOBOM (hopmare, MpeoTBpaIias MOMBITKH MPeoOpa3oBaTh UX B
CUMBOJIMYECKHE HMEHA. J[aHHBIM KIIOY HMCHOJB3YETCS TOJBKO C
KOMaH0i --list.
Krou --line-numbers
Komanow, ¢ --list
KOMOpuIMU
UCnonb3yemcs
Onucanue Kirou --line-numbers Bkimowaer pekuMm BbIBOjIa HOMEPOB
CTPOK TIpU OTOOpakeHHM CIHCKa mpaBui Komaumou --list. Homep
CTPOKH COOTBETCTBYET MO3HMIIMM MpPaBHJIA B IEMOYKE. JTOT KIOU
UCIIOJIb3YETCSI TOJBKO C KoMaH 0¥ --list.
Kitou -c, --set-counters
Komanowt, c --insert, --append, --replace
KOmopvimMu
UCnonb3yemcs
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Onucanue

DTOT KIOY UCHONB3YeTCsl Il YCTAaHOBKM HAYaJIbHOTO
3HAYEHUSA CUYETUYMKOB IIAKETOB W OaliT B 3aaHHOC 3HA4YCHUC IIpH
CO3/IaHMM HOBOTO TipaBmiia. Hanmpumep, kimou --set-counters 20 4000

YCTAHOBUT CYETYHMK MAaKeTOB paBHBIM 20, a cU€TUMK OailT paBHBIM

4000.

Kputepun

Hixe PACCMOTPCHBI KPUTCPUU BBI60pa IMMaKE€TOB, K KOTOPLIM JOJIZKHO OBITh IMPUMCHCHO

MPaBUJIO, pa30UTHIE HA TPYIIIBL:

L4 06].].[1/16 KPpUTCPUH, KOTOPBIC MOT'YT UCIIOJIb30BATLCS B JIFOOBIX IIpaBUIax,

e  TCP-kpuTepuu, KOTOpbIE MPUMEHSIOTCS TOIBKO K TCP-makerawm;

e  UDP-kputepuu, KOTOpble NpUMeHsI0TCs Tosibko k UDP-nakerawm;

e  ICMP-xpurepun st padotsl ¢ ICMP-makeramu.

O6wme KputTepumn

O6I_I_II/IC KPpUTCPpUH JOITYCTUMO yT[OTpCGHSITB B JIFOOBIX [MpaBujIaX, OHU HC 3aBUCAT OT THUIIA

POTOKOJIA.
Tabmuna 5. O0uue KpuTepun
Kpurepnit -p, --protocol
TIpumep iptables -A INPUT -p tcp
Onucanue OcHoBHbIe 3Ha4yeHus: tcp, udp, icmp, uwau all. TIpoTokon MoxkHO
3a7aTh C TOMOIIBI0 HOMEpa, WIM Ha3BaHHs, YyKa3aHHOrO B (aiine
[etc/protocols. 3nak «!» nepen MMeHEeM MPOTOKOIA U3MEHSET KPUTEPHIA Ha
NPOTUBOIIONIOKEHHBIN (Hampumep, !tCP o3HawaeT: <«1000H MPOTOKOI,
kpome TCPy»). 3nauenne «JIr000¥ MPOTOKOI» MOKHO YKa3aTh C TTIOMOIIBIO
cioa all i yucna 0. Eciu mpoTokon He yka3aH, TO MOIpa3yMeBacTCs
«JIr06011 MPOTOKOI.
Kpurepuii -S, --Src, --source
Ipumep iptables -A INPUT -s 192.168.1.1
Onucanue IP-angpec(a) wucrounmka  maketa. MOXHO  HCIOJIB30BAThH
eIMHCTBEHHBIH ajapec, Kak IoKa3aHo B mnpumepe. Ho nomyckaercs
yka3bIBaTh mojceth B Buae address/mask, nanpumep, 192.168.0.0/24 unm
192.168.0.0/255.255.255.0. 3nak «!» nmepen aapecom U3MEHSIET KPUTEPUi
Ha POTHBOIOJIOKCHHBIH, T.€. 3amuch --source ! 192.168.0.0/24 o3navaer:
«tro0oi anpec, kpome noaceru 192.168.0.0/24».
Kputepuii -d, --dst, --destination
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Iipumep

iptables -A INPUT -d 192.168.1.1

Onucanue

IP-anpec(a) momyuarens. Mcronb3yeT CHHTaKCUC, aHAJOTUYHBIN

KPUTEPHIO --SOUICE.

Kpurepuii

-i, ——-in-interface

IIpumep

iptables -A INPUT -i ethO

Onucanue

Vka3piBaeT wuHTepdelc, uvepe3 KOTOPBIA IOJNydyeH MakeT.
Vcnonb3oBaHue 3TOr0 KPUTEPHsl JIONMyCKAaeTcss TOJNbKO B IIEMOYKax
INPUT, FORWARD u PREROUTING, B 1100bIX Ipyrux ciyuyasix Oyner
BbI3bIBaTh COOOIIEHHE 00 OINOKe.

3uak  «!» mepen  agpecoM  M3MEHSET  KpUTepuil  Ha
NPOTHBOMNOJOXKEHHbIN. Ecnu ykazanHoe uMs nHTepgeiica KoHYaeTcsl Ha
«+», TO KPUTEPHIO COOTBETCTBYIOT BcE HHTep(delcs, YbH WMEHa
HAYMHAIOTCS C 3aJaHHON CTPOKH, Hampumep, -1 PPP+ o3Hauaer «1r000i
PPP-untepdeiic», a 3anmuch -i ! eth+ o3nadaer «r060it naTepdeiic, kpome
ethy.

Ecnin mapamerp --in-interface He yka3aH, TO KPHTEPHUIO

COOTBETCTBYIOT MAKEThI U3 JTIOOOTO CETEBOTO MHTEpPeiica.

Kpurepuii

-0, —--out-interface

Iipumep

iptables -A FORWARD -0 ethO

Onucanue

3aaeT UMs BBIXOJHOTO UHTep(delica. ITOT KpUTEPUd TOMYCKaeTCs
HCIONL30BaTh TOJNBKO B nenodkax OUTPUT, FORWARD wu
POSTROUTING, B mpoTHBHOM ciy4ae OyJdeT T'€HEepUpOBATHCS
coob1eHue 06 ommoke.

Hcnonp3yeT CHHTAKCUC, aHAJIOTMYHBIH KpuTepuio --in-interface.

Kpurepnit

-f, —-fragment

Iipumep

iptables -A INPUT -f
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Onucanue

Kpurepuio cooTBETCTBYIOT TOJIBKO (PparMeHTUPOBAHHBIE MaKETHI,
HauyMHasE co BToporo (parmenrta. 3Hak «!» mepen aapecoM H3MEHsET
KpUTEpUI Ha IPOTHUBOIIOIOKEHHBIN.

VY Takux (QparMeHTOB, HAaYMHAs CO BTOPOrO, HET 3arojioBKa ¢
nopTaMM  OoTmpaBUTeNst M noiydatens (wim ¢ tunom  ICMP).
CnenoBatenbHO, Takue (QparMeHTbl HE COOTBETCTBYIOT KPHUTEPUSIM,
cojepkamuM Homepa moptoB. C momomiplo  (GparMeHTUPOBAHHBIX
[IAKETOB MOTYT INPOM3BOAMTHCS aTakKd Ha Ball KOMIBIOTEP, TaK Kak

(I)pal"MCHTBI IMMaKE€TOB MOT'YT HC OIIPCACIATHCA APYT'UMU IIpaBUJIAMU.

HesBHbIe Kputepun

Ot KPpUTCPUHU TaK Ha3BAHBI IMOTOMY, YTO OHH MNOATPYXKAKOTCA HCABHO U CTAHOBATCA

JOCTYIHBI IIPU YKa3zaHHUU COOTBCTCTBYIOLICTO KPUTCPUSA --prOtOCOI. B mBacrosmmii MOMEHT

CYLIECTBYET TPH AaBTOMAaTHYECKH NOArpykaeMbIX pacimmpenus, 310 TCP-kputepun, UDP-

kputepun u ICMP-kputepuu. 3arpy3ka 3THX pacUIMPEHUN MOXKET MPOU3BOIUTHCS U SBHBIM

o0pa3oM ¢ moMomIbIo KiTtoua -M, -match, Harnpumep -m tep.

TCP kputepum

DTOT HAOOp KPUTEPHEB MCIONB3YeTCs NMPU yYKa3aHWU B MpaBUiIaX Kputepus --protocol

tcp.
Tabnuua 6. TCP kputepuun
Kpurepuii --sport, --source-port
IIpumep iptables -A INPUT -p tcp --sport 22
Onucanue Omnpenensier mMOpT, ¢ KOTOPOro OBLT OTHpaBiieH makeT. llopt

MOKHO 3a7aTb C IIOMOLIbK0 HOMEpa, WM Ha3BaHUA, YKa3aHHOIO
letc/services. Homepa mopToB MOTYT 3a/aBaTbhCcs B BHUJE WHTEpBajla W3
MWUHHMAJIBHOTO W MAaKCUMaJIIBHOTO HOMEPOB, HAIpuUMep, --SOurce-port
22:80.

Ecin onyckaercs MMHMMAaJIbHBIM HOMEp MOPTa, TO B KAayeCTBE
Hayasa Auana3oHa npuHumaercs uucio 0, Harpumep, --source-port :80.

Ecnn omyckaercs MakCMManbHBII HOMEp NOpPTa, TO B KAayeCTBE
KOHIIa JUara30oHa MpuHUMaetcs dncio 65535, mampumep, --source-port
22..

3nak «!» mepen HOMepoM TMopTa H3MEHAET KpUTEpUHd Ha
MPOTHBOIOJIOKEHHBIN, HampuUMep, 3amuch --Source-port ! 22 osnagaer

«JT1000M MopT, KpoMe 22».
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Kpurepuii --dport, --destination-port
Ipumep iptables -A INPUT -p tcp --dport 22
Onucanue Omnpenensier noprt, KOTOpoMmy ajapecoBaH makeT. lMcmoms3yer
CHUHTAKCHC, AaHAJIOTUYHBIN KPUTEPUIO --SOUrCe-port.
Kpurepnii -—tcp-flags
TIpumep iptables -p tcp --tcp-flags SYN,FIN,ACK SYN
Onucanue ITo3BossieT yka3aThb CHMCOK YCTaHOBIEHHBIX M CHATBIX TCP-

¢dbnaroB. B macke mepeuuncrnstoTcs (depes 3amsaTyro, 0e3 mpoOernoB) Bce
npoBepsiembie (pyraru, manee, mociie mpoOerna, TMEPEeUUCsioTcs (Takxke
Yyepes 3amsITyi0) T€ U3 HHUX, KOTOpbIe JOJDKHBI OBITh YCTaHOBIEHBI. Bce
ocTajbHbIE, TMEepEUYHucCICHHbIE B Macke, (jaru JOKHBI OBITH CHSTHL
Bosmoxnsie ¢maru: SYN, ACK, FIN, RST, URG, PSH. Taxxe M0oxHO
ucnonb3oBath niceBaoduiaru ALL u NONE, o6o3nagatomnue «Bce dhaaru

n «HHU OJHOI'O (bnara», COOTBETCTBCHHO.

UDP kpuTtepum

DTOT HAOOp KPUTEPHEB MCIOIB3YeTCs MPU YKa3aHWU B MpaBUIIaX Kputepus --protocol

udp.
Tabmuua 7. UDP kputepuu
Kpurepuii --sport, --source-port
Ipumep iptables -A INPUT -p udp --sport 53
Onucanue Omnpenensier mopT, ¢ KOTOporo ObLI oTmpaBieH mnakeT. llopr

MOXHO 3aJaTh C T[IOMOIIBIO HOMEpa, WJIM Ha3BaHHs, YKA3aHHOTO
[etc/services. Homepa mopToB MOTYT 3a7aBaThCs B BHE HHTEpBala U3
MHHAMAJIFHOTO ¥ MaKCHUMaJbHOTO HOMEPOB, Hampumep, --Source-port
22:80.

Ecnu omyckaercss MUHMMAJIbHBIH HOMEp IMOpPTa, TO B KadecTBE
Hayvajia Jrana3ona npuanMaetcs ancio 0, Hampumep, --source-port :80.

Ecnu omyckaercss MakCMMaibHBIE HOMEp TOpTa, TO B KayecTBE
KOHIIa JlMarna3oHa MpUHUMAeTcs 4ucio 65535, nampumep, --source-port
22:.

3nak  «!» Tmepea HOMEpOM TIOpTa H3MEHSET KpUTepHd Ha
NPOTUBOIIOJIOKEHHBIN, HapuMep, 3amuch --source-port ! 22 oznadaer

«11000i11 opT, Kpome 22».
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Kpurepuii --dport, --destination-port

Ipumep iptables -A INPUT -p tcp --dport 22

Onucanue Omnpenensier nopr, KOTOpoMmy ajapecoBaH makeT. Mcmons3yer

CHUHTaKCHC, aHaJOTUYHBIN KPpUTCPUIO --Source-port.

ICMP kputepum

DTOT HA0OP KPUTEPUEB HCIOIB3YETCs MPH YKa3aHUW B MpaBUIIaX Kpurtepus --protocol
icmp.

[Mporokonr ICMP wucnonme3yercs sl Tiepenavyd COOOIIEHWH 00 ommOKax W Ul
ynpaBJieHus: coenquHeHueM. OH He SBISETCS MOAYMHEHHBIM TpoTokony IP, HO TecHO ¢ HUM
B3aMMOJICHCTBYET, MOCKOIBKY TOMOraeT o0pabaThiBaTh OMIMOOYHBIE CHUTYAI[MU. 3aroJOBKU
ICMP-m1akeToB oueHb MOX0KH Ha IP-3arooBKy, HO UMEIOT U OTJIMYMS. | TaBHOE CBOMCTBO 3TOrO
MIPOTOKOJIA 3aKJTFOYASTCS B TUIIEC 3ar0JI0BKa, KOTOPBIM COACPKUT MHPOPMAITUIO O TOM, YTO 3TO 32
naket. Hanpumep, mpu MOMBITKE COSAMHUTHCS ¢ HEJJOCTYITHBIM XOCTOM, T€HEPHPYETCS OTBETHOE
coobmienue ICMP host unreachable.

Tabnuua 8. ICMP kputepuu

Kpurtepnii --icmp-type
TIpumep iptables -A INPUT -p icmp --icmp-type 8
Onucanue Tun coobmenus ICMP onpenensercs HOMEPOM MM HMEHEM.

Uucnoseie 3naueHust onpeaentys B8 RFC 792. UtoObl momy4YuTh MOTHBIN
CIUCOK JTOMYCTHMBIX 3HAUCHUN KPUTEPHUS BBITIOIHUTE KOMaH Iy iptables --
protocol icmp --help.

3Hak «!» nmepen HOMEpOM TUIA COOOIIEHUS U3MEHAET KpUTEpU Ha
NPOTHUBOIOJOXKECHHBIN, HAampUMep, 3amuch --icmp-type ! 8 o3nadaer

«to60e ICMP-coobrenue, kpome eCho-3arrpocoBy.

OencrTBus

leticmeue - 3TO yKazaHWe, KaKuM 00pa3oM HeoOXxoammo o0paboTaTh MakeT, €CIu OH
COBIAJI C 33/IaHHBIM B IpaBuje kputrepueMm. Hampumep, MoxHO nmpumeHuTh aeiictBue DROP
nnn ACCEPT k nakery, B 3aBUCUMOCTH OT HauX HyXkJ1. CylniecTByeT U psiJ APYTUX AEUCTBHIA,
KOTOPBIE OIUCBIBAIOTCS HUXKE.

B pesynbrare BbINOMHEHUS OAHMX IEHCTBHI, 00paboTKa mMakeTa B TEKYIIEH LETOYKe
npekpamaercs, Hanpumep, DROP u ACCEPT, B pesynbrare Apyrux, HOCJ€ BbIIOJHEHUS

HEKOTOpBIX orepauui, obpaboTka makera mnpojpoipkaercs, Hampumep, LOG, B pesynbrare
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paboTsl TpeThux makeT Bumousmensercs, Hapumep, DNAT u SNAT, TTL u TOS, HO Tak xe
MIPOJOJIKAET MPOJBUKEHHE IO LIETIOYUKE.

[eticmeue ACCEPT ne wuMeer AONOJHUTENBHBIX KiIroued. Eciu Hax makeToMm
BoinonHsieTcs: nerictBue ACCEPT, To makeT mpekpaimaer ABM)KEHHE IO Ienouke (M BCeM
BBI3BABILIUM IIEMIOYKaM, €CIIU TeKyllas 1ernoyka Obuia BioxeHHoW) u cuntaerca [IPUHATHIM,
TeM HE MeHee, MaKeT MPOJOJDKUT JIBIKCHHE TIO IETOYKaM B JIPYrUX TaOJWIaX U MOXKET OBITh
OTBepruyT TaM. JlelicTBue 3aqaercs ¢ momoiibko kitova -] ACCEPT.

Heticmeue DROP npocto orOpackiBaeT oOpadarbiBaeMblii naketr. OO0paboTKa MaKeToB,
K KOTOpbIM ipuMeHeHo feiictBue DROP mpekpamaercst moJiHOCTEIO, T.€. OHU HE TEePelaloTCs B
Jpyrue TabiuIbl, Kak 3TO Mpoucxoaut B ciydae ¢ aeictsuem ACCEPT.

Hetcmeue REJECT wucnonb3yeTcs, Kak MpaBUjIo, B T€X e cuTyarusx, uto u DROP,
Ho B omnumuue ot DROP, xomampa REJECT Beimaer cooOmenne 00 ommOKe Ha XOCT,
nepeaasmuii naker. JeiictBue REJECT moxer ucnonb3oBaThes Tobko B 1enoukax INPUT,
FORWARD u OUTPUT (u BO BIOXEHHBIX B HHUX Lenoykax). [loka cyiiectByeT TOJIBKO
eIMHCTBEHHBIN KITI0Y, yrpasisitonwii neiicreuem REJECT.

Tao6muma 9. Jleiicteue REJECT

Knrou --reject-with

Ipumep iptables -A FORWARD -p TCP --dport 22 -j REJECT --

reject-with tcp-reset

Onucanue VYka3bIBaeT, Kakoe cooOIlIeHne HeoOXOauMO TMepelaTrbh B OTBET,
€CIIM TIaKeT COBIAJ ¢ 3aJaHHBIM KpuTepueM. [Ipu mpuMeHeHun neidcTBuUs
REJECT x makery, cHavaja Ha XOCT-OTIPaBUTENIb OYIET OTOCIaH
yKa3aHHBI OTBET, a 3areM MakeT Oyaer orOpomeH. [lo ymomuanuto

nepeaaercs coodienue port-unreachable.

Heticmeue RETURN BrI3bIBaeT mpekpanieHue o0padOTKH MaKeTa B TEKyIIEH Lenovke
MPaBUJI ¥ BO3BPAT B BBI3BIBAIONIYIO IEMOYKY, €CJIM TEKYyIIas Ierovka Obla BIOKEHHOU, JTHO0
IPUMEHEHHE K MaKeTy MOJUTHKH 10 YMOJIYaHMIO, B MPOTUBHOM ciy4yae. OOBIYHO, B KayecTBe
MIOJINTUKHU 0 yMoa4aHuio ucnonb3yrores aeictsuss ACCEPT niau DROP .

Hetcmeue LOG ciyxuT 1151 3aHECEHUS B KypHa (MPOTOKOIUPOBAHUS) HH(POPMAITUH
U3 OT/IEJIbHBIX MTAKETOB U O MPOM30LIEIIINX COOBITHAX. B KypHaI MOTyT 3aHOCUTBCS 3ar0JI0BKH
IP-makeroB u npyras uHTepecytomas uHpopmauus. VHbopmanus u3 KypHana MOXET ObITh
3aTeM U3BJE€YeHAa M o0paboTaHa ¢ momolnelo mporpamm dmesg, syslogd wnm wHBIX,
npeaHa3HauYeHHBIX I paOOTHI C CHCTEMHBIMH KYPHAJIaMH.

JeiictBuem LOG ynpaBisioT naTh KIr04ei, KOTOpbIE MEPEUUCIICHbI HIDKE.
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Tao6muna 10. Kimroun netictsusa LOG

Kmrou --log-level
TIpumep iptables -A FORWARD -p tcp -j LOG --log-level debug
Onucanue Hcnone3yercst mist 3ajaHus ypoBHs mnpoTtokonupoBanus (log
level). TlomHblii CHOUCOK ypOBHEH TMEPEYHCIEH B PYKOBOJCTBE IO
syslog.conf.
Knrou --log-prefix
Ipumep iptables -A INPUT -p tcp -jJ LOG --log-prefix "INPUT
packets™
Onucanue Kitou 3amaet Teker (mpeukc), KOTOpsIM OyAYyT IpeaBapsAThCs BCe
coobmenus iptables. CooOmieHust co cnenuupUIHBIM TPEPHUKCOM 3aTeM
JIETKO MOKHO HaWTH, K npumepy, ¢ nomomibio grep. Ilpeduxc moxer
coziepkaTh 10 29 CHMBOJIOB, BKIIFOYAsI IIPOOEIIHI.
Knrou --log-tcp-sequence
Ipumep iptables -A INPUT -p tcp -j LOG --log-tcp-sequence
Onucanue Hcnonp3yercst st 3anmcy B xypHai mosst TCP Sequence u3 TCP-
3aroJI0BKa MakerTa.
Knrou --log-tcp-options
Ipumep iptables -A FORWARD -p tcp -j LOG --log-tcp-options
Onucanue Wcnonb3yercst s 3anmuck B kypHan monst Options uz TCP-
3aroJI0BKa MakerTa.
Kirou --log-ip-options
TIpumep iptables -A FORWARD -p tcp -j LOG --log-ip-options
Onucanue Wcnonp3yercss mias 3anuicu B OkypHan monst Options us  IP-
3arojioBKa Makera.

Crnenyromme paeiicteusi: SNAT, DNAT, MASQUERADE u REDIRECT moryr ObITH

ucrons3oBanbel Tonbko B Tabmmme nat. NAT(Network Address Translation)-npeoGpazoBanus

MO3BOJISIOT 3aMEHHTH B 3arojioBKax maketoB IP ajpec nCTOUHMKA MITM HA3HAYEHHUSI, @ TAKXKE
NOPT MCTOYHWKA WM HazHaueHus. B netfilter cymecTByroT 1Ba OCHOBHBIX JIEHCTBUS,

no3BoJisironue ocymecTBuTh NAT-peobpazoBanusi: SNAT — st 3aMeHBbI ajipeca u/uiau mopra

ncrtounuka u DNAT — IJId 3aMCHEI aZipeca Y/ WA ImopTa Ha3HAYCHUS.
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11.16.11.2

192.168.1.1

ethl

192.168.1.22
o

Puc. 22. O6mas cxema ¢pynkimonupoBanust NAT

Kpome Toro, y SNAT n DNAT cymecrByror vactHeie ciydan: MASQUERADE —
gacTHbI cimydail SNAT, REDIRECT — wactasli ciiydait DNAT.

Ha Puc. 22 mpusenena o6mas cxema pabotsl NAT. Ilpu stom mpu pabore NAT B
HaMATH MEKCETEBOTO HKpaHa co3aércsl TabiuIa, B KOTOPOM XPaHATCS MapaMeTphl TEKYIIEro

TPAaHCIIMPYEMOTO CeaHca:

1o NAT nociie NAT
Source IP Port source Source IP Port source
192.168.1.22 2023 194.168.11.202 2023

Ecnu cnyuntces Tak, 4To JBa X0CTa U3 BHYTPEHHEH ceTH 00paTATCS K OJJHOMY U TOMY e
pecypcy u y HUX OyJeT HCIOIb30BaH OJUH M TOT ke mopT ormnpaButens, To NAT mpoussenér

TAKIKC 3aMCHY HOMCpA IOpTa:

no NAT nocite NAT

Source IP Port source Source IP Port source
192.168.1.22 2023 194.168.11.202 2023
192.168.1.25 2023 194.168.11.202 2024

He cmotpst Ha TO, uto cereBoit Guiabtp u NAT siBusirorest vactsimu netfilter — sto

pasHbIe MMOJCUCTEMBI, TIPEIHA3HAUCHHBIE TS PasHbIX 1eeid. JIist GyHKIIMOHUPOAaHUsI CETEBOTO
¢bunbTpa ucnone3yercs tadbmura filter, mst NAT npeobpaszoBanuii — tabnuia nat.

HacrostensHO He PEKOMCHAYCTCA IMMOMEIIATh ITpaBUJIa (bHHBTpaI.[HPI B IICTIOYKH Ta6J'II/II_U>I

nat.
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Hetcmeue SNAT (Source Network Address Translation) wucnons3yercs s
npeoOpa3oBaHMs CETEBBIX aIPECOB OTIIPaBUTENEH, T.e. M3MEeHeHHe ucxoasmero [P-aapeca B IP-
3arojOBKE IaKeTa, YTO OBbUIO T[OKa3aHO BbIIIE. OJTO JEHCTBHE HCHOJb3yeTcs s
IIPEeIOCTaBIIEHUsl JocTyna B VIHTEpHET KOMIbIOTEpaM JIOKAJIBHON CETH NPU HAJIUYHUU TOJIBKO
onHoro myonuyHoro IP-ampeca. [Inst aToro HeoOXOAMMO BKIIIOUUTH TMEPECHUIKY IaKeTOB
(forwarding) B sipe 1 3aTeM CO37aTh MPaBUIIa, KOTOPbIe OyIyT TPaHCIUPOBATH Ucxoasiue IP-
azpeca JOKaJIbHOM CETH B peajbHBIM BHENIHMM azapec. B pesynbrate Bce xocThl B MHTEpHETE
OyIlyT CUMTATh, YTO UCTOYHUKOM 3aIPOCOB SBIISETCS MeKceTeBol 3kpaH netfilter.

SNAT pnomyckaercsi BBIIOJHATH TOJAbKO B Tabmuue nat B nemouke POSTROUTING.
Jpyrumu cioBaMu, TOJIBKO 3[€Ch JOIyCKaeTcsl mpeoOpa3oBaHHE HCXOASIIUX aapecoB. Ecnu
NEpPBbI MakeT B COEAMHEHUH IIOJBEPrcs MPeoOpa3oBaHUIO HCXOMSIIEro ajapeca, TO Bce
MOCJeIyIOIUe MaKeThl U3 ATOTr0 K€ COeOUHEeHUs OyayT mpeoOpa3oBaHbl aBTOMAaTHYECKH Oe3
MOBTOPHOTO MPUMEHEHHSI 3TOM LIETTOYKH MPaBUII.

Ta6muma 11. JleiictBue SNAT

KHIOLI --to-source

Tpumep iptables -t nat -A POSTROUTING -p tcp -0 ethO -j SNAT
--to-source 194.236.50.155-194.236.50.160:1024-32000

Onucanue Kmrou --to-source wucmosb3yercss A yKazaHWd — ajpeca,
[IpUcBauBacMoro nakery. MHbIMU cioBamu, 3TOT K04 ykasbiBaere IP-
ajzipec, KOTOpbI OyAeT MOJACTaBIEH B 3arojoBOK I1aKeTa B KauecTBe
HCXOJIAILETO.

Ecnmu BBl coOupaerech mepepaclpefessaTb Harpy3Ky MexIy
HECKOJIbKUMH OpaHMay3paMH, TO MOXKHO yKa3aTh JUAara3oH aJpecoB, e
HayaJbHBIM M KOHEUYHBIN ajpeca auara3oHa paslemsioTcs aeducom,
Hanpumep: 194.236.50.155-194.236.50.160. Torna, konkpetHslii [P-agpec
Oyzner BbIOMpaTbCs M3 JUAaNa3oHa CIyd4ailHbIM 00pa3oM Il KaKIOro
HOBOI'O IIOTOKA. JIONOJHHUTEIBHO MOHO YyKa3aTh [HAaIla30H II0PTOB,

KOTOpBI€ OyIyT MCIOJIL30BATHCA TOJBKO i HYKI SNAT.

Hetcmeue DNAT (Destination Network Address Translation) wucmons3yercst st
npeoOpa3oBaHusi ajapeca HazHadueHuss B I[P-3aronmoBke makera. Ecnu maker moamamaer mon
KpuTepuil npasuia, BeinonHsomero DNAT, To 3ToT naker, 1 Bce NMOCIENYIONME MAKEThl U3
3TOr0 ke IMOTOKa, OyayT MOABEPTrHYTHl NPeoOpa30BaHUIO aJpeca HAa3HAUCHHs] M IepelaHbl
TpeOyeMOMYy YCTPOMCTBY, XOCTY HJIU CETH.

JeiictBue DNAT wucnonb3yercss B TeX Ciydasx, Korga HEOOXOIMMO IpeIOCTaBUThH

JIOCTYI K pecypcam, pacrojiOKEHHBIM BO BHYTPEHHEH CETH, KJIMEHTaM, HaXOISAIIMMCS B
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WutepHere. T.K. KIMEHTbI UMEIOT BO3MOXKHOCTh OOPATUTHCS TOJIBKO K PEaJbHOMY BHEIIHEMY
aZipecy MekceTeBoro skpana, To aerictBue DNAT mo3BosisieT peTpaHCIMpoBaTh TakoW 3ampoc
MyTEéM 3aMEHBI aJipeca MoJy4aTessi CO CBOETO aJipeca Ha peajbHblii BHYTPEHHUH ajipec pecypca.
Jeticteue DNAT MmoxeT BBITOIHATBECS TOJBKO B 1enmoukax PREROUTING u OUTPUT
TabmuIBl Nat, ¥ BO BIIOKEHHBIX IIEMOYKaX. BakKHO MOMHHUTH, YTO BIIOKEHHBIE LEMOYKH,
peanuzytonie DNAT He nomkHbI BeI3bIBaTHCA M3 Apyrux nenouyek, kpome PREROUTING u
OUTPUT.
Ta6muma 12. [letictBue DNAT

Kirou --to-destination

Ipumep iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67 -
—-dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

Onucanue Kirou --to-destination ykaswiBaer, kakoii IP-agpec momkeH ObITh
MOJICTAaBJIeH B KayecTBE ajpeca Ha3HayeHHs. B Bblllle NpUBEIECHHOM
NpyUMepe BO BCEX MakeTax, npumeamux Ha aapec 15.45.23.67, aapec
HazHaueHus OyneT M3MEHEeH Ha OJMH U3 aJpecoB Juama3oHa
192.168.1.1+192.168.1.10. Bce makeTsl W3 OJHOTO TMOTOKa OyIyT
HaAIpaBIATbCA HAa OJIMH U TOT K€ ajpec, a A KaKJIO0ro HOBOTO MOTOKa
OyIeT BRIOMpAThCS OAMH U3 aJPECOB B YKa3aHHOM JHANa30He CIyYaiHBIM
o0pazoM. MOXXHO Takke OIpeNesuTh eAUHCTBeHHbIH [P-anpec. MoxHO
JIOTIOJTHUTENBHO YKa3aThb MOPT WJIM JUana3oH IOPTOB, Ha KOTOPBIH
(xoTopeie) Oymer mepenampaBieH Tpaduk. Jms storo mocie IP-aapeca
yepe3 ABOETOYHE HEOOXOAMMO yKasaTh MOPT, Hampumep, --to-destination
192.168.1.1:80, nubo --to-destination 192.168.1.1:80-100. VYka3anue
MOPTOB JIOIYCTUMO TOJIBKO 1pH padote ¢ npotokosamu TCP unmu UDP, u

NpY HAJTMYHUU OMIMHU --Protocol B kpurepuu.

Hetcmeue MASQUERADE B sBasercs wactHeiM ciydaeM SNAT, koraa
HeIeecoo0pa3Ho UCIONIb30BaTh KII0U --t0-SOUrce. DTo MPOMCXOJUT B TeX Ciydasx, kornpa IP-
ajipec BHEIIHEMY MHTep(delicy MeKCeTeBOro sKpaHa MpUCBAaUBACTCsl YCTPOMCTBY IMHAMUYECKH,
KaK B pacIpoCTpaHEHHBIX B HacTosmee BpeMs ADSL-niokimoueHusX.

Masquerade moxpasymeBaet nonydenue IP-agpeca ot 3aganHOrOo cereBoro mHTepdeiica
BMecTOo mnpsiMoro ero ykaszanus. [leiicteue MASQUERADE wumeer xopoimiee CBONCTBO —
«3a0bIBaTh» NapaMeTphl COEOUHEHUS TpPU OCTAaHOBKE CETeBOro HuHTepdeiica, T.K. MpHU
UCIOJIb30BaHUU JuHamudeckoro IP-agpecoM ecTh BEpOSTHOCTH MpHU CIEAYIOUIEM 3aIlycKe

uHTepdeiica nonyuuts apyroit IP-agpec, uro B mo0oM ciydyae MpUBEAET K HEOOXOIUMOCTH
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MOBTOPHOM yCTAaHOBKHM COEJMHEHUH, W TOATOMY HELENecO00pa3HO XPaHUTh YCTapeBLIYIO
nH(pOpMAaLIHIO.

Hetictesue MASQUERADE mosxeTt ObITh ucmionb3oBano BMecTo SNAT, maxke ecinu BbI
uMeeTe oCTOsIHHBIN [P-anpec, HO ero He ciaeayeT CUuTaTh NPEANOYTUTEIbHBIM, TOCKOJIBKY OHO
MHTEHCUBHEE UCIIOJIb3YET CUCTEMHBIE PECYPCHI.

HeitctBue MASQUERADE nonyckaercs ykasbiBaTh TodbKO B 1ieniouke POSTROUTING
Tabnumel Nat, Tak ke kak u aeiicteue SNAT.

Heticmeue REDIRECT BrinosnHseT nepeHanpaBieHHe aKeTOB M MOTOKOB Ha JIPYrou
IOpT TOM ke camoil MammHbl. K mpumepy, MOxHO makeTsl, noctynaromue Ha HTTP mopr
nepeHanpaButh Ha nopt HTTP proxy. [eiictBue REDIRECT odens ymoOHO myis co3maHus
«IIPO3PavyHOro» IpPOKCU-cepBepa (transparent proxy), KOrna KOMIBIOTEPHI B JIOKAJIbHOW CETH
JlakKe HE TI0JI03PEBAIOT O CYLECTBOBAaHUH IPOKCH.

REDIRECT moxer wucmons3oBatbcs Toiabko B nernoukax PREROUTING u OUTPUT
tabmuiet Nat. J{ns aeiicteus REDIRECT nipegycMoTpeH TOIBKO OUH KITHOY:

Ta6muma 13. [etictBue REDIRECT

K.]-HOLI ——tO—portS

Ipumep iptables -t nat -A PREROUTING -p tcp --dport 80 -j
REDIRECT --to-ports 8080

Onucanue Kmtou --to-ports ompepenser mnopT WIM Juana3oH IOPTOB
HasHaueHus. lIpu orcryrcTBHm Kirowa --t0O-pOrtS mepeHanpaBieHus He
IIPOUCXOJUT, T.€. NAKET NepeNacTcs NOPTY HA3HAUYCHUS, IBHO YKa3aHHOMY

B TCP- wiin UDP-3aronoBke.

[TonHOe omucaHue cHMHTaKCKCca KoMaH sl iptables MoXHO HaliTH Ha caliTe MPOEKTa M Ha

PYCCKOSI3BIYHBIX pECYpCax, MOCBAMIEHHBIX 3TOMY IIPOEKTY.
Ucnonb3oBaHue koHurypaTopa Alterator

Hacrpoiika mexcereBoro skpana netfilter/iptables mponenypa nocratrouno kponornusas
U TpyHAOoEMKas, 0OCOOCHHO Ul HAYMHAIOLIETO aJMWUHHCTPATOpa, M IIeHa OIMOKH JOCTATOYHO
Besmka. [103ToMy B 00pa30BaTeIbHBIX YUPEKICHUAX PEKOMEHIYETCS HCIOJIb30BaTh pPEIICHHE,
Bxonsauiee B KommuiekT IICIIO: monynbHbIM KOHGUIYpaTop, MOCTPOEHHBIM MO TEXHOJIOTUU
Alterator. Konduryparop MoxeT ObITh HCIIOJB30BaH KaK B IPOIECCE YCTAHOBKH CUCTEMBI, TaK U
JUISl HACTPOWKH YK€ YCTAHOBIICHHOH CHCTEMBI.

Alterator moxHo pazmenuth Ha aBa cios: backend u frontend. Tlepssrii cioit peanusyet
HU3KOYPOBHEBOE B3aMMOJCHCTBHE C CHCTEMOM, BTOPOM — BBICOKOYPOBHEBBIM HMHTEp(deEic ¢

nonb3oBarenem (Puc. 23).
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Alterator system:

_ QT-based control center
[ | # acc
alteratord | . J
k" [ Y —_ WWW control center

# ahttpd

QT-based installer wizard
# alterator—wizard

"

i | T y i
| ' QT-based standalone interface
' f Y # alterator-standalone
'-.__. ‘.
0Ss command line interface

# alterator-cmdline

T8 sn

seoejIajurl

Puc. 23. ApxurekTypa koHpuryparopa Alterator

Texunomnorust Alterator paspabarbiBanack Ui YIpaBlICHHS CEPBEPOM MO CETH, MTO3TOMY
ObUIO HEOOXOJUMO 00€CleYnTh MAaKCUMaJIbHO BO3MOKHBIM YpOBEHb O0€30MacHOCTH Mpu
nepeaade ayreHTH(PUKAIMOHHBIX JaHHBIX, T.K. TOAKIIOYAThCS K KOH(UTYpaTopy HEOOXOIUMO
OT MMEHH Cymeprob3oBaTens. s Toro, 4ToObl Maposib He MepeaaBaliCs MO0 CETH OTKPHITHIM
TEKCTOM, M HCHOJb3yeTcs 3amu@poBaHHOE coequHeHne. HeoOXoauMo OTMETUTh, YTO JUIs
MOJKITIOYEHUST UCTONb3yeTcss HecTaHmapTHeid mopt — 8080, d9ro Takke TOBBIIIAET
3alUIIEHHOCTh MHTep(elica B3auMOJSICTBUS aAMUHHUCTpaTOpa ¢ cepBepHOi yacThio «LleHTpa
YIIpaBJIEHUS! CUCTEMO», T.K. MOJKIIOYUTHCSA K HEMY CIy4aiiHO HEBO3MOXKHO.

[Ipu Hactpoiike cepBepHOl yacTu BeO-uHTepdeiica Alterator renepupyercs ceprudukar
KOMIIBIOTEpa, TOATBEPXKIAIOMINN €ro IOJIMHHOCTh M TOJNHCAHHBIA WM CaMUM, a HE B
cepTUHUKAIMOHHOM TIeHTpe. CyIIeCTBYIOT 3HAYUTENbHBIC Pa3IUuds MEXIy cepTudurarom,
KOTOPBIM BBIMYIIEH B CEpTU(PUKAMOHHOM ILIEHTPe, U CepTU(]UKATOM, KOTOPBIH BBIUCAH
KOMIIBIOTEPOM CaMOCTOSITENIHO (CaMOIONUCAHHBIM). M3HaYalbHO HEU3BECTHO, MOKIIOUEHHE
MPOU3BOJIUTCS K JOBEPEHHOMY CaNTy WM HEIOBEPEHHOMY, KOTOPBIH MOXKET 3aHUMAThCS
MePeXBaTOM BBOAHMMEBIX Tapojieid, TO TpeOyercss MPOBEPUTH €ro MOMTUHHOCTh. UTOOBI OBITH
MOJTHOCTBIO OBITh YBEPEHHBIMU B IMOJJIMHHOCTU CaiTa, HEOOXOAWMO, YTOOBI CepTHU(HUKAT ObLI
MOJNMCAaH B CepTHUPHUKAIMOHHOM IeHTpe. OpHaKo BBINYCK cepTU(UKaTa SBISETCS IIaTHOM
YCIyTOW, ¥ TEOPETUIECKH UMEETCS BO3MOXKHOCTH MTOJMEHBI KOpHEBBIe cepTudukarel. [loaTomy
pu 0OHAPY>KEHUU CaMOIIOANMCAaHHOTO CepTU(UKATHI COBPEMEHHBIE BeO-0pay3epbl TeHEPUPYIOT

COOTBCTCTBYIOIICC MMPCAYIIPCIKACHUC, pCIICHUC ITO KOTOPOMY NOJDKCH MPUHATH MMOJIB30BATCIIb.
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Vupasnenne paznuunbiMu koMmnoHeHTamMu OC LiNUX cTaHOBUTCS BO3MOXHBIM IIOCTIE
YCTAHOBKU U TMOJKJIFOUCHHS K KOH(UTypaTopy COOTBETCTBYIOLIMX Moyjed. s ympaBieHus
MEKCETEBBIM SKPAaHOM B CHCTEME JIOJDKEH OBbITh ycTaHOBJIEH makeT alterator-firewall.

Hauano paboTtbl ¢ KOHthurypaTopom

3amyctute BeO-Opaysep u Habepute B ajapecHod ctpoke: https://localhost:8080,

oOpaTuTe BHUMaHHUE, 9TO paboTa ¢ IIEHTPOM yIpaBiieHus ocyiiectisercs mo https (Puc. 24).

An [OpaBka Bwa MypHan 3aknajkn MHCTpyMeHTHl Cnpaska
-0 - @ © {2 [ hupsyflocahost 8080 N

-Havano paboTel [y NleHTa HoBocTeR '@Texnoq,qepmka [Al DokymeHTauma

Puc. 24. AnpecHast cTpoka MOJIKIIIOUEHHS K KOHPHUTYpaTopy

T.x. BeO-caliT KOHPUTYpaTOpa UCIOJIb3YET CAaMOIOANMCAHHBIN cepTU(PHUKAT, TO TOSIBUTCS
npenynpexaenue (Puc. 25). B paccmarpuBaemMoM clieHapuu ciieayeT BbIOpaTh MyHKT «Bcerna
OPUHUMATh 3TOT CepTU(UKAT», TOTJAa MPHU CIEAYIOUIeM MOJIKIIOUYEHUHU IMpeaylnpexaeHue He

OyIleT CreHeprupoBaHO U COCMHEHHE 10 MPOTOKoIy https OyaeT ycTaHOBICHO aBTOMATHYECKH.

@ Beb-caiT cepTUgMNPOBaH HENIBECTHEM LIEHTPOM O x

HeBo3MoMHO NOATEEpANTE Mo AMuHHOCc T mlinux.academy.it.ru B ka4ecTee

s HagerHoro caiita.

BO3MOMKHEIE MPUHMHE oWnBK A

— Bpaysep "He 3HAET" LEHTP CepTUGMKALNN, BEILEBIWNA cepTURNKAT 3ToMY CaATY.
— cepTUMKAT caiiTa HEeMoNoH W3-3a HenpaBMALHOA HacTpoliki cepaepa.

— CaAT, C KOTOPEIM BEI COEANHASTECk, BElAasT ceba 3a mlinux.academy.it.ru,
4ToBkI, BO3MOMHO, MOMYHNTE 0 Bac KOHWN AeHUWANLHYH MHbopMaLnio,

Mox<anyiicTa, coobuwnte o npobneme seb-macTepy canTa.

Mepen NpUMHATMEM 3Toro cepTudnkaTa, BaM creayeT TILETeNLHO NPOBEpNTE ero.
Bbl XOTWTE NPUHATE 3TOT CepTAPUKAT Kak MAeHTUhUKaTop cadTa
mlinux.academy.it.ru? %

| MpoBepuTE cepTudukar. .. |

@ :Bcera NpUHUMaThL 3TOT cepTuduKkaT

(O MPWHATE 3TOT cepTUBUKAT TONLKO HA BPEMA TEKYLIEro ceaHca

) He NpUHUMETE 3TOT CERPTUHUKET W HE COEANHATLCA ¢ 3TUM Beb-caiTom

[ QTmeHa oK

Puc. 25. Oxno mnpenymnpexnenus Mozilla Firefox o HeBo3MOXXHOCTH TPOBEPUTH

HNOATHMHHOCTD cepTH(bm(aTa

T.k. TOAKIIOUEHHE MPOMCXOAUT K caiTy ¢ umenem localhost, a mpu renepaiuu
cepTH(HKaTa HMCIOJb30BANIOCH IMOJHOE JOMEHHOE UMl KOMIBIOTEpa, yKa3aHHOE B MOMEHT
YCTaHOBKHM CHCTEMBI, TO MOSBUTCS CIEAYIOLIEE MPENYNPEXKIACHUE — O HECOOTBETCTBUM UMEH B
aZipecHON CTpOKe U B cepTUdUKaTe, MpeabsiBieHHOM cepepoM (Puc. 26). B paccmaTtpuBaemom

CIleHapuu pabOoThI HaJI0 pa3pelIuTh JaHHOE HECOOTBETCTBHE.
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a I'Epenynpexnelme: HecooTBeTCTBME UMEHWU OO0k E‘I?

Bbl NOMBITANUCE YCTAHOBWTE coegquHeHue c "localhost”.
OfHaKo, NpeAbABNEHHBIA cepTuduKaT 3aWnTel
npuHaganexuT "mlinux.academy.it.ru". Boamo»xHo, Ho
ManoBepoOATHO, 4TO KTO-TO MOXKET NoNLITaTbLCA
nepexsaTUTE WH(HOPMaLWMI0, KOTOPOW Bkl 0bMeHWBaeTeck ¢
3Tum Beb-canTom,

ECNK BaM KaXKeTcA, 4TO NoKasaHHLIi cepTudukaT He
npuHagnexuT "localhost", npepsnTe coeguHeHne n
npepynpeauTe ob 3ToM agMUHKWCTpaTOpa caiTa.

MpocmoTp cemedeKaTal OTMeHa ‘

Puc. 26. Oxno mnpemynpexaeaus Mozilla Firefox o Bo3MoXHOM HapylieHHH

0€30I1aCHOCTH

Ilocne TOIrO0, KakK 3allUIIECHHBIN CEeaHC 6y,[[CT YCTAHOBJICH, ITOSABUTCA OKHO C 3alIpOCOM

aYTCHTI/I(I)I/IKaI_II/IOHHLIX JaHHBIX, B KOTOPOM CJICAYCT BBCCTH UMS U MAPOJIb CYIICPIIOIB30BATCIIA

(Puc. 27).

o
x|

8 TpebyeTca ayTeHTUhuKayna

7 ) BeegwTe umMA Nosis30BaTENA W Napoik 4R "System Administrator’ Ha
L'/ https:fflocalhost 8080

IMA Nnons30BaTensA:

! root I

Mapone:

‘m« |

[l Ncnonk308aTe MeHeg»ep naponeid, 4TobLl 3aMOMHMTE 3TOT Naponk.

Puc. 27. OxHo 3anpoca ayTeHTH(DHUKAIMOHHBIX JaHHBIX BeO-Opay3epa Mozilla Firefox

Ecmu ayTCHTI/I(I)I/IKaI_II/IOHHBIC JaHHBIC BBCIACHBI 0e3 OI_I_II/I6OK, MNOABUTCA OCHOBHOC OKHO

Llentpa ynpasinenus cucremoit (Puc. 28).

® ALT Linux 4.0 Server | localhost Crpasxa en ru uk

Cuereuna

VIHhopaUMA O cRoTene LI,EHTp ynpaeneHns cucTeMbl

Qbnonnennn

Meraunuen obusenesii

fam wspeus
Laran spenn

Yacasai nass

Monsacearemm
CHETEMHER AZMMEACTEATO R
Yubtrwe sanucn

Ceame

EETP:ca piess
PPPoE-cosamnenna
Cereesi skpas
Fpadpauec ki wene pdse o
Owcnnen

Hactpomea knasmatyps
Ceprepm

Nporci-cepsep
Cramcmaca

Cetesoi 1pacuy
Web-mre pepeisc

Cepaep

Puc. 28. 'naBHOe okHO BeO-uHTEp(eiica koHpuryparopa Alterator

Axkapemus AiiTu

YcTtaHoBka 1 agmuHuctpupoBanue MNCMO. Jlekumn. Yacts 3 CtpaHuua 58 us 94



Jis mepexoja K HacTpoMKaM MEXCETEBOTO 3KpaHa HEOO0XOIMMO B CIIMCKE cleBa
BbIOpaTh cchliky «CeTeBoii Ikpan» B pazzaene «Cerb». OToOpa3uTCs OKHO HACTPOMKH IPABUII

MEKCETEBOI0 PKpaHa B ynpouéHHoM pexume (Puc. 29).

® ALT Linux 4.0 Server | localhost Cnpasca L
Cuctema
Wrcpopuauns o cnereme CeTeBoM aKpaH

Cucremnbe obbekrd
CEHORNEHMA

MpaBuna chunsTpaLmMm

McTouHnkn ofHoBNEHWA

Dara v apeus repepenc | ethl - 192.168.100.1 - snytpennui_~|| [Beibpats |
Darav spens

HYacoson nosc Paspewnts Cnyx6a

Monsaosarenn L1 Kerdumryparop

CueTemHui aguunmucTparop I Cepsep aomerHbx mmén (DNS)
YueTHHE sanucn I MNepeaava chaanos (FTP)
Cets = Cnyxe6Hue naketH (ICMP)
PPTP-coeaunenus - Moutoewi cepaep (IMAP)
FPPoE-coegunsnun [ | Movroewi cepaep (POP2)
CiTesci §kpaie [ Movroswiicepsep (FOP3)
T'pachuueckuit mnte pheic ] Mpokeu-cepaep

Lucnned - ®annosun cepsep (Samba)
Hasrpofca knasnarype [T Nouroswi cepsep (SMTP)
Cepeepnl I ] Ynpasnenue ceteio (SNMP)
Oporencepaep I ¥ nanéHHum nocTyn (SSH)
Cramemka [ | ¥ nanénui goctyn (telnet)
Cereroi Tpacmk [ Beb-cepsep (HTTRHTTPS)

[ —

Cepeep

[BoccTanosuTe HacTpoitku Mo yMonsaHu0

Puc. 29. OxHo ympaBieHHS CETEBBIM SKpaHOM BebO-uHTEepdeiica koHpUrypaTopa

Alterator

B stom pexume 11t TOro, yToObl Pa3pelINTh KOMIBIOTEPY NPUHUMATh 3alpocChl C
UCIOJIb30BAHUEM OIPENEIEHHOrO MPOTOKOJA IO ONpeAEIEHHOMY CeTeBOMY HHTepdeiicy,
HE00X0/AMMO CHayvaja BHIOpaTh COOTBETCTBYIOIIMK mMHTepdeiic B none MHTEpdeiic u oTMeTHTH
tpebyembie mporokosbl  (Puc. 30). Cremyer MOMHHUTB, 3ampochl C  HCHOJIb30BAaHHEM
HEOTMEUYEHHBIX MPOTOKOJIOB OyIyT aBTOMaTHUECKH OTBEpraThcs. B 3TOM pexkrme HEBO3ZMOXKHO
YIOPaBIATh AOCTYNIOM C HMCIOJIb30BAHUEM MPOTOKOJIOB, OTCYTCTBYIOIIMX B CIIMCKE, a TaKXe

HaCTpanBaTh MpaBujia JJIA TPAH3UTHBIX ITAKCTOB.

Cretema

Mncpopmaus o cuctewe CeTeBOM 3KpaH
Cucremnae obbekra

Cbrosnsnma

Vetousnn ososnena Mpasuna connbTpaLmm

Dara v speusn imepeperc | ethl - 192.168.100.1 - snytpennui_~|| [Buibpats |
Mara v spens

Yacosofi nesc Paspewnts  Cnyx6a

Monbsosarenn - Kordmryparop

CreTemHui agunkneTparop = Cepaep gomenHbix umén (DNS)
YuéTHbe sanncu - Mepegava dainoe (FTP)
Cem iz CryxebHue nakeTs (ICMP)
PPTP-coeaunenns r Moutoswd cepsep (IMAP)
EPPoE-coegunenna (. Moyroesi cepaep (POP2)
Ceresoi axpan [ Nowroswicepaep (FOP3)
[pachrueckmni nHTe peheinc [« Mpokew-cepaep

Luennei ] @annosui cepaep (Samba)
Hacrpoitca knasnarype [T Mowrosun cepssp (SMTP)
Cepeepb N YnpasneHue ceTbio (SNMP)
Mpoken-cepeep ¥ Ynangwwwi poctyn (SSH)
Cramcmka - ¥ panénnun goeTyn (lelnet)
CerenaMTpaciK = Bet-cepaep (HTTPHTTPS)
Web-untepepeiic @

Cepeep

[BoccTaHoBnTE HacTpoiiku No yMonsaHuo |

PEXUM aKCNEpTa

Puc. 30. OxHO ynpoIIeHHBIX HACTPOEK MEKCETEBOT0 KpaHa
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Ecnu BBEIONIHUTH KOMaHAy HOpoCMOTpa CIIMCKa ﬂeﬁCTByKHHHX paBujI, TO pPEC3yjbTar

OyZeT aHaJIOrMueH NpUBEIEHHOMY HIDKE:

[root@mlinux squid]# iptables-save

# Generated by iptables-save v1.3.7 on Wed Sep 23 23:37:30 2009

*mangle

:PREROUTING ACCEPT [2116:680158]

- INPUT ACCEPT [2116:680158]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [2486:1278103]

:POSTROUTING ACCEPT [2534:1281807]

COMMIT

# Completed on Wed Sep 23 23:37:30 2009

# Generated by iptables-save v1.3.7 on Wed Sep 23 23:37:30 2009

*nat

:PREROUTING ACCEPT [114:12619]

:POSTROUTING ACCEPT [97:6936]

:OUTPUT ACCEPT [97:6936]

COMMIT

# Completed on Wed Sep 23 23:37:30 2009

# Generated by iptables-save v1.3.7 on Wed Sep 23 23:37:30 2009

*Filter

T INPUT ACCEPT [2035:670601]

:FORWARD ACCEPT [0:0]

tOUTPUT ACCEPT [2227:1122980]

:stdin - [0:0]

-A stdin -d 10.8.128.0 -i ethO -p tcp -m tcp --dport 8080 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p tcp -m tcp --dport 53 -j ACCEPT

-A stdin -d 10.8.128.0 -i ethO -p udp -m udp --dport 53 -j ACCEPT

-A stdin -d 10.8.128.0 -i ethO -p tcp -m tcp --dport 20 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p udp -m udp --dport 20 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p tcp -m tcp --dport 21 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p udp -m udp --dport 21 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p icmp -j ACCEPT

-A stdin -d 10.8.128.0 -i ethO -p tcp -m tcp --dport 143 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p udp -m udp --dport 143 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p tcp -m tcp --dport 220 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p udp -m udp --dport 220 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p tcp -m tcp --dport 993 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p udp -m udp --dport 993 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 10.8.128.0 -i ethO -p tcp -m tcp --dport 109 -j REJECT --reject-with icmp-
port-unreachable
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-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
-A stdin
-A stdin
-A stdin
-A stdin
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
-A stdin
-A stdin
-A stdin
-A stdin
-A stdin

-d

-d

-d

10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -1i
10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i

10.8.128.0 -i
10.8.128.0 -i
10.8.128.0 -i
192.168.100.1
192.168.100.1

ethO

ethO

ethO

ethO

ethO

eth0

ethO

ethO

ethO

ethO

ethO

ethO

ethO

ethO

ethO -p tcp -m
ethO0 -p tcp -m
ethO -p udp -m

ethO

ethO

ethO

ethO

ethO

ethO

ethO -p tcp -m
ethO -p udp -m
ethO -p tcp -m
ethO -p udp -m
-i ethl -p tcp
-i ethl -p tcp

-p

-p

-p udp -m udp --dport 161

-p udp -m udp --dport 162

-p tcp

-p udp

-p tcp

-p udp

udp

tcp

udp

tcp

udp

tcp

tcp

udp

tcp

udp

tcp

udp

tcp

udp

128.0 -i ethO -p tcp -m
ethO -p udp -m

-m tcp --dport 3128

-m

-m

-m

-m

-m

udp --dport
tcp --dport
udp --dport
tcp --dport
udp --dport

tcp --dport
udp --dport
tcp --dport
udp --dport
tcp --dport
udp --dport
tcp --dport
udp --dport

tcp --dport 25
udp --dport 25
tcp --dport 465 -j
tcp --dport 587 -j
udp --dport 587 -j
ethO -p tcp -m tcp --dport 161

tcp --dport 22

udp --dport 22

tcp --dport 23

udp --dport 23

109 -j REJECT

110 -j REJECT
110 -j REJECT
995 -j REJECT
995 -j REJECT
-j REJECT
137 -j REJECT
137 -j REJECT
138 -j REJECT
138 -j REJECT
139 -j REJECT
139 -j REJECT
445 -j REJECT
445 -j REJECT
-j ACCEPT

-j ACCEPT

ACCEPT

ACCEPT

ACCEPT

-Jj REJECT
-Jj REJECT
-j REJECT
-j REJECT
-j REJECT
-j REJECT

-j REJECT

tcp --dport 80 -j ACCEPT

udp --dport 80 -j ACCEPT

tcp --dport 443 -j ACCEPT

udp --dport 443 -j ACCEPT

-m tcp --dport 8080 -j ACCEPT
-m tcp --dport 53 -j ACCEPT

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

--reject-with

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-
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-A stdin
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable
-A stdin
port-unreachable

192.168.100.1 -i ethl -p udp -m udp --dport 53 -j ACCEPT
192.168.100.1 -i ethl -p tcp -m tcp --dport 20 -j

192.

192.

192.

192.
192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.
192.

192.

192.

192.

192.

192.

192.

192.

192.

168.

168.

168.

168.
168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.
168.

168.

168.

168.

168.

168.

168.

168.

168.

100.

100.

100.

100.
100.1

100.

100.

100.

100.

100.

100.

100.

100.

100.

100.

100.

100.
100.1

100.

100.

100.

100.

100.

100.

100.

100.

-i ethl
ethl

ethl

ethl

ethl

ethl

ethl

ethl

ethl

ethl

ethl

ethl

ethl

ethl
ethl

ethl

ethl

ethl

ethl

ethl

ethl

-i ethl

-p

ethl -p udp -m udp --dport 20

ethl -p tcp -m tcp --dport 21

ethl -p udp -m udp --dport 21
icmp -j ACCEPT
tcp -m tcp --dport 143
udp -m udp --dport 143
tcp -m tcp --dport 220
udp -m udp --dport 220
tcp -m tcp --dport 993
udp -m udp --dport 993
tcp -m tcp --dport 109
udp -m udp --dport 109
tcp -m tcp --dport 110
udp -m udp --dport 110
tcp -m tcp --dport 995
udp -m udp --dport 995
tcp -m tcp --dport 3128
tcp -m tcp --dport 137
udp -m udp --dport 137
tcp -m tcp --dport 138
udp -m udp --dport 138
tcp -m tcp --dport 139
udp -m udp --dport 139
tcp -m tcp --dport 445
udp -m udp --dport 445

-1 ethl -p tcp -m tcp --dport 25

-J

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

ACCEPT
REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

REJECT --reject-with

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-

icmp-
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-A stdin -d 192.168.100.1 -i ethl -p udp -m udp --dport 25 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 192.168.100.1 -i ethl -p tcp -m tcp --dport 465 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 192.168.100.1 -i ethl -p tcp -m tcp --dport 587 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 192.168.100.1 -i ethl -p udp -m udp --dport 587 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 192.168.100.1 -i ethl -p tcp -m tcp --dport 161 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 192.168.100.1 -i ethl -p udp -m udp --dport 161 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 192.168.100.1 -i ethl -p udp -m udp --dport 162 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 192.168.100.1 -i ethl -p tcp -m tcp --dport 22 -j ACCEPT

-A stdin -d 192.168.100.1 -i ethl -p udp -m udp --dport 22 -j ACCEPT

-A stdin -d 192.168.100.1 -i ethl -p tcp -m tcp --dport 23 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 192.168.100.1 -i ethl -p udp -m udp --dport 23 -j REJECT --reject-with icmp-
port-unreachable

-A stdin -d 192.168.100.

-A stdin -d 192.168.100.

-A stdin -d 192.168.100.

-A stdin -d 192.168.100.

COMMIT

# Completed on Wed Sep 23 23:37:30 2009

-i ethl -p tcp -m tcp --dport 80 -j ACCEPT
-i ethl -p udp -m udp --dport 80 -j ACCEPT
-i ethl -p tcp -m tcp --dport 443 -j ACCEPT
-i ethl -p udp -m udp --dport 443 -j ACCEPT

T e
.

OOpartuTe BHUMaHHWE, YTO KOH(HUIypaTop IOMENIaeT CreHePHPOBAaHHBIC IPaBUIA B
oTaenbHy0 Tabmuiy stdin, koropas BnoxeHa B Tabiuy filter.

Ecnu BO3MOXKHOCTEH yIPOIIEHHOTO PEKMMa HEJJOCTATOYHO, TO MOXKHO MEPEKIFOYUTHCS B
PeXKHMM DKCIEpTa, MEepehist MO0 COOTBETCTBYROIEH cchiike. B pexume skcmepra (Puc.31)

CTAHOBATCA JOCTYIHBI K ITOJIHOONCHHOMY PECAAKTUPOBAHUTO Ta6J'II/II_IBI " ICIIOYKH.

Wnesopuaunn o crsrene CeTteBoW 3KpaH

CuctemHee o6 bekTH

Cbtoanenun
Lleno4kw npasun

VieTounukn oBHoEne G

Dap e Ta6nuua filter

Dlara v epens

Yacosoi nosc Uenouxa [

Monbaosateni | | INPUT penaxmposars

CucTemnui aamunncT patop u FORWARD xTMpoBaTH
pesaxmposar,

YugThue sanucn ™ louTPuT penaxmposars

Cems [ YaamTe Boigenense |

EPTP-coeuHenz Uenouxa | | [ AcbasuTe |
PPPoE-coeante:

CeTteson skpan

Tabnuua mangle
Tpachuueckni nurepcheic

Qucnnei Lenouxa
— i PREROUTING
Cepaepbi INPUT
Onokewoepesy FoRWARD!
louTPuT
PosTROUTING
[YaamTe seipenentiie |
CGepoep Uenouxa | ] [Aobasute |

Cramcmxa
Ceteson Tpacpuk
Web-une pche fic

| | o

Ta6nuua nat

C T o \ |

Puc. 31. OkHO HacTpoeKk MEXCETEBOTO IKPaHa JIJIsl dKCIepTa
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I[J'Iﬂ pPEAaKTUPOBAHUA T CIIOYKHU HCO6XOI[I/IMO nepeﬁTH Mo CCBUIKEC PCAAKTHPOBATH

HanpoTuB e€ Ha3BaHus. byner ortobpaxkeHo okHo (Puc. 32), B KOTOPOM MOHO YHpPaBISAThH

CIHMCKOM TpaBWJI U BEIOMPATh IEHCTBUE IO YMOIYAHHUIO.

® ALT Linux 4.0 Server | iocathost Crpasse e sk
Cuctema
Vingpopuauna o cucteme CeTeBON aKpaH
CucTemHue o6 bekTH
Obnosnemun y
. Ta6nuua filter
VeTounuki ofnosne uf
Aama napeun HA22. K CMIMCKY Lenouek
Qaranepens
Yacoeoi nosc Lenoyka INPUT
Monsaosaten
ACCEPT ~|
e — MonuTuka Lenoukm 1| [Apamenints
i — | \ Homep | Peakuyun \ MpoTokon Omysa Kyaa \ |
e YAAMTh BhlJENEHHRIE
BPTP-cocmmers

PPPoE-coeantenns
Geteson skpan
T'pachuueckwni nirepcheic
Aducnnea

Hactpoiixa knaeuarypa
Cepsepni
Npoken-cepeep
Cramenka

CeTeson Tpachuk
Web-ute pepeire
Cepeep.

YNPOLUE HHIH PE XM

Puc. 32. OxHo ympaBieHus paBUIaMy B TAOJIHIIE B DKCIIEPTHOM PEKUME

I[J'DI CO3aHUA HOBOT'O IMpaBUJIa HCO6XOI{I/IMO HepeﬁTH 1o ccelike HoBoe IIpaBHJIO. ByI[CT

O0TOOpaXEHO OKHO

MpaBuUIa.

CBHOBNEHIA
Vietourinkn o6 Hos nerii
Mara u spemn

Jarau spena

Yacosoih nosic
Nonssosatens
CHETEMHEIR 2aMuHICT paTop
YugThee sanven

Cem
PPTP-cosauHe Hus
PPPoE-coemime s
Cetesoi skpan
Tpachuuec Kl WHTepeheic
Hucnnei

HacTpofika knaswarypu
Cepaephi
Npoxew-cepaep
Cramcmxa

CeTesof Tpagiuk
Web-umre pepeitc
Cepasp

(Puc. 33), B KOTOpOM MOKHO yKa3aTb BCE€ HEOOXOJMMbIE KOMIIOHEHTHI

Ta6nuua filter

HAJAL K CIMCKY LENOYEK

Uenouka INPUT

| BepHyTbCA K NROCMOTRY H MNpIMEHNTE H Chpoc \
! Hopbif Howep npnvma

Mororonta) [~

Anpec I |

oTnpasvTEna

s)

Wnrepepenc (-) [
Anpec I

nonysarens (-d)

Wnrepebeic (-0) [

@parment () [ T

Nopr | |
ornpasnens
(--sport)
MopT |_| |
nonyuarens
(--dport)
@narn TGP |~ npoaepsite 1/0
() [ ] I~ sYN
[ ] [~ Ack
| [~ FN
L I~ RsT

Peakuns (-j) HeTy x|
(~-log-level) HeTty 4]
(-log-prefix)

(~log-tep-sequence) [

(~log-tcp-options) |

(~log-ip-options) I |

(--setmark)

(-rejectwith) Hety =
(--set-tos) HeTy =l

CocToAHne (--stals) nposepATe
I INVALID
] NEW

Puc. 33. Okno CO3aHH HOBOT'O IMpaBUJia B SKCIICPTHOM PCIKUMEC

Cnenyer OTMETHT,

yTo U3 JI000ro OKHa pexuMa OJOKCIEepTa MOXHO BCCria

MEPEKITIOUNUTHCS B YIIPOIEHHBIM PEXUM, IEPENI IO COOTBETCTBYIOIIEH CCBIJIKE.

Axkapemus AiiTu
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3. [lpoepammHoOe obecrneyeHue Onisi UCKIOYeHUs1 docmyna
yqJauwjuxcsi K UHmepHem-pecypcam, HecCoeMecmumMbIM ¢ 3adaYyamMu ux
eocrnumaHus (Squid u Mmodynb conpsixkeHusi ¢ ¢pedepasibHbIM
cepsepoM huribmpayuu KOHmMeHma)

3.1. Kawupyrowmm npokcu-cepsep Squid

O6uwume ceegeHus

Squid - 3TO BBICOKONIPOU3BOIUTENBHBIA KAIIMPYIOMIUI MPOKCH-CEpBEp sl BeO-
KJIMEHTOB, nojyiepxkuBaroiiuii mporokosisl FTP, gopher u HTTP. B ortnudne ot TpaauiiMOHHBIX
KIIIUPYIOMIKX Tporpamm, SQuid Bce 3ampochl BHIMOIHIET KaK OJUH HEOJOKHPYEMBbIH MPOIIECC
BBOJIa/BhIBOJA. SQUid coxpaHser yacto 3ampammBaeMble manHele B O3V, xammupyer DNS
3ampockl, He OJIOKupyeTcs MpH BbimonHeHMH DNS 3ampocoB, U HE K3IIUPYeT HeyAaBLIHecs
3anpocel. Takke mnoanepkuBaeT SSL, paclIMpeHHBIM KOHTPOJIb JOCTYNa MW MOJHYIO
peructpanuio 3amnpocoB. HMcnomne3ys Internet Cache Protocol (ICP), moxHO co3aath
UEPAPXUUECKYI0 CTPYKTYpy H3 IPOKCH-CEPBEPOB, IOJIy4yass TEM CaMbIM JOINOJIHHUTEIbHBIN
BBIMTPBIII B UCIIOJIb30BAaHUH MIPOIMYCKHOW CLIOCOOHOCTH KaHaja.

Squid cocmoum u3:

e  OCHOBHOI mporpammslI Squid;

e  mporpammsl 006pabotku DNS 3ampocos dnsserver;
e  mporpammbl ckaunBanus FTP nanubix ftpget;

®  UHCTPYMEHTOB yIpaBIEHUS.

Koraa Squid 3amyckaercs, OH 3amycKaeT 3aJJaHHOE YKCII0 mporeccoB ANSSErver, Kaxmaplii
U3 KOTOPBIX PabOTaeT caMOCTOATENbHO, OJokupys Toiabko DNS 3ampocel. Takum obpazom,
yMeHbIlaeTcs o01iee BpeMs oxkuganus orsera DNS.

Squid ©Geper cBoe Hawago ¢ ocHoBamHoro ARPA  mpoekra  Harvest:
http://harvest.cs.colorado.edu/. KammpoBanue o0bekToB MHTEpHET - 3TO crnoco0 XpaHEHUs
3anpomIeHHBIX U3 HTepHET 00beKTOB (Hanpumep, JaHHbIX qocTynHabix 1o HTTP, FTP u gopher
MIPOTOKOJIaM) Ha cepBepe, HaxoJdIieMcs OJIMkKe K 3alpaliiBarolleMy KOMIIbIOTEPY, HEXelu
UCXOaHBINH. bpay3sepsl MoryT morom ucmonb3oBath cepep Squid xkak HTTP mpokcu-cepsep,
YMEHbIIAs KaKk BpeMs JOCTyIa, TaK U 3arpy3Ky KaHaia.

Squid, kak ¥ OONBIIMHCTBO TMOAOOHBIX MPOAYKTOB, PACHPOCTPAHSICTCS IO JHIICH3UH
GNU GPLV2 (General Public License Version 2).

Squid moorcem hynkyuonuposamo 6 cedyiouwux OnepayuoHHbIX cpedax.

e Linux;
° FreeBSD:;
° NetBSD:
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e OpenBSD;

e BSDI;
e Mac OS/X;
e  OSF/Digital Unix/Tru64;
e IRIX;
e  SunOS/Solaris;
e  NeXTStep;
e SCO Unix
e AlIX;
e HP-UX;
e  Microsoft Windows Cygwin and MinGW,
e 0S/2.
YcraHoBKa

[Toy4uTh UCXOTHBIC KOIBI MPOAYKTa MOXKHO C OJHOTO M3 3epKajl OQUIINATIBHOTO caiTa
MPOEKTa, CIUCOK KOTOPBIX IOCTyNeH mo azapecy: http://www.squid-cache.org/Mirrors/http-
mirrors.html.  Taxke MOXHO  BOCHOJB30BaTbCs  OCHOBHBIMH ~ CalTaMH  IPOEKTA:
http://www.squid-cache.org nim ftp://ftp.squid-cache.org.

Kak u B ciywae, paHee pacCMOTPEHHBIX IMPOAYKTOB, WHCTAIIUIO MPOKCHU-CEPBEpa
Squid mpeamoyTHTeNBEHEE OCYHICCTBIATH C KMCIOJIB30BAaHHMEM MEHEKepa MakeToB Synaptic.
HaszBanue makera: squid.

O6wme cBegeHns 06 ynpasneHnun cepsepom Squid

Squid TpamMIIMOHHO HAacTpaWBaeTCs C IMOMOINBIO KOH(HUrypannoHHOro (haiina
squid.conf, pacnionoxkenHoro B mupextopuu /etc/squid.

Bce napamempui ¢haiina konghueypayuu pazoumsl Ha HECKOIbKO pynn.

e NETWORK OPTIONS - oOmue HacTpOWKH TapaMeTpoOB  CETEBOTO
B3aUMO/ICHCTBUS SQUid-cepBepa ¢ APYTrUMHU XOCTaMH,

e OPTIONS WHICH AFFECT THE NEIGHBOUR SELECTION
ALGORITHM - nacrpoiika airopurMa BeIOOpa COCEJHHX CEPBEPOB NMPU HCIOJIb30BAHUHU
pacrpeaesIeHHOrO KAIIIa;

e OPTIONS WHICH AFFECT THE CACHE SIZE - pa3mep u napamerpsl
MCIIOJIb30BaHus Ka31a Squid-cepepowm;

e LOGFILE PATHNAMES AND CACHE DIRECTORY - nymn «

JTUPEKTOPHSIM JIOT-(aiIoB U K311Ia;
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e OPTIONS FOR EXTERNAL SUPPORT PROGRAMS - B sroii rpymme
HaxOJATCS TMapamMeTpbl B3aMMOJICHCTBUS B BHEIIHMMHU ceTeBbiMU cepBucamu (ftp, dns u
poY.);

e OPTIONS FOR TUNING THE CACHE - napamerpsl TOHKOH HacTpOWKH
QITOPUTMA KAIIIMPOBAHMS,

e TIMEOUTS — HacTpoiiku pa3IUYHbIX BPEMEHHBIX 3a/I€PIKEK;

e ACCESS CONTROLS - napametpsl ynpaBieHHs JOCTYIIOM;

e ADMINISTRATIVE PARAMETERS - yuerHble 3amucH, HCHOJb3yeMbIE
pa3MYHBIMU KOMITIOHeHTamMu Squid i jmoctyma K WHGOpPManWH, W Jpyrue oOmue
aJIMAUHUCTPATHBHEIE MTAPAMETPHI;

e OPTIONS FOR CACHE REGISTRATION SERVICES - Hactpoiika
OTIOBEIIIEHUH MPH OpraHW3ally HEPAPXUIECKON CHUCTEMBI KAIIUPOBAHHS (UCIIONB3YeTCs HE
9acTo, MOITOMY TI0 YMOJTYAHHIO BCE MapaMeTPhl 3aKOMMEHTHPOBAHBI);

e MISCELLANEQOUS - pa3HooOpa3HbIe TOTOTHUTEIBHBIC TTapaMETPHI,

e DELAY POOL PARAMETERS - nactpoiika mysoB 3aIepKKH.

JIns HauyMHAOIIMX  aJMHHHACTPATOPOB MOKHO ITOPEKOMEHIOBAaTh  HCIIOJIb30BaTh
koH(puryparop Alterator. /lns ynpasieHus: npokcu-cepepoM SQuid H0MKEeH OBITH yCTaHOBIICH
nakeT alterator-squid.

HacTtponka cepBepa Squid
B ycraHoBouHOM makeTe MpoJyKTa Haxomutcs (ain ¢ umenem quickstart. B stom

daiine conepkarcsi peKOMEHIAIMK MO OBICTPON HayalbHON HACTPOWKE MPOJYKTa IS 3aIycKa
ero B dKcIutyaranuio. Ho B nanpHeineM He peKOMEHIYETCsl UCIONIb30BaTh 3TH HACTPOHKHU KaK
HITaTHBIE.
JInst Havasia MCTOJIb30BaHUs MPOKCH-cepBepa SQUid 10CTaTOYHO HACTPOUTH CIEAYIOIIUE
napameTphl:
1. http_port - yka3piBaeT HOMep mOpTa, KOTOphIA cepBep Squid Oyxer
NPOCIYIINBATh, 0XKUIAst 3aIPOCKI OT KIIMEHTOB, HAITPUMED:
http_port 3128
JIaHHBIN MMapaMeTp 1Mo YMOJTYAHHUIO UMeeT 3HaueHue «3128y. [To ymomuanuio ceprep
Squid oxxumaeT 3ampockl KJIMEHTOB, MOCTYIAOIIKE C JII000ro ceteBoro mHrepdeiica. [lpu
HEOOXOJMMOCTH yKa3aTh KOHKPETHBIN CeTeBOW MHTEp(ENC, KOTOPBIA JT0HKEH MCIIOIb30BaTh

cepBep Squid s oOciykMBaHUsI KIIMEHTOB JAaHHBIA MapaMeTp CileayeT yka3aTh B (opme:
http_port interface_ip_address:port

2. CaChe_dir - YKa3bIBaCT MCCTOHAXOXIACHHUA W pa3MCpa JIOKAJIbHOTO KOJIIa,

HanpuMep:
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cache_dir ufs /var/spool/squid 100 16 256

3HAaYCHUSIMHU JTAHHOTO MapaMeTpa SBISIOTCS (10 MOPAAKY): TUI (paliIOBOM CUCTEMBI,
MOJTHBIM TYTh K JUPEKTOPHUH K3IIIa, MAaKCHMAJIbHBIA pa3Mep KdIla Ha JWCKe B MerabanTax,
KOJIMYECTBO JIUPEKTOPHUN MEPBOTO YPOBHSI, KOJWYECTBO TUPEKTOPUN BTOPOTO ypPOBHS (HE
PEKOMEHIyeTCsl YKa3bIBaTh 3HAUCHUSI MEHbIIINE, YeM B IPUBEIEHHOM BBIIIE IPUMEPE).

3. cache_mgr - yka3bIBaeT MOYTOBBIN aJipec aJIMUHUCTPATOPA KAIIIa, HAPUMEP:

cache_mgr admin@mlinux.academy.it.ru

3amaBaeMblii 3TUM TapaMeTpoM aapec OyAeT MOJACTaBISAThCS B TEHEPUpPyEeMbIe
cepBepoM Squid coobrienus 06 ommoKax.

4. cache_effective_user — ykaspiBaeT uMs Yy4ETHOM 3ammcH TOJIB30BATENs, B
KOHTEKCTE KOTOpOii cepBep Squid moimkeH 00CTyKUBaTh KAIII, HATPUMEP:

cache_effective_user nobody

JlemoH squid crpoekTHpOBaH JUIsl 3alycka OT MMEHH CYINepIrojib3oBarelis 00t, HO
Jlajee C IeNblo MOBBIIICHUSI YPOBHS 0€30MaCHOCTH MEPEKII0YaeTCsl B KOHTEKCT yKa3aHHOTO
3MIeCh TIOJB30BATENS Ui OOCTYKMBaHWs KdIIa. PeKOMEHIyeTcsi MCIONb30BaTh YUYETHYIO
3aImuch MmoJib3oBaTesst Nobody.

5. cache_effective_group — yka3piBaeT uMsi Y4ETHOM 3allUCH TPYIIIbI, B KOHTEKCTE
KOTOpPO# cepBep Squid momKeH 00CTyKMBATh KAIII, HAPUME:

cache_effective_group nogroup

JlaHHBI TIapaMeTp aHAJIOTWYCH NPEABLAYIIEMY, YKa3biBas HMMs YYETHOW 3aIllucH
TPYIIBI I OOCTYKHBaHUS KA. PEeKOMEHTyeTCsl HCITOJIb30BaTh YUETHYIO 3AITUCh TPYIIIBI
nogroup.

6. visible_hostname - yka3eiBaeT oTOOpakaeMoe WMsS XOCTa, Ha KOTOPOM
byHkIHOHHPYET cepBep Squid, Hanpumep:

visible_hostname school-skf.edu.local

3amaBaeMoe OTHM TapaMeTpoM HMsS OyJIeT TMOJACTaBISAThCS B TEHEPUpPYEMbIe
cepBepoM Squid coobmierust 00 ormmbKkax. FiMeeT cMBICT HCITONB30BaTh JAaHHBIN Mapamerp
NpH CO3JaHWM KJIacTepa, YTOOBI BCE CEpPBEPHl B KIACTEpE HWMEIHW OJHO U TO IKe
oToOpakaemoe uMs. B mpounx ciiydasx MUCHOIB3yeTCs UMS XOCTa, CKOHQUTYPUPOBAHHOE B
HACTPOIKax OMepanuoHHONW CUCTEMBI.

7. acl — onpeaenser COUCKHU 0CTYIa B ClieaAyromeM dpopmare:

acl vms Tun crpoxa

Tun - 3T0 TMN OOBEKTa, a CTPOKA - PETyJsipHOE BhIpakeHHE. CHHCOK OOBEKTOB,
MPUHAUISKANTNX K OJHOMY M TOMY € THIy, MOXHO Iepeaarh B ¢aiiie (Takum oOpa3om,
NOCTYTaeT, HanpuMep, HHTepdelic HacTpoiiku cepBepa Squid B koHpuryparope Alterator), B

3TOM ciiy4yae (hopMaT nmapamerpa OyAeT CIeAYIOIINM:
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acl uMvs Tun <uma danna>
Tunel HCpCLH/ICHeHBI B Cﬂeﬂym]ﬂeﬁ Ta6JII/ILIeZ

Ta6nuia 14. Onucanue 3HaYeHus TAN mapamerpa acl

src ip-address/netmask IP-anpec mojceTy, Te pactookKeHbl KIIMEHThI

src addrl-addr2/netmask JMara3oH |P-a,£[peCOB KJIMEHTOB

dst ip-address/netmask IP-azipec moziceTH, rj1e paciooKeHbl CEPBEPHI

time [day-abbrevs] BpeMs, IJIie IeHb 3T oaHa Oyksa u3s SMTWHFA
[h1:m1-h2:m2]

port IOPT MJIK CITMCOK ITOPTOB

port portl-port2 JIMaIa3oH IOPTOB

proto nporokoin - HTTP/FTP

method meron - GET/POST

browser [-1] regexp cpaBHuBaeTcs 3aroioBok User-Agent, [-i] -

UTHOPHUpYETCS peructp OykB

8. http_access — onpezaernsieT BO3MOXXHOCTB JIOCTYIT K MPOKCH-CEPBEPY dYepe3 MopT,
yKa3aHHbBIN mapamerpom http_port, ncrons3ys npotokoun http, B ciaemyromniem popmare:
http_access allow]deny aclname
3HaveHure aclname m0mKHO COOTBETCTBOBATH OJHOMY M3 MMEH CIHMCKOB JIOCTYIIA,
omnpeeaéHHbIX mapamerpom acl.
Hasnauenue, dopmar u o0nacTh NPUMEHEHHs APYIHMX HACTPOEK MOXKHO Yy3HATh W3
JOKYMEHTalluu Mo cepBepy Squid M MHOTOYHCIEHHBIX PECYpCOB, MOCBALIEHHBIX 3TOMY

npoaykTy. Takke Bce HACTPOMKH MMOAPOOHO ONKCAaHbI B KOMMeHTapusx B (aiiie squid.conf.

MuHUManbHbIN KOH(UrypaumoHHbIn ¢hann cepBepa Squid
Kondurypaumonnsiii ¢aiin cepsepa Squid B MUHIMaTEHO HEOOXOAMMOM HMEET BHI:

http_port 3128

cache_dir ufs /var/spool/squid 100 16 256
acl our_networks src 192.168.20.0/24
http_access allow our_networks
visible_hostname school.edu.local

[lepBast cTpoka yka3piBaeT Ha HEOOXOIMMOCTH MpociymmuBanus mopta 3128 Ha Bcex
CeTeBbIX MHTep(eiicax.

Bropas ctpoka ykaseiBaeT, uro K3m pasmepom 100 merabGaiiT OymeT HaxXOAWTHCS B
nupexTopuu /var/spool/squid, mpu atom Oyner cozaano 16 moaaupeKTOpHUil MEPBOTO YPOBHS U
1o 256 moMPEKTOPH BTOPOTO YPOBHSI.

TpeTbst cTpoKa ONMCHIBAET BHYTPEHHIOK CETh OpraHu3auvu. B manHoMm npumepe IP-
ajzipeca Bcex paboumx craHiuil npuHaiexar [P-cetn 192.168.20.0/24.

YeTBepTast CTpOKa pa3pelraeT MOJHbIA JOCTYI o poTokory hitp u3 BHyTpeHHel ceTu.
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[Tsaras crpoka 3amaer oToOpakaemoe ums nmpokcu-cepsepa — school.edu.local.
Ucnonb3oBaHue koHurypaTopa Alterator

Jlns HACTPOMKHM OCHOBHBIX TapaMeTpoB (QYHKIIMOHMPOBaHHs cepBepa Squid MOXHO
ucnons3oBate Alterator. IToakmodyenue k HeMy yepe3 BeO-MHTep(eiic OCyIIecTBISIeTCs, KaK 1 B
ciyyae KOH(UTYpUPOBaHUSI MEXKCETEBOro dKpana no aapecy: https://localhost:8080.

[Tocne mosiBneHuss ocHoBHOro okHa llentpa ympaBnenus cuctemoir (Puc.28) s
HacTpoiiku cepBepa Squid TpeGyercst mepelti mo ccelike [Ipokcu-cepBep. ITossBUTCS OKHO ¢

HacTpoiikamu cepepa Squid (Puc. 34):

]
Ik

B ALT Linux 4.0 Server | 192.168.100.1 P s
Mpokcu-cepeep

BRSO CYT, DLV ST e e 0 (Y oy iy

MpuHUMaTh COBAMHEHHA

I dapec I [

T ] |:-.z§

JZATHTE BT
Aapue | | | e |
NonyckaTh CETH
[ T Tmararcm

YZANTE B
L I

AnMHUHHCTpaTOp cepeepa
L Plzo=aTa
| I |

— ey b

I

fobasnarts AomMen
- I

BnokupoBath caiTbi

[ I Coar

VR Re AT 1
-

Puc. 34. OxHo HacTpoek cepBepa Squid

Ecnu u3 okHa HacTpoiiku cepBepa SQuid mepeiTu mo ccpiike 3amycTHTh, OCTAHOBUTD

WJIY TIepe3anmyCcTUTh CJYKO0Y, TO 0TOOpa3uTCst OKHO yrpasieHus aemonoM squid (Puc..35):
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® ALT Linux 4.0 Server | 192.168.100.1

Cucrema

WHDODMEUNA O CHCTEME R H
STEET e, HacTtpouka cny»x6bl squid
ObHosne
l]CHDLIEI-I{.IlII:lIIDEHDBH-EHIII‘I

[Oata n Bpema Texyluee cocToAHKe | (squid is running)

Oata w Bpema 3anyck Npu CTapTe cheTeMbl [~
Yacoeoil nosc

Nonbaosarenn [ Mpamenums ][ copoc |

CUCTeMHBIA 2AMUHNCTDETOD
YUETHbIE 33NMCH

Cetb

PPTP-coEMHEHNS
PPPoE-CoeanHeHNA
CeTepoil 3KkDaH
Ipadmueckmii nHTepdeiic
Oucnnei

HacTpoika KnaBuaTypbl

Cepeepol
Mpokcu-cepeen
CTaTncTHKa
Cetesoii Tpadmk
Web-nuTepdeiic
Cepeep

Puc. 35. OxHo ympaBnenus nemoHoM squid

3awumTta pabounx ampeKTopun

I[eMOH SqUid CIIPOCKTUPOBAH I 3allyCKa OT MMCHH CYIICPIIOJIb30BATCIIA rOOt, HO 1A

pa6OTBI C KOIICM OH HCIIOJIB3YCT OTACIBbHYKO YUCTHYI 3alliuChb C HMCHCM SQUid. H03TOMy

HE0OXO0JIMMO YAOCTOBEPUTHCSA B TOM, YTO IpaBa JOCTyIa K pabodyuM TUPEKTOPUSM HACTPOECHBI

KOPPEKTHO, a IIPH HEOOXOIMMOCTH CKOH(UTYPHUPOBATh UX CAMOCTOSITENIBHO.

IIpaBa

Hanpumep, daiin koHGUTYypaluu BEITISIUT CASAYIOIIIM 00pa3oM:
cache_dir ufs /var/spool/squid 800 16 256

access_log /var/log/squid/access.log

cache_log /var/log/squid/cache.log
cache_effective_user squid

cache_effective_group squid

Ecmu nmupexropus /var/spool/squid/ otcyrcTByer, co3naBath €€ HEOOXOJUMO BPYUHYIO.

JocTyna K HeW Takke moTpedyercs Ha3Ha4yuTh BpydHylo. Bor mnpumep

MOCJICAOBATECIILHOCTH KOMaH/1, peIIaroIMX YKa3aHHYIO 3a1a4y.

# mkdir /var/spool/squid
chown -R squid /var/spool/squid
chgrp -R squid /var/spool/squid
chmod -R ug=rwx /var/spool/squid
Is -1d /var/spool/squid
rwxrwx--- 18 squid squid 4096 Jul 9 19:01 /var/spool/squid

#

#

#

#

d

# mkdir /var/log/squid
# chown -R squid /var/log/squid

# chgrp -R squid /var/log/squid

# chmod -R ug=rwx /var/log/squid
# Is -1d /var/log/squid

d

rwxrwx--- 18 squid squid 4096 Jul 9 19:03 /var/log/squid
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Hanmo 3ameruTh, 4TO NpU HMHCTAULIMH TpPOKCU-cepBepa SQuid ¢ MCHONb30BaHUEM
MeHeKepa rmakeToB Synaptic, Bce HeoOX0JMMbIe TUPEKTOPUH OYIyT CO3/IaHbl ABTOMATUYECKU H
mpaBa JocTyna K HMM OyIyT Ha3HAayeHbl B COOTBETCTBUU C TPEOOBAaHUSMHU JTOKYMEHTAIIHH.
WNHbIMU  clIOBaMH, OINKMCAHHYKO BBIIIE IPOLEAYPY IPOACIBIBATE HE MNPUAETCH, XOTs
yJIOCTOBEPUTHCS B TOM, UTO BCE HACTPOCHO MPABUIIbHO, HEOOXOAUMO.

MepBbIN 3anyck Squid

[To 3aBepuieHNN pegakTUPOBaHUS KOHGUTYpallMOHHOTO (aiiyia, a TakKe CO3JaHus M
3alIUThl pabouuX JUPEKTOPHM, HEOOXOIMMO BHITTOJHUTH KOMaH/Y:

[root@mlinux spool]# squid -z

2009/09/24 12:10:29] Creating Swap Directories

Pe3ynbraroM  BBINOJIHEHUS JAaHHOM KOMAaHAbI SBISETCA CO3JAHUE  CTPYKTYPBHI
JUPEKTOPUM NI XpPaHEHUsS KAIIUPYEMbIX JAHHBIX B COOTBETCTBUM CO 3HAYCHHEM IlapameTpa
cache_dir B xoudurypanuonnom ¢aiite. HeoOXoauMO 3aMETHTh, YTO JAHHYIO OIEPAIlUi0
TpeOyeTcs BHITIOIHUTH BPYUHYIO HE3aBHCUMO OT CIIoco0a MHCTAISIIAY cepBepa Squid.

Teneps HE0OXOUMO 3amyCTUTh SQUId U IPOBEPUTH, YTO 3AIMYCK MPOIIIEIT YCIICIIHO:
[root@mlinux spool]# squid -D
[root@mlinux spool]# netstat -an | grep 3128

tcp 0 0 0.0.0.0:3128 0.0.0.0:*
LISTEN

[root@mlinux spool]# ps aux|grep squid

root 8011 0.0 0.0 1968 1020 ? Ss 11:12 0:00
/bin/sh /usr/lib/alterator/backend3/template-squid

root 8038 0.0 0.1 2124 1116 ? Ss 11:12 0:00
/bin/awk -f /usr/lib/alterator/backend3/squid

root 9700 0.0 0.1 6716 1152 ? Ss 12:13 0:00 squid
-D

squid 9702 1.0 0.5 8952 5908 2 S 12:13 0:00
(squid) -D

squid 9703 0.0 0.0 1384 300 ? Ss 12:13 0:00
(unlinkd)

squid 9704 0.0 0.0 1880 612 ? Ss 12:13 0:00
(pinger)

root 9710 0.0 0.0 1988 636 pts/3 R+ 12:13 0:00 grep
squid

[root@mlinux spool]# tail -f /var/log/messages
Sep 24 12:13:12 mlinux squid[9700]: Squid Parent: child process 9702

started
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MonesHble KNYM KOMaHAHOW CTPOKM
e -a <uomep nopma> - TO3BOJSIET JUHAMHUYECKH IIE€PEONPENECIUTh HOMEP
MIPOCIYIINBAEMOTO MTOPTA;
o -f <uma ¢aiina xongueypayuu> - mosBomseT ykazarb cepBepy Squid Ha
HE00XO0IMMOCTb HUCIIOJIb30BAHUS aJIbTEPHATUBHOTO (aiiyia KoHGUrypauuu;
e -h—3anpoc momHOroO crMcka KiIrOYeH KOMaHIHOW CTPOKH;
e -K-—moceutka curnana padoratoriemy cepsepy Squid:
v reconfigure — 3aHOBO MpoUYUTaTh (Paiil KOHGUTYpAIIMK U TPUMEHHUTH YKa3aHHbIC B
HEM IapaMeTphl;
v shutdown — 3aBepiuts paboty, 06CITY>KHB BCe 3alPOCHI B OUEPEIH;
v’ interrupt — mpepBatb paboTy;
v kill — npuHyIUTENIEHOE HEMEUIEHHOE 3aBEPIIEHHE PA0OTHI;

v/ parse - npoBepuTh cuaTakcuc squid.conf;

® -V — BBIBECTH BEPCHIO U TTapaMeTphl COOPKH;
e  -Z-C03/aTh IUCKOBBIN K3III MIPU MIEPBOM 3aITyCKE;
e -D - ne 3anmyckats DNS-Tect npu crapre.

ACL (cnucku ynpaBneHusi LOCTYNOM)

VYrpasieHue IOCTYIOM sBjsieTcss HamOonee BakHoW Qynkiumedr Squid. Ecim He
HAaCTPOUTH OOJI>KHBIM O6p330M MCXAaHU3M YIIPABJIICHUA JOCTYIIOM, CUCTEMA 6y21€T OTKpbITa IJId
moboro noctyna u3BHe. Jlake eciu OTCYTCTBYET HEOOXOJMMOCTh W3MEHSATh HACTPOMKH IO
YMOJYaHHIO, 3a/IaHHbIE B KOH(HUTYpalimoHHOM Qaiiie squid.conf, Tpebyercss HaCTpOUTH pasen
MapaMeTpoB YIPaBIEHUS JOCTYIIOM.

VYpasieHue J0CTyIOM BKIIIOYAeT B ce0sl JBE COCTABISIONINE, KOTOPble KOMOMHHUPYIOTCS
JUIE TOTO, YTOOBI pa3pelInTh WM 3alpeTHTh JOCTYI K caMoMmy cepeepy Squid wim
omnpeneneHHbiM pecypcam (URL). IlepBoit 4acThio cuCTEMBbI yIpaBlIeHUsS! JOCTYIOM SIBIISIOTCS
ciimcku ynpasieHus: goctynmom ACL (Access Control List). 3ammce, onpenensromasi CIHCOK
YIpPaBICHUS JIOCTYNIOM, HA4YMHACTCS CO CIy)keOHOro cioBa acl, 3a KOTOpeIM crlemyer
YHUKQJIbHOE UM (JBa pa3HbIX cIHcKa acl He MoryT obnanaTh oHUM H TeM ke uMeHeM). [locne
UMEHM CJeyeT creuuukaius, 3a KOTOpOH yKa3blBaeTCsl OAMH WM HECKOJIbKO apryMEHTOB.
AprymeHTsl crienu(@UKaluK JIOTUYECKH CKIIAJbIBAIOTCS, M €clu OHU sBisroTcs [P-agpecamu,
BMECTE C HUMH HEOOXO0JIMMO YKa3bIBaTh CETEBYIO MACKY.

B kauecTBe aprymMeHTOB MOXKHO HCIIOJIb30BaTh HMMEHA CETEBBIX Y3JOB (IIPU 3TOM
MOJIpa3yMeBaeTCsl CETEBO y3ei, o0agaromuil yKka3aHHbIM U HUKAKUM JPYTUM UMEHEM), OJTHAKO

JIeNIaTh 3TO CIEeAYeT C OCTOPOKHOCTHIO, TaK Kak eciii TpeOyeTcs 3a0J0KUpOBaTh AOCTYII K Y37y €
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yKa3aHHBIM UMEHEM, JIOCTYII K 3TOMY y3JIy MO>KHO Oy/eT NOJy4YHTh, yKa3aB aApyroe ums uiau IP-
anpec. BooOiie roBops, mapametp acl MoXHO paccMaTpuBaTh Kak Crenu(UKaIUio, KOTOpas
OyZIeT MCIoNIb30BaHa Ha dTare MPUHATHS PEIICHUS O pa3pelIeHIH Wi 3alpeTe JTOCTYIIA.

[Tocne Toro kak OyayT cOpMHUpPOBaHBI CIUCKH aCl, ©IX UMEHa MOXXHO HCIOJb30BaTh B
clenyromux nanee crnuckax npaB docmyna ARL (Access Rights List). Criucok mpaB qoctyma —
3TO rpyIiia MpaB Ha JOCTYN K pecypcy (B KadecTBe pecypca BBICTyMaeT U caM cepep Squid) mo
OTIpPENIEIIECHHOMY TPOTOKONY. 32 WACHTH(PHUKATOPOM IMPOTOKOIA CIEAYET OJHO W3 KIFOUYEBBIX
cioB — allow (paspemmts) unu deny (3ampetuTsb), a 3ateM nepeueHb cnuckoB ACL, koTopbie
JIOTHYECKH TIepeMHOXkatoTcs. THBIMU citoBaMu, AJist TOro 4yToOb! criicok ARL ObuT Henonb30BaH
npu o0paboTKe MOCTYMHUBILIEro 3ampoca, HEOOXOAMMO, YTOOBI MapaMeTpbl 3TOro 3arpoca
ynosieTBopsun yciaoBusiM Becex ACL, mepeunciensix B ARL.

Jlns KakAo0ro MPOTOKOJA, IO KOTOPOMY MPOM30LLIO oOpaiieHue, Squid WIeT crnucok
ARL, mapamerpamM KOTOpPOrO COOTBETCTBYET 3alpoc, W Kak TOJbKO Takod cmucok ARL
obHapykuBaeTcs, SqQuid mpekpam@aer MAadbHEHIIHA MMOWCK W MPEANPUHUMAET JeHCTBHE,
ykazanHoe B ARL: nm6o allow - paspemnts, 1160 deny - 3anpetuts. Ecnm anst 3ampoca He
yaanock Haiitu HU oxHOro monxomsiero ARL, Squid mpumenseT nelicTBre MPOTHBOIIOIOKHOE
yKa3aHHOMY B IIOCJI€JHEM NpaBWie Ul MPOTOKOJa, MO KOTOPOMY MpuIIEN 3ampoc. Takoe
MOBEJICHHE MOXKET MIPUBECTH K HEMPEICKAa3yeMbIM pe3ysibTaTaM, IOITOMY Ha CaMoil MOoCiIeTHer
MO3UIIMH CJIETyeT pacmoioxkuth ARL, KoTOpeiii OyaeT COOTBETCTBOBATH BCEM COCTWHEHUSIM,
JUIS KOTOPBIX HE YAaJIoCch MoJ00paTh cooTBeTcTBUs paHee. Popmart Takoro ARL, kak npasuo,

CIEAYIOUIUI:
http_access deny all

Taixke crenyer OTMETHTb, YTO JUIS CETH O0Opa3oBATENbHOTO YUPEXKACHUS IpH
noctpoennn ARL motpebyercst MCIonb30BaTh TOJIBKO MPOTOKON JOCTYIA K MPOKCH-CEPBEPY
yepe3 MOPT, yKa3aHHbIA mapameTpoM http_port. IIpoune BO3MOXKHOCTH, CKOpee BCEro, He
MOHA00STCA.

Mpumepbl NOCTpOEeHUs CNUCKOB AocTyna

B paccmarpuBaeMbIX HUXE NpUMeEpax HOMEpa CTPOK HCHOJB3YIOTCSA UId yA0OCTBa
CCBUTIOK Ha HUX TPU ONMUCAHWUW WX Ha3zHadeHUs. B koHdurypammonHoMm ¢aiiie Homepa CTPOK
OTCYTCTBYIOT.

lNpumep 1. HaubGounee mpoctoit Habop MpaBuiI:
1. acl all src 0.0.0.0/0.0.0.0
2. http_access allow all

Janneiif Habop criuckoB ACL u ARL saBnsieTcst Hanbosee IpoCcThIM U3 BCEX BO3MOXKHBIX.

OH pazpemiaer abCONIOTHO BCe, T.€. MOJHBIN JTOCTYH JJIsl BCEX: B MEPBOW CTPOKE OMUCHIBAIOTCS
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abCOMIOTHO BCe BO3MOXHBIE [P-aapeca, BO BTOPO# CTPOKE I BCEX ITHX aJPECOB pa3peniaeTcst
noctyn gepe3 Squid mo nporokoiy http. OdeBuHO, YTO NPUBEAEHHBIH HAOOP MPABHIT HE MOYKET
ObITh TpPHU3HAH YJOBJIETBOPUTEIBHBIM, T.K. JI000M kenaromuil B cetd MHTepHeT cMmoxkeT
UCIIONIb30BaTh Takoil cepBep Squid mis moctyma k BeG-caiitam. CyIIeCTBYIOT MPOTrpPaMMB,
KOTOPBIE CIIEIMATBHO MPEAHA3HAYCHBI [T OOHAPYKEHHS TAKMX OTKPBITHIX MTPOKCH-CEPBEPOB.
UYrto6s!I n30€XaTh 3TOTO, CIEAYET OTPAaHUYUTh JOCTYII K IPOKCH-CEPBEPY.
lMpumep 2. Pacmmpennas 6azoBas koHurypamus Squid, O6oiee COOTBETCTBYOIIAS

JIEUCTBUTENILHOCTH
1. acl all src 0.0.0.0/0.0.0.0
2. acl manager proto cache_object
3. acl allowed hosts src 192.168.0.0/255.255.0.0 127.0.0.0/255.0.0.0
4. http_access allow allowed_hosts

5. http_access deny all

[lepBasi cTpoka MOJHOCTBIO COBMAAECT C MPEIBIIYIIMM TMPUMEPOM, OIHCHIBAas BCE
noctynHeie [P-cetn.

Bropast cTpoka yka3eIBaeT Ha IPOTOKOJI I0CTyMa K Kaury Squid.

B Tpetheil cTpoke uAeHTUDUIMPYIOTCS Y3IIbl, KOTOPBIM TpeOyeTcst pa3pemunTh AocTyi. B
3TO# cTpoke K y3mam cetu 192.168.0.0/16 moGaenen jokanbHbIi y3en localhost, koTopblii B
OoNBITMHCTBE MpUMEpoB uaeHtuduiupyercs [P-anpecom 127.0.0.1, oqnako Ha camom jerne s
y3na localhost MoxxHO ucTIoNB30BaTh 000# [P-anpec u3 nuamazona cern 127.0.0.0/8.

YetBeprass cTpoka paspemaer rpymnmne y3noB allowed_hosts oOmen naHHBIME 110
npoTokouy http.

[TsaTast cTpoka 3ampemnaeT J0CTYII 1Mo IpoTokoury http mms Bcex ocranbHbIX y3i10B. Takum
oOpa3oM, HM OJWH y3el ceTh VIHTepHeT He CMOXKeT HCIOJIb30BaTh Takod cepep Squid B
Ka4yecTBE OTKPBITOIO MPOKCU-CEpBEpa

lMpumep 3. Crucku goctyna, chopMUpoOBaHHBIE B KOHDUTYPAITMOHHOM (aiiie cepBepa
Squid mo ymos4aHHIO B OJHOW M3 BEPCHl (3TOT CHHCOK HE 00s3aTelbHO OYAET COBMAIaTh CO

cuckoMm, chopmupoBaHHbIM Tipu yetanoBke [ICI1O):
1. acl all src 0.0.0.0/0.0.0.0
2. acl manager proto cache_object
3. acl localhost src 127.0.0.1/255.255.255_.255
4. acl SSL_ports port 443 563
5. acl Safe_ports port 80 21 443 563 70 210 1025-65535
6. acl CONNECT method CONNECT
7. http_access allow manager localhost
8. http_access deny manager
9. http_access deny !Safe ports
10. http_access deny CONNECT ISSL_ports
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11. http_access deny all

12. miss_access allow all

IlepBasg cTpoka cOBIIAJaeT C NEPBOM CTPOKOM U3 MPEIbIAYIIMX NpUMepoB. B Hel
onpezensiercs rpynna y3ioB all, B kotopyro Bxoasr Bce gonyctumsbie [P-anpeca.

Bropast cTpoka ompenensier MpOTOKOJ, KOTOPBIA HCIOJIB3YeTCs IUIsl AOCTyHa K KAIITY
Squid.

B Tpethbeii cTpoke onpenensercs gokaabHbIN y3en localhost - ero agpec 127.0.0.1.

YerBeprasi CTpOKa OINpeaeiseT HOMepa IOPTOB, KOTOPbIE MOTYT HCIOJIb30BATHCS
npotokosiom SSL/TLS.

[TsTast cTpoka onpeenseT HoMepa MPOYNX MOPTOB, TOMYCTUMBIX K HCIIOJIb30BAHHIO.

[ecras cTpoka onpeaenseT MeTo 1 Ul cemeiicTBa mporokonoB SSL/TLS.

CenpMmasi cTpoka paspemraer oOparieHHe K Kaury Squid TONBKO Ui JIOKaJbHOTO Y3Ja.
Jpyrumu croBamHu, ITaHHBIA cepBep He Oyner obOecredrmBaTh IOCTYN K CBOEMY KOIIYy JUIS
COCETHUX KAMIMPYIOMIMX CHUCTEM (ITO XOPOIIUH MOIXOM JJIsl CeTel, B KOTOPBIX HCIOIB3YETCs
TOJILKO OJMH cepBep Squid).

BocbMmast cTpoka 3ampenaer JOCTyI K K31y JJIsl BCEeX CUCTEM, JJIsi KOTOPBIX JIOCTYII elle
He ObUI pa3pelieH (Ha TeKyIIUd MOMEHT JOCTYIl K K3IIY pa3pelieH TOJIbKO /Ul OJHON CUCTEMBI
— localhost).

JleBsiTast cTpoKa 3ampeniaeT MCIob30BaHNe KaKUX-THO0 MOPTOB, KOTOPBIE HE BXOJAT B
rpynny  Safe ports (rpynma moproB Safe ports ompeneneHa paHee TOpU  [TOMOIIU
cooTBeTcTBytomied 3amucu acl). Takum oOpazom, SQuid He CMOKET OOCITYKHTH 3ampPOCHI JIJIS
telnet (mopt 23), sendmail (mopt 25) u 1. 1.

Jlecsaras cTpoka 3ampeniaeT HOBBIE BXOJSIINE COSAMHEHUS K KaKUM-THOO MopTam, He
apistomuMes mopramu SSL. Bel He cMoxkeTe 3amycTHTh Kakoii-miubo cepBep, MPUHUMAIOLIUA
coeMHeHUs U3 VIHTepHeTa, €ClTi 3TU COSIMHEHUs He SBIAI0TCS coeAuHeHusiMu SSL.

OnuHHAAIIATAs CTPOKA 3aMpeNIaeT BCe OCTANBHBIE BUBI JIOCTYIIA.

JlBeHajmaTasi CTpOKa pas3peliaeT BCeM JKENAIoIIMM JOCTYN K K3ty Squid Ha gaHHOM

cepBepe (BO3MOXKHO, 3TO HE caMas JTy4Iiast ujes).
Hactponka knueHTOB

Jnst ucnionb3oBaHus cepepa Squid KIMEHTCKUMHU MalllMHaMU TpeOyeTcs HaCTPOUTh Ha
HUX MapaMeTphl MOJIKIIOUEHUS K CEpPBEpPY.
Hwke npuBeneHsl npuMepbl HacTpoeK st BeO-Opaysepa Internet Explorer (Puc. 36) u

Be0-Opaysepa Mozilla Firefox (Puc.37).
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Puc. 36. Hacrpoiika mapameTpoB npokcu-cepsepa B opaysepe Internet Explorer
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He Mcnons308aTe NPOKCK ANA: | localhost, 127.0,0,1

MNpumep: mozilla-russia.org, net.nz, 192,168.1.0/24

) Menone308aTe yKazauHsii URL ANA aBTOMaTUYeCKOA HACTPORKI NPoKCK:
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Puc. 37. Hacrpoiika mapameTpoB npokcu-cepsepa B opaysepe Mozilla Firefox
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3.2. Moaynb conpsixeHusi ¢ pegepanbHbIM cepBepoM hunbTpaumm
KOHTEHTa

KoHTposb Ha MCIIOIb30BaHUEM HMHTEPHET-TpaduKa SBISETCS OTHON M3 OCHOBHBIX 337134
CHCTEMHOTO aJMHHHUCTpaTopa B Jr000W opranuzammu. s o0pa3oBaTeNbHBIX YUPESIKICHHUIMA
0COOYI0 OCTPOTY MpPUOOpPETaeT BONPOC KOHTPOJIS M PETYIMPOBAHMS OOpAIlCHHN yJalIuxcs K
HuTepHeT-pecypcaM, HECOBMECTUMBIM C 3a/1auaMH UX BOCITUTAHHUSI.

[MpoGnemy Harpy3kd Ha BHEIIHUI KaHal peliaeT KCIOIb30BaHHE KAIIMPYIONIETO
MPOKCH-CEPBEPa, HO OCTACTCs MPOoOieMa ¢ AMHAMHYCCKA TeHEPUPYEMBIMH CCBUTKAMH, KOTOPBIC
UCIIONIB3YIOTCS B (hopyMax, yaTtax ¥ B OaHHEpHBIX ceTsix. C Apyroil CTOPOHBI, CTOUT 3aIPETUTh
yJaluMcsl TIOCenaTh CTPAHMIBI C ONMPEACTICHHBIM COIEPKAHUEM, a TAK)KE CKaYMBaTh MY3BIKY,
¢buiabMbl U Jpyrue ¢ailibl, 4TO MOXKET HapyllaThb aBTOPCKUE IpaBa UX co3jAarened u/wim
BiajenbiieB. Mcmonb3oBanue Access Control List (ACL) He Bcergja MOXKET pPEUIMTh 3Ty
npobiieMy, K TOMYy K€ OTOT TMpOIECC JOCTaTOYHO TPYAOSMKHH (IpUMephl s
KOH(UTYpUpPOBaHUS MPOKCU-cepBepa Squid MOXKHO HAWTH Ha caiiTaX U3 NMPHUBEJICHHOTO CIIUCKA
JUTEPATYPHI).

BbIX0/10M H3 CIOXKHBIICHCS CHTYallUH SIBISCTCS (UIBTpAIMs MO coaepkumomy. Jlis
00pa30BaTEeNbHBIX YUPEKICHHUAX PA3IMIHOTO YPOBHS MPEJIaracTcsl K UCoib30Banuio Cucrema

KonrtentHoit @unbrpanuu (CKO).
O6wwme cBegeHus

Cucrema KonrentHoit @unbtpanuu (CK®) npennasHaueHa JUisi HCHOJIb30BAHUS B
oOpa3zoBaTenbHbIX yupexaeHusx Poccuiickoit deaepanuu pa3inyHOro ypOBHS C LIEIBIO:
e orpaHuueHuss jgoctyna K VHTepHeT-pecypcaMm, colep:kaHHE ~ KOTOPBIX
HECOBMECTHMO C 337layaMH BOCIIMTAHUS U 00pa30BaHUS UIIN HEXeIaTeIbHO;
e cOopa CTaTUCTUYECKHX CBEICHHI 00 HCMONb30BaHUM pecypcoB MHTepHET B
00pa30BaTEILHOM YUPEXKACHUH.
JUis BBINONHEHUS BhllenepeuncieHHbIX 3a1ad CK® B3auMonelncTBYET ¢ MPOrpaMMHBIM
koMmiuiekcoM Cepep Temaruueckoil kareropuzauuu (CTK), cmyxamuMm s BBIIOJHEHUS

3aga4n Kateropuzanuu Murepuer-pecypcos (Puc. 38).
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CETb
OBPA3OBATE/IbHbBIX
YUPEXAEHAN

CTEMA:
HTPAMM3OBAHHO!

Puic. 38. Apxurekrypa Cucrembl KonteHTHOM OUbTpaun
Cucrema KontenTHOi ®PunbpTpallMu NOpelHAa3HAuY€HA JUIsl BBIMOJHEHHUS CJIEAYIOIINUX
3aj1a4:
e  uneHTH(UKAIUK MOIb30BaTeNs knueHTa CKD;
e  Ha3HauYeHUs IpaB JocTyna nosb3oBareneit kmueHta CK® k MatepHeT-pecypcam;
e  (unpTpanmu obpameHuii moias3oBarenei kmmenta CK® k MaTepHeT-pecypcam;
®  HAKOIUICHHWS CTaTUCTUKH oOpameHuii k MHTepHeT-pecypcaM ¢ OTIPaBKOM
CBEJICHUH 0 HEKATETOPU3UPOBAHHBIM pecypcaM nporpaMMuomMy komiuiekcy CTK;

OOHOBJICHHSI CHCTEMHOW MH(POPMAIIHH.

3.2.1. NpuHumun ¢pyHkunoHunposaHma MK®

MHuoronomnp3oBaTenbCkuii  KMMeHT ¢unbTpauu (MK®) — 3T0 TeXHOIOrHMYecKoe
pelieHre, OCHOBHOW 3alavyell KOTOpOTO SIBIISIETCS TPEIOCTAaBICHHE CEpBUCA YIPABICHHS
JIOCTYTIOM TIoJIb30BaTeneil k pecypcam Muateprer. Cuctema xoHTeHTHOW (Prubrpanun (CKO),
gacTbio KoTopod sBisiercss MK®, HacTpoeHa Ha pPYCCKOS3BIYHBIA KOHTEHT M HCIIOJIb3YyeT
spdextuable anmroputMbl URL  ¢unbstpanuu. CK® oTBeuaeT 3a yIpaBieHHE HOCTYIIOM
noJib30Bartesiel K pecypcam MHTEpHET B 3aBUCUMOCTH OT KaT€TOPHHU 3alpalinBaeMbIX PeCypcoB

Y IPUHATON OPraHU3allMOHHON MOJUTHKH.
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Nokanuxan ceTh

Onacuil pecype

KonTanTHbl HnsTp

Puc. 39. Cxema 00paboTKu 3anpoca K KaTerOpU3UPOBAaHHOMY PECYPCY

MK® mpoBepsieT 3ampochl IOJIb30BaTeNeil Ha NPUHAUIEKHOCTh K KOHKPETHOM
Kareropuu. B ciyuae 3anpenieHHoN KaTeropuu 3anpoc K pecypey Onokupyercs. OJHOBPEMEHHO
3aIlIpoc K Pecypcy, He OTHOCSIIEMYCS K 3alpEelIeHHON Kareropuu OyneT og00peH KOHTEHTHBIM
¢GuIBTPOM, KaK IMOKa3aHO Ha pUCYyHKe 39.

B ciydae ecnu 3ampammBaeMblii IHTEepHET-pecype Ha JaHHBIH MOMEHT HE COJIEPKUTCS B
0a3e NaHHBIX, TO IOJIB30BATENb MOJY4YaeT JOCTYN K ATOMY Pecypcy, a KOHTEHTHBIM (QUIbTp
IepefaeT HOBYIO CCBUIKY B LEHTpalbHyr 0Oa3y. Tam pecypc KaTeropusupyercs, H
COOTBETCTBYyIOIIAs HH(pOpMalMsg HEMEIJIEHHO IOoCTymaeT B 0a3y pecypcoB KOHTEHTHOTO

¢unbTpa (Puc. 40).

e

- ¥ ¢ .
e : f 5 % a & Inerne

HesanecTiwi pecypc ® Torwa gocTyna
B MuTppHeT

Mpoyscc npEHATAR
Pauldaen o
NPBOOCTARNGHAR

Ascryna

&wunu CINHCES HONGIL (HCYPCON
. .

Mopacwnka cnicen L
EATRFORMIEPOAHNGIE PRCYPIOE

CHCTaMa Kok T THON
CHcTamMa TemMaT-ecioi rnbTpaLwe (CHO)
kaneropuaaimn (CTK)

Puc..40. Cxema 06paboTKu 3ampoca K HEKaTErOPU3UPOBAHHOMY PECYPCY

Eme omnoii ornuumtensHOr depTtoit MK® siBnsercs rmOKOCTh M MacmITaOUPyeMOCTh
CUCTEMbl. YJIy4lIEHHBIH MEXaHW3M MOHUTOpPHUHTA, cOOpa M MPEJCTaBICHHS] CTAaTUCTHUYECKHUX

JaHHBIX IO BCEM opraHu3anuu p€ajin30BaH C MOMOIIbBIO CIICHUATIA3UPOBAHHOTO MOAYJIA 060pa n
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00pabOTKM CTaTUCTUKU OOpalleHUil Mojib3oBaTesel, coOupaeMbIX JOKATbHBIMU KOHTEHTHBIMU
¢unbTpamu. IlpuHimn pa®oThl BBIIEYKA3aHHOTO MOAYJS IOKa3aH Ha IMpPUMEpe CBSA3KU
PernonanpHblii  nemapraMeHT — oOpa3zoBaHusi, Komurtersl  oOpazoBaHus U TpYII

MOABCAOMCTBCHHBIX IIKOJI, TPCACTABIICHHOM HAa PUCYHKC 41.

CTaTMCTMKa B8 pa3lpede HACENEeHHBLIX MYHKTOB
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CratucTuia B paipese nonLiosareneih

Puc. 41. Cxema paboTsl MexaHu3Ma cOopa 1 00pabOTKH CTaTUCTUKU

Bo3moxHoctn MK®
MK® nipenocTtaBiisieT OpraHu3alusiM, €ro HCIOJIb3YIOIUM CIEAYIOIIME BO3MOKHOCTH:

e  paboTa ¢ pecypcaMH Ha PyCCKOM M MHOCTPAHHBIX SI3bIKaxX: HapaBHE C OTIIMYHOU
CIIOCOOHOCTBIO aHAIM3UPOBATH PYCCKOSA3bIUHbIN KOHTeHT, MK® Takxke paboTaer ¢ Apyrumu
OCHOBHBIMH SI3bIKaMH MHpA;

e  ruOkue npaBuia uibTpauuu MK® npenocTaBisiioT MIKUPOKHE BO3MOXHOCTHU IS
HACTPOWKHU MpaBuil GUIBTPALMHU. HACTPOMKa MPABUI JOCTYMNA U OTJASIBHOTO MOJIb30BATEIN
WIM TPYNI IO0JIb30BaTENEH, YNpaBICHUE IOCTYIIOM K pecypcaM Ha YPOBHE KaTeropuil u
OTJIEIbHBIX CAalTOB, «UEPHBIE» U «OeJbIe» CIUCKU, KaleHIapb MPUMEHEHUS IIPAaBUJI TOCTYIIA;
peryaupyeMslii YpOBEHb YIIPABIEHUS JOCTYIIOM: MOHUTOPHHT, MPEIYNPEKICHUE O 3aIIpOce K
OIIaCHOMY pecypcy, OJIOKUpOBaHHME OIACHOTO pecypca.

e  OTYETHl O JOCTYyNE IOJIb30BATEIECH: pa3IMYHbIE THUIBlI OTYETOB IIO3BOJIIOT
HOJYYUTh JETAIbHYIO CTaTUCTHKY OO0 HCHOJb30BaHWU VIHTEpHET OT AeTaln3MpOBAHHOTO
oTyeTa MO CalWTy 10 OOIIMX OTYETOB OO0 AKTUBHOCTU HUCHOJb30BaHUS VHTepHET; MOIyib
coopa u 06pabotku cratuctuk. MK® npeacraBiseT yHUKalIbHBIA HHCTPYMEHT JUIsl cOopa u
NpPECTaBICHUs CTAaTUCTUKU B OONBIIMX TEPPUTOPUATBHO-PACTIPE/ICTICHHBIX OPraHU3alUsgX C
MOMOIIBIO  CIIEIHATU3UPOBAHHOTO MOIYJIsl cOopa U 00pabOTKM CTAaTUCTUKU OOpalieHHi
N0JIb30BaTeNNel, COOMPAEMBIX JIOKAIbHBIMU KOHTEHTHBIMU (DMIIBTPAMH, YCTAHOBJICHHBIMU B

YAQAICHHBIX MMOAPAa3ACIICHUAX OpraHU3alu.
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e asroMmatnyeckoe ooHoBieHue 0a3pl URL: MK® n3baBnsier oT JOMOTHUTEILHON
paboTel 0 0OCTYXKMBAaHUIO, MPOU3BOMAS aBTOMaruueckoe obHoBieHue O0a3pl URL, crmcka

KaTeropuil ¥ Ipyrux napaMmeTpos.
Peanusauna MK® B komnnekrte MNCIMO

MK® Ha cepBepe 00pa3oBaTeIbHOIO YUPEXAECHUS pealu30BaH B Buie Habopa
B3aMMOJEHCTBYIOIUX JIPYT C APYTOM MOJYJIEH:

e  (uibTp pealn3oBaH B BHJE JIBYX CEPBEPOB. ICap-cepBepa M MPOKCH-CEpBEpa
Squid, koTopblii Tepemaér Bce 3ampochkl OT KIMEHTOB Ha 00paboOTKy icap-cepBepy ¢
mocpenctBoMm mporokoaa icap (Internet Content Adaptation Protocol), omwcannoro B
nokymente RFC3507;

o MOJIyJb IPUHATHS PEIleHUs 1Cap-cepBepa peain3oBaH: B Bujae MoayJist host2cat -
Aqipa CUCTeMbl (DUIBTpAIMU, KOTOPhI oOpamaercs k 3agaHHoMy OCD (obcmyXuBaromeMy
cepBepy (QuIbTpauuu) JUIS TIONYYSHHs KaTeropuu pecypca W Moxyias Mmemcached,
IPEIHA3HAYEHHOT O JUIsl OIIEPAaTUBHOTO KAIIMPOBAHUS OTBETOB;

e  0a3pl JaHHBIX MporpamMmHoro komriekca MK®, koTopslii peann3oBaH MOIYJIEM
opendbx wu mnpexacraBmser coboii CYBJ] SQL, paGoraromiyro JOKaJIbHO Ha TOM XK€
KOMITBIOTEPE U 3aKPBITYIO JIJISl BHEIIHUX B3aUMOIEHCTBUH.

Bce ykazannble Monmynu, BkiIrodas 0Oa3zy JaHHBIX, JOJDKHBI pa3MELIAlOTCS Ha OJHOM
II9BM.

B3aumoneictBue Mexay MoaysssMH mporpammHoro kommuiekca MK® ocymectBisercs
CJIETYIOIUM 00pa3oM:

e  mpokcH-cepBep SqUid mprHUMAET 3arpoc OT KIUEHTA;

®  [IOCPEJCTBOM NPOTOKOJa iCap mpokcu-cepep Squid mepemaér 3ampoc icap-
cepBepy;

e iCap-cepBep MOCPEACTBOM IPOTOKONA ICAP mepenaér 3ampoc Jalbllie MOIYITHO
NPUHATHS pPELIEHUs, a TakXKe, HCIHOJb3ys CTaHJapTHble HHTEp(ENCh OnepanroHHON
cuctembl, antusupycy ClamAV;

e  MOAYJNb MPHUHATHS pelleHus oOpamaeTcss K ONEepaTUBHOMY K3LIy MOJAYJIA
memcached anst onpeneneHus KaTeropum, K KOTOpoi HEOOXOAMMO OTHECTH 3arpalinBaeMblid
WuTepHeT-pecypc, ecinu B Ka1e Takas UH(OpMAIHs OTCYTCTBYET, TO CKOH(UTYpPUPOBAHHOMY
B ero HacTpoiikax OC®;

e  MOAYJIb NPUHATHUSA pemieHus npuHuMaeT oT OCP kaTeropuro, K KOTOpOil OTHECEH
3ampaliMBaeMblii  pecypc, W MepeAaaéT oTBeT Monayiaro memcached s omepaTHBHOTO

KOIIUPOBAHUSI,
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e  MOIYJIb MPUHATHSA pelreHus oOpamaercs k SQL-cepepy, oOciay)uBaromemMy
0a3y JaHHBIX MPOTPAMMHOTO KOMILIEKCA, YTOOBI OMPEACTUTh JTOMYCTUMOCTh 00pamaThes K
JTAaHHOW KaTeropuH pecypcoB KIMEHTY, CTeHEPUPOBABIIEMY 3a1poc;

®  MOJYJIb IPUHSATHUS PEIICHUS BO3BPAIAET OTBET ICAP-cepBeEpY;

e icap-cepBep, CyYMMHUPYSI OTBETHI, IMOJIYYCHHBIC OT MOJYJIS MPHHITUS PCIICHUS W
antuBupyca ClamAV, npuHuMaeT oKOHYATEIbHOE PEUICHHE IO 3alpoCy M BO3BpAIAcT €ro
cepsepy Squid;

e  cepBep SQuid peanusyer HEOOXOAMMOE ACHCTBHE, ONMHMPAsICh HA MOTYYCHHBIH OT
icap-cepBepa OTBET.

BzaumoneiictBue nporpammuoro komiuiekca MK® c cepepamu OCD He TpedyeT
MIOCTOSTHHOTO COCJMHEHHS W OHO yCTaHaBJIMBaeTcs ¢ momolnbio nporokona TCP/IP mo mepe
HEO0OXOIMMOCTH CJIEIYIOIIMMH TPOTrPAMMHBIMU MOTYJISIMU:

e  MOAyJIeM MPHUHSITHS PEHICHUN — SIPOM CUCTEMBI (GUITBTPAIUH;

e  MoayJseM cepBuca noauepxxku MKO.

[lepuonuueckoe B3aMMOAEHUCTBHE HEOOXOAMMO JUIS IOJYYEHHs] CIUCKA KaTEeropHi
PECYpCOB, a TaK)Ke€ OMMCAHUIN MPEAONPEICTEHHBIX POJICH MOJIb30BATEIICH.

B HacTosiiee BpeMst CyIIecTBYIOT CIEAYIOIINE KaTErOPUU PECypPCOB:

Tabnuua 15. Kareropuu pecypcos, onpeaenéuusie B OCD

1 [lpomarania BOWHBI, pa3KUraHHEe HEHABUCTH W BPAXIbI, MNpOIMaraHaa
nopHorpaguu U aHTHOOIIECTBEHHOTO MTOBEICHUS

2 OkctpemusM / 3noynorpednenue ceodomgoir CMU

3 Hapkortuueckue cpenctsa / 3noynorpedienue csodbomoit CMU

4 WNudopmanus ¢ orpaHuueHHBIM JoCTynoM / 350ynoTpebieHue cBoOOo0i
CMH1

5 CkpeiToe Bo3feiicTBue / 3noynoTrpednenue ceobonoir CMU

6 DKCTPEeMHUCTCKHE  MaTepuaibl WX  OKCTPEMHCTCKash  JIEATEIbHOCTD
(3KCTpEeMU3M)

7 BpenonocHsle nporpaMmsl

8 IIpectymienns

9 Henaanexamas pexkirama

10 WNudopmanus ¢ orpaHMYEHHBIM JOCTYIIOM

11 AJKOT0Ib

12 banHeps! 1 pekIaMHbBIE TPOTPaMMBI

13 Boxnenne u aBromo0Omiu
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14 Hocyr u pa3BieueHus

15 310pOBbE U MEAUITNHA

16 KomM1iproTepHbie UTPBI

17 KopriopatusHbie CalThI, WutepHer -[IpeJICTABUTEIbCTBA
HEroCyJapCTBEHHBIX YUPEKICHUN

18 Jlnunas u HeMoJepupyeMas HHpopManus

19 OtnpaBka SMS ¢ ucnonb3zoBanueM NHTepHET-peCypCcoOB

20 Monepupyemble TOCKHA 00BSBICHUI

21 HeneranbpHast mOMOIIb IKOJIBHUKAM U CTYJICHTaM

22 Henpunuunslit u rpyOsIii 1oMop

23 Hwxnee Oenbe, KynalbHUKH

24 ObecneueHrie aHOHUMHOCTH T10JIb30BaTeNs!, 00X0]] KOHTEHTHBIX (PHIIBTPOB

25 OmnuaiiH - Ka3MHO U TOTAJIU3aTOPbI

26 [TnaTHBIE CalTHI

27 [Touck paboThl, pe3toMe, BAaKaHCUU

28 ITorckoBBIE CHCTEMBI

29 Penuruu u atensm

30 CucTeMsbl morcKa H300paskeHHH

31 CMH

32 Tabak, pexiama Tabaka, mpornarasja moTpeoieHus Tabaka

33 Toprosius u pekiiama

34 VYOuiicTBa, HacHIHE

35 Yarer

3.2.2. YcTaHOBKa KoOMnoHeHTOoB MK®

Ilopsiook ycmanoexu CK®@ credyrowuii:

B MCHCJ’KCPC ITAaKCTOB Synaptic IIOAKJIIOYaeM peH03I/ITapI/II/I:

v ftp://ftp.altlinux.ru/pub/distributions/ALTLinux/4.0/school/branch i586 classic;

v ftp://ftp.altlinux.ru/pub/distributions/ALTLinux/4.0/school/branch noarch classic;
YCTaHaBJIMBAEM HCO6XO,Z[I/IMBIG IIaK€Thl, €CJIM OHHU CI_I_Ié HE yCTaHOBHeHBI:

v squid;

v memcached;

v host2cat;

v’ c-icap;

v" opendbx.

Axkapemus AiiTu
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CHCILYIOIJ_II/IM marom HGO6XOI[I/IMO y6€I[I/ITBC${ B aKTMBHOCTHU BCEX HGO6XOI[I/IMBIX CJ'Iy)K6.

Hanpumep, BBIIOIHUB CIIEIYIONIYIO TOCIE10BATENIbHOCT KOMAH/:

[root@mlinux ~]# /sbin/service memcached restart

Stopping memcached service: Stopping memcached service: [
DONE ]

Starting start-memcached service: [
DONE 1]

[root@mlinux ~]# /sbin/service c-icap restart

Service c-icap is not running.
[PASSED]

Starting c-icap service: [
DONE 1]

[root@mlinux ~]# /sbin/service host2cat restart

Stopping host2cat service: [
DONE ]

Starting host2cat service: [
DONE 1]

[root@mlinux ~]# /sbin/service httpd2 restart

Service httpd2 is not running.
[PASSED]

Checking configuration sanity for httpd2: Syntax OK

L

DONE 1]

Starting httpd2 service: [
DONE ]

[root@mlinux ~]# /sbin/service squid restart

Service squid is not running.
[PASSED]

Starting squid service: [
DONE ]

3.2.3. Hactponka MK®

OcHoBHble mapameTpbl (yHKIHOHUpOoBaHuss MK® npuHamiexar icap-cepBepy u
HaxoiTcs B (aitne /etc/c-icap.conf. TTapameTpsl u dopmat Qaiina onucaHbl B JOKYMEHTAIUU
npoekTa C-icap.

Jns noakmovyenust MK® k icap-cepBepy B KoH(UTrypamroHHOM (aiine HEeoOXOIMMO

yYKa3aTh UMs MTOJKIF0OYaEMOI0 MOIYJIS:
Service url_filter_module srv_url_filter.so
Creungurueckue napameTpbl, HEOOXOAUMBIE JUIsl HACTPOIKK QyHKIHOHUpoBaHUs MK,

OIMMCAaHbI HUKE:
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1. url_filter.MemcachedServers — yka3piBaeT umMs X0cTa ¥ MOPT MOAKIIOUSHHS, HA

KoTopoM 3amyiieH memcached cepsep, Hanpumep:
url_filter_MemcachedServers "'memcached:11211"

Jlnisa 6onpiieit 3 pexTuBHOCTH (MU HAIUYUHM PECYPCOB) BO3ZMOXKHO HCIOJIb30BAHUE
Heckosbkux memcached cepBepoB. B aTom ciydae oHUM NEpednCIISIOTCS Yepes3 3ansaTyio.

2. url_filter.DBName - yka3piBaeT monHOe UMs (TIONHBIA TyTh W UM (aiina)
¢aiina 6a3pl naHHBIX ¢ HacTpolikamu MK®, nanpumep:

url_filter_.DBName ''/var/cache/host2cat/filter._db"

OTOT (haiis1 TOJDKEH CYIIECTBOBATh B CHCTEME M OBITh JOCTYIEH Ha YTEHUE/3aIHCh.
dopmMupoBaHue 3TOro ¢aiina BO3MOKHO pu ITOMOIIIA CKpHIITa
{usr/local/share/c-icap/initdb.pl.

3. url_filter.Host2CatServer — yka3piBaeT XOCT U MOPT, ucnonbzyembii CK® mis
Ipuéma 3arpocoB, Halpumep:

url_filter_Host2CatServer '127.0.0.1:6666"

4. url_filter.RedirectUrl - ykaspiBaer URL pecypca, Ha KOTOpBIH HPOUCXOIUT
NepeHanpaBiIeHrue 3arpoca TOJIbh30BaTeNsT B CIIydasx, €CJIM HMEHHO JaHHOe [eiicTBHE
OIpeJIeJIEHO B MOJIMTUKE, HAIPHUMED:

url_filter_RedirectUrl "http://www.content-filtering.ru/filter_html"

Crnenyrome mnapaMeTpbl ONpEeAeNsIoT JeiicTBue ¢uibTpa B cilydae cOOeB U B
HEOIpeIeIEHHBIX CUTYalUsIX. Bo3MOXkKHbIE 3HAYSHHS TapaMETPOB:
e 0 - paspemaer oO6cayXHUBaHHUE 3aIIPOCa;
e 1 - cOpackIBaeT 3anpoc, 0OBSIBISAA PECYPC HEOCTYITHBIM;
e 2 - mepeHampaBnsier 3anpoc Ha URL 3amaBaemblii  mapameTpoMm
url_filter.RedirectUrl;

5. url_filter.DBOpenErrorPolicy - ompenenser neiictBue GuibTpa Npu OMIMOKE
OoTKpbITHS Qaitna bJI, XxpaHsiiero NoaIUTHKY JOCTYTIA.

6. url_filter.DBQueryErrorPolicy - ompenenser aeiictBue (uiabTpa, €Cau HpU
3ampoce k bJI, XxpaHsiiei NoauTUKY 10CTyIa, MPOU30ILIa OMINOKA.

7. url_filter.UnknownRolePolicy - omnpenensier neiictBue QuubTpa, eciu
yKa3aHHasi pOJIb HE ONMCaHa B TIOJUTHKAX.

8. url_filter.MemcachedConnectErrorPolicy - ompemensier nefictBue ¢uibTpa,
ecJIM MPOM30IILIa omrOKa JOCTyma K 0a3e gJaHHbIX memcached.

9. url_filter.MemcachedMissPolicy - onpenenser neiictBue QuibTpa, eciu
COOTBETCTBYIOIIHME JaHHBIC OTCYTCTBYIOT B Oa3e maHHbBIX memcached.

10. url_filter. EmptyCategoryPolicy - onpenenser naeiictBue ¢QuiabTpa, eciau

KaTEeropu3UpYIOLIUHI cepBep BO3BPALAET ITYCTYIO 3aIHCh.
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11. url_filter.CategoryNotFoundPolicy -ompenensier naeilicTBue QuIbTpa, €CIU
KaTerOpU3UPYIOIINI cepBep HE HAXOIUT COOTBETCTBYIOIIYIO 3aIHCh.

Monutuka AOCTyna, nofib3oBaTesiu u poJyin

[TonuTuka mocTyna IOJIB30BATENsl K pecypcaM OIpeIessieTCsl Ha OCHOBE poJieil u
OMUCAaHUS BO3MOXKHOCTEH JOCTyNa K 3alpalimBaeMoOMy pecypcy IS KaXIOH pOJH.
[MTonb30BaTeh B CeTH WACHTHMOHUIMPYETCSA MO MMEHH, MCIOJIb3YEeMOMY TPH aBTOPHU3AIMU HA
cepsepe Squid (3ToT dyHKIMOHAT HacTpaumBaeTcs B (aiiie squid.conf), w/wmm IP-agpecom
KOMITbIOTEpa Mojb30oBaTes. M3 uMeHn u ampeca (HopMHpYETCs IOIHOE MMs IT0JIb30BATels,
Hanpumep: teacher@10.12.19.5 - »sto mnombs3oBarens teacher,  paGotaromuii Ha
kommbioTepe ¢ IP-agpecom 10.12.19.5.

Bcs mH(opMmanus o mpaBax moctyna XpaHuTcs B (aiiie 0a3bl JaHHBIX, TIOJHBIA MYTh K
KoTopoMy ompenensiercss mapamerpom Url_filter.DBName B ¢aiine xondurypamuu. s
dbopmupoBanus B/ ucnone3yercst mporpamma /usr/lib/host2cat/initdb.pl. {ns tectupoBanus
copMHupoBaHHBIX MONUTHK Kcmonb3yerces /usr/lib/host2cat/check.pl.

OnucaHue nporpammbl cbopmupoBaHua B[] nonutuk

[Mporpamma /usr/lib/host2cat/initdb.pl mo3Bonser cdopmuposars Bl momutuk. s
¢dbopmupoBanust b/l moIUTHK NCTIONB3YIOTCS ClIEAyIOIINE KOH(UTYypallHOHHbIE (DaiIbl:

®  USErs - COIEP)KHUT OMMCAHUE COOTBETCTBHS MOJIb30BaTENICH Ha3HAYAEeMbIM POJISIM;
e custom_roles, generic_roles - comepxar omnucaHue IEHCTBHI QUIbTpA IS
pa3IUYHBIX POJICH.

CHUHTaKCHC, UCIIOIb3yEMBbIil IS 3aITycKa IPOrpaMMBbl, CIICAYIOIIHIL:

initdb.pl [-h] [-Vv] [-c] [-W] [-d <xaTamor>] <umsa daima BI>

[TapameTpsl 3amycKka HMEIOT CIIEAYIOIIee 3HAUCHHUE:

e  -h - BEIBOOWT Ha AKpaH OMHCaHKUE MTAPAMETPOB 3aIYCKa,

e -V - BBIBOJUT Ha 3KpaH cnucok SQL-komaH, cOpMUPOBaHHBIX B pe3yJbTaTe
paboThI MPOrPAMMBI;

e  -C — IpOBEpKa HEMPOTHBOPEYHBOCTH OINMCAHUI B KOH(UTYpallMOHHBIX (aiinax,
b/l mpu 3TOM HE co3naercs;

e -W - 3ampemaer co3naBate bJl, ecnu B pe3ynbrare pabOTHI MPOrpaMMbl OBLIO
BBIBEJICHO TIPEAYNPEIK/IAIOIIee COOOIICHNE;

e -d <karamor> - uWMs Karajora B KOTOPOM pacmojaratrorcs (aiiiel USErs,
custom_roles u generic_roles.

daiinn  USErs coaepKUT 3alKCH, OIMUCHIBAIOIINE COOTBETCTBHE HIACHTH(PHUKATOPA

M0JIb30BaTeNsl TOW UM MHOM poiu. IlycTeie CTpOKH, CTPOKH U3 MPOOETIOB U 3HAKOB TaOyJIAINH,
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a TaKXXC CTPOKH, HAYMHAKOIIHUECA CO 3HaKa «#», CUUTAKOTCA KOMMCHTAapUsAMU U B IIPOLICCCC

0o0paboTku urHopupyrorcs. opmar 3anuceit (aiia USErS ciaeayrommii:

[<umsa monb30BaTena>]Q@[<IP ampec>[/<Mmacka ceTtwm>]] <poJib>

e <uM#l MOJb30BATEJS™> - UMS YYCTHOW 3alKCH TOJIb30BATElNS, MPEAbIBIIEMOE
JUIST ayTeHTU(UKAIMK, JOMYCKAIOTCS TOJIBKO CHUMBOJIBI JIATHHCKOTO aiipaBuTa M THDPHI,
nudpa He TOKHA OBITH IMEPBBIM CHMBOJIOM; €CJIM TOT MapaMeTp He 3aJiaH, TO yKa3aHHas B
JTAaHHOM 3aIHUCH POJIb COMOCTABISETCS C JTFOOBIM MOJB30BATENIEM;

e <IP aapec> - |IP-agpec otaenpHOI paboueit craHiuu wim 1enoit [P-ceru, ecnu
9TOT MapaMeTp He 3a/laH, TO OH MPUHUMAETCS PaBHBIM (BMECTE CO CIEAYIOIUM MapaMeTPOM -
<macka cetun>) «0.0.0.0/0», T.e. Bce Bo3moxknbie IP-anpeca u ceTw;

e <macka ceTu> - 1enoe yucio ot 0 mo 32, yka3bpIBaromiee KOJTUYeCTBO CTapIINX
out IP-anpeca, koTopble TpakTyrOTCs kKak Homep |P-cetu, ecnu 3TOT mapameTp He 3a7aH, TO OH
MPUHUMAECTCS PaBHBIM «/32», T.€. OIUH-EIUHCTBEHHBIH KOMITBIOTED.

Ecim xapakTepruCTHKH UCTOYHHKA 3aIPOCca — MOJIb30BATENs COOTBETCTBYIOT HECKOJIBKUM
polsiM U3 CHOHCKa poliel, TO BBIOMpaeTcs poyib, Hamboyiee TOTHO COOTBETCTBYIOIAS

noJb3oBarento. [Ipumep aiina users:

user@ student5
©192.168.0.0/24 student4
user@192.168.0.0/24 student3
user@192.168.0.5 student?2
@ studentl

Ha OCHOBAaHUHN IMPUBCACHHOT'O BBIIIIC OIMMCaHUuA pasiInuHbIM TI0JIb30BATCIIAM,
paboTaroNIM 3a TEMH WIH WHBIMU KOMITBIOTEPAaMH, OYIYT COMOCTABIICHBI CIIEIYIONIHE POITH:
®  [OJB30BATEINIO USer, pabdoTaromiemMy Ha kommbiotepe ¢ IP-agpecom 192.168.0.5 -
student2;
®  TOJB30BATEINIO USer, pabdoTaromiemMy Ha kommbiotrepe ¢ IP-agpecom 192.168.0.4 -
student3;
e  [OJB30BATEINIO user, paboTaromemMy Ha kommbeloTepe ¢ IP-agpecom 192.168.1.15 -
student5;
e  Tmoyib30oBarenio userl, paboraronemy Ha komibroTepe ¢ IP-aapecom 192.168.0.4 -
student4;
e  moJas3oBarento userl, paboraromeMy Ha kKoMmmbioTepe ¢ IP-anpecom 192.168.1.15
— student1.
daiin generic_roles comepxur nHGOPMAIMIO O NCHCTBHH CHUCTEMbI (DUIBTPAIIUM IS
Pa3IMYHBIX pOJIeH, ONMpeeNIeHHbIX aIMUHUCTpAaTOpoM cucTeMbl. Kak u B Qailiie USErs mycTbie

CTPOKH, CTPOKHU U3 HpO6CHOB 1 3HAKOB Ta6yn;1u1m, a TaKXXC CTPOKH, HAYMHAKOIINUECCA CO 3HAKa
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«#», CUUTAKOTCSA KOMMCHTApUsAMU U B IIPOLICCCC 06pa6OTKI/I HUTHOPUPYIOTCH. (DOpMaT CTPOK B

(aiine cienyronmin:
role <umMmsa pojam>
<KJIOUEeBOE CJIOBO> <3HaueHMe>[ <ene =HaueHue> |
<KJIOUEeBOE CJIOBO> <3HaueHUe>[ <eue 3HaueHue> |

<KJIOYeBOEe CJIOBO> <3HaueHue>|[ <ele 3HaueHue>]

e  <uM# pOJM> - YHUKaIBbHBIN uaeHTH(UKaTop ponu. [lo cyTH, sBIsSeTCS UMEHEM
CHHCcKa JIeHCTBUM, MpeANPUHUMAEMBIX cucTeMoil puibTpanuu. CienoBaTeabHO, ONpeaesieHIe
pOJNM C TEM WM WHBIM YHHKaJbHBIM UMEHEM B (aiiie generic_roles mMoxxeT OBITh TOJIBKO
OJTHOKPATHBIM.

Eciu xmrodyeBoe cinoBo (IO CyTH, THUI JIEHCTBUS CHUCTEMBl (UIBTPALIMH) MOXKET
coziepkaTh Oojiee OJTHOTO 3HAYCHHS, TO BCE ITH 3HAYCHHUS MOXKHO YKa3aTh B OJHOH CTpOKe,
pas3enuB UX MpoderamMH.

JlomycTumble KIIIOYEBBIE CJIOBA, WX HA3HAUYEHHUE M BO3MOXKHBIE 3HAUYEHHS IMPUBEICHBI
HIDKE!

e  parent - 3Hau€HUEM SBISETCA UMS JPYTOM, POJUTEIBCKON, POJIU; HCIIONIb3YyeTCs
JUTS. BKITFOYCHHS B TEKYIIYIO POJb TIOJHOTO CIHCKA NEHCTBUHM, yXKe OMHCAHHOTO JUIS TPYTOH
POJIH, YTOOBI HE ONUCHIBATh UX TTOBTOPHO;

e accept - 3HaueHHWEM SBJSIETCS HOMEpP KaTerOpWH, JaHHOW DPOJIM pa3pemraeTcs
JIOCTYTI K caiiTaM YKa3aHHBIX KaTeTOpHii;

e  reject - 3HauCHHWEM SIBJIACTCS HOMEpP KaTerOPHH; JaHHOW POJIM 3arperiaeTcs
JIOCTYTI K caiiTaM YKa3aHHBIX KaTeTOpHii;

o redirect - 3HadeHueM SBISETCS HOMEp KaTEropuH; MpU JOCTyNe K caitam
yKa3aHHBIX KaTeropuid Al JaHHOM POJM OCYIIECTBIISAETCS IEepeHalpaBlieHHe 3armpoca Ha
cair, 3agannbii mapamerpom Url_filter.RedirectUrl xoudurypannonnoro ¢aiina c-
icap.conf;

e Dblacklist - 3nauenmem sBusercs URL (momyckaercs wucmonb30BaHUE
MOZICTAHOBOYHOTO CHUMBOJA «*», 0003HAYAIOMIET0 JIOOYIO TOCIE0BATEIFHOCTH CHMBOJIOB);
ecnu URL 3anpammBaeMoro pecypca COBNajaeT ¢ 3aJaHHbIM (C y4eToM 00pabOTKH CUMBOJIA
«*»), TO MOCTym MOJNb30BaTeNil K JAHHOMY pecypcy 3alpeliaeTcss He3aBHUCUMO OT €ro
KaTeropuu;

e whitelist - 3nauenmem sBusercs URL (momyckaercs wucmoib30BaHUE
MOZICTAHOBOYHOTO CHUMBOJA «*», 0003HAYAIOMIET0 JIOOYIO TOCIE0BATEIFHOCTh CHMBOJIOB);

ecin URL 3ampammBaeMoro pecypca CoBIaaeT ¢ 3aJaHHBIM (C y4eToM 00paboTKH CUMBOJIA
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«*»), TO HNOCTYI TMOJB30BATENsl K JaHHOMY pECypCy paspelraercs HE3aBHCHMO OT €ro
KaTeropuy;

e exactmatch - ¢nar, npuHUMarOIINI 3HAYCHUE KUCTUHAY, €CIIH YKA3aHO OJHO U3
KITFOUEBBIX CJIOB: «ON», «true» wim «l», WM 3HAYCHHE «IOXKbB», €CIU yKa3aHO OJHO W3
KJITHOUeBBIX cJ10B: «Off», «false» wimm «0»; ecnu HU OJHO W3 KIIOYEBBIX CJIOB HE YKa3aHO, TO
3HaueHue ¢uiara TMPUHUMAETCS PaBHBIM «UCTHHA». B ciiydae 3HaueHus ¢iara paBHOTO
«HMCTHHA» IS BCEX TMOCIEIYIONMX 3a HUM nupekTuB blacklist m whitelist mpu o6paboTke B
KkoHelr kaxxaoro 3Hadenuss URL aBTroMaTHyecKkn JOMUCHIBAETCS «* ).

daiin custom_roles umeer TOT Xe ¢opmar, 4TO M generic roles, HO B HEM He
JIOITYCKAeTCsl MCTIONb30BaHUE TUPEKTUBEI accept.

OnucaHue nporpammbl npoBepku B nonuTuk

ITporpamma nposepku BJI momutuk /usr/lib/host2cat/check.pl mo3Bossier mpoBepuThH
pabotocnioco6HOCTh chopmupoBaHHOit b/l momuTHK.

3amyck mporpamMmbl OCYIIECTBISIETCS €3 KOMAaHIHOW CTPOKH CO  CIEAYIOUUMHU

rapaMeTpamu:

check.pl [-h] <uma  danma  BI> <uma  nosesoBarena> <IP  anmpec>
<URL samnpammsBaemoro pecypca>

PCBYJ'H:TaT pa60TBI nporpaMmMbl BBIBOAUTBHCA Ha 3KPpaH B BUAC!

Uname: <umsa mnojab3oBaTess>

IP: <IP anmpec>

URL: <URL 3samnpamrBaeMoOI'0 pecypca>

Host: <lmMsa cepsBepa>

Role: <HazHaueHHAas pPOJIb IIOJIL30BATEJIO>

Cats: <Kareropusa pecypca>

Action: <memicreue> (momycrumsie 3nauenus - ACCEPT, REJECT, REDIRECT)

3.2.4. Beb-untepcenc Hactponku MK®P

Hactpoitka MK® wmoxer ObITh mNpousBeneHa uepe3 BeO-unrepdeiic. Jlns storo B
aJpecHO cTpoke BeO-Opayzepa He0oOXoIMMO BBeCTH afpec caita ympasieHuss MKO,
Hanpumep:  http://192.168.100.1:80/cgi-bin/login.cgi. IMosiButcsi okHO ¢  BeO-hopMmoii
ayTeHTH(UKAIMK, B KOTOPOM TPHU TIEPBOM BXOAEC HEOOXOJUMO BBECTH YYETHBIC JIaHHBIC

cynepmoibs3oBarens (Puc. 42).
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2 Broa & cuctenmy - Windows Internet Explorer

@“ 5 = [&] hupi 192 168, 100.1jcgrblogin cai =
P @erons cereny l |

Bxox & cueteMy

Axvma oot
Mapomsfoesd |

Puc. 42. Beo-hopma ayrentudukanmm caiita ynpasieaus MK®

[MosiBuTCS OCHOBHOE OKHO caiita ynpasienus MK® (Puc.43).

TR ————— ||

CrHeok aIMHHHCTPATOPOE

Hus | Jeiicrane
root | Hzmernte napons
Co3faTs HOBOTO ATMHHICTPATODA

Crucox poneit

Tun Hamaune‘ Poautean JeficTene
General|  admin Honpobo Pegaktnpopare Yoamis
General| teacher TMoapoGeo Pepaktupoeare Y nanmite
General | student Hompobro Penaktupopars Yoanmts
|Cu5t0m |m_\_studem ‘ student ‘ TompoGao
|Custnm |m§'7taucher ‘admin teacher ‘ Toapobro
[ [

Tonesoparenn u pomn

|]In:1:=mnare:|b| Cetn | Poan
andrew 192.168.0.1 admin
andrew kd imy_student

pupils 192 168 0.0/24 my_student

i | ® student

Puc. 43. OcHoBHOE OKHO caiiTa ynpasienus MK®
Cnenyromm 1marom TpeOyeTcs co3laTh YYETHYIO 3amuch aaMuHucTparopa MKO,
9TOOBI HE 33JIEUCTBOBATH CYMEPIIOIL30BATENS JIJIS ATUX IeNel. J[is 3Toro HeoObXoauMo nepenTu

1o ccpiike Co37aTh HOBOT0 aIMHHMCTPATOPA H BBECTH UM M NAPOJIb AJIS1 HOBOH Y4¢THOM

3anucu (Puc 44).

@L )~ [&] hitpiifL9z. 168,100, Lfegi-binjacmin. coiaction=new

I P —— [

CoszaHHe HOBOTO aIMHHICTPATOPa

|H\m aIMHHECTPaTOPa ||admin

| Mapoas  |[eeees

Emépas  [sssss |

Coagars I

BepHYTLCA HA LIABHVED CTPAHILLY

Puc. 44. OxHoO co31aHusl aIMUHUCTPATOPOB caiita yrnpasieHuss MK®

[locne co3nanus yu€tHoW 3amucu aamuHuctparopa MK® HeoOXoauMoO MHOBTOPHO
HaOpaTh B aJIpecHOM cTpoke Opaysepa aapec BeO-(OpMbl ayTeHTHU(HUKAIMU CaiiTa yIpaBICHUS
MK® wu 3apeructpupoBaThCsi OT UMEHU BHOBb CO3JaHHOIO aJAMUHUCTpaTopa. OCHOBHOE OKHO

yrpasienuss MK® Oyaer HECKOIBKO OTIHYATHCS OT mpeasiayiiero (Puc. 45).
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(& AArPHICTRHPOB aHHE AL TPOE | |

Crncox
AIMHHHCTPATOPOE

Hua Jeiictne

admin HameHuts napons

Crcor poneit

| Tun |Haznanne| PoanTean ‘ JeiicTene
|General | admin | ‘ Tonpobo
|General | teacher | ‘ IompobHo
|General | student | ‘ Tonpotao

Custom my_student student ‘HD:HJDGHO Penaxtuposars ¥ 1amiie
| y_

|Cust0m |m}'_teacher |ad.mi.n teacher ‘HDHUDL"HU Penaktupopars ¥ oamite

| Co3naTe HOBVIO ponb

IMonpsoparenu u poan

= | =

| student ‘PE,‘JE.RTMEDB:]TL Vpamute

|]]u.1 b30BaTe b | Cers | Poas ‘ JeiicrBae

| andrew | 192.168.0.1 | admin ‘Pe:laxmpnsarb Ypamite
| andrew | % |m}'_smdent ‘PE,!IZ\BTLIQDBEIH:. Ypamite
| pupils |192. 168.0.0/24 |m}-'_student ‘PEH AKTHPOBATE Y TAINTE
|

|

CDSJﬂTh HOEOI'O KO3Epa

Puc. 45. OcHOBHOE OKHO caiiTa ynpaBieHus B pexxume aimMuHucTparopa MK®

Ecnu B oCHOBHOM OKHE B clMCKe poseil nepeidtu no ccbuike Co31aTh HOBYIO POJb, TO
OTKPOETCS OKHO COo37aHust HOBO# poiu (Puc. 46).

| (€ BarmHncTpupoBaHMe po... X | & 192,160, 100.1 - Servics set.. | |

Cosnanne HoBoI ponn

|Hamanne ]}D.‘IH‘ Ipup\\s
Madmn ¥ student my_teacher
PoanTean
I teacher [~ my_student

| Coagate I

BEQHVH:CH HA TAaBHVEO CTPAHIIITY

Puc. 46. OxHO co3aHMsI HOBOU POJTH

Ecnu B 0CHOBHOM OKHE B CHHCKE MOJb30BaTesell nepeitu no cebuike Co3aaThL HOBOIO

103epa, TO OTKPOETCS OKHO CO3JIaHMsI HOBOTO Tojib3oBarens (Puc. 47).

'_@Anmwnmpmpusanwa L= I @ 192.168.,100.1 - Service set. ., i |

PE,E[E[KTH}J OB3aHHE K3€pa

| Hws rozepa ||pup\|s

| IP agpec 122 188.100.0

|}Ian.‘a noacet/cvipdurc ||F'24
| Pos [y Studen ]
| Coagate I

Bg HYTBCA HA TTABHVED CTPAHIILITY

Puc. 47. Okno CO3aaHus HOBOI'O IIOJIB30BATCIIA
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Eciu B 0CHOBHOM OKHE B CIIMCKE pOHCﬁ HepeﬁTH 10 CCBIJIKE PeI[aKTI/Ip()BaTb HaIIpoOTHUB

BBIOPAHHOM POJIH, TO OTKPOETCSI OKHO peaakTupoBanus pouu (Puc. 48).

/2 & gmimmcTpuposanve poneri - Windows Internet Explorer

[_[51x]
@L 3 =[] temuisz. 165.100. 1jcarbinrole carac _student % %] Froves wve serar ol
b = . »
W 53' '| & swmrmctprposare pa... X I @ 152.168.100.1 - Service sek. ! | 23~ B - e o+ i Crpankua - (O Cepenc -
Penaktnposanne pomnt my_student
Poautenu

[Cadmin M student
[ teacher [T my_teacher

YeTaHoRNTE:

Yépusiii cmicor

™ Tounoe copnanenne

ToBagits

Bemprit cmcor
“http:/devotchkas\.ereticperil..com.*S Yaanure

I” Tounoe copnanenne

NoGasuts

CHOHCOK PEaNpeKTOR

9 Yaanure
JoBagin

CHHEOR pemxeKToR

[193 Yaanure i
I Tofamuts

Fotoeo

[T [ [ vereprer H100% -
Puc. 48. OxHO penakTHpOBaHUS POIIU
Eciu B ocHOBHOM OKHe B cnucke posei nepeitu mo cceuike IlogpoOHO HanmpoTus

BBIOPAHHO POJIH, TO OTKPOETCsl OKHO cBOWCTB poiu (Puc. 49).

/2 & grvnucTpuposanve ponesi - Windows Internet Explorer

[_[5]x
@x 5 =[] hupiitisz.aes 100, 1jcg binfrole.corac _student = 25| france "uve search” 2.
W @ AawmcTprposaniee poneii | | - B - & - b Crpana - (G Ceperc -+ 7
HMudopmammi o pomn my_student

UepHelit enHcok:
http:/www'.sgg 'S

Benurit cnmcok:

“tp: v b com *S

“http:/.*\ brestclub! ru.*$
http://devotchkas! eroticperil com *S

CrHcok peanpexTos:
9

CrHcor pemxeRToR:
9

198

217

193

CoHcoR JOCTYIHELK:
8

BepHVIECA HA MIAEHVED CTPAHIILLY

Foroso

[T @ meper *,100%

S

Puc. 49. OxHO CBOWCTB poiu

[TapameTpsl, yka3plBaeMble MPU CO3JAHUU U PEIAKTUPOBAHUU POJICH U TMOJIb30BaTENei
MOJTHOCTHIO AHAJIOTMYHBI OINHMCAHHBIM BHIIIE MPU co3gaHuu ¢aiaoB users, custom roles u
generic_roles.

[Tocne BHeceHus MOOBIX U3MEHEHUH yepe3 BeO-uHTepderic HeoOXOAMMO Nepe3anyCTUTh
icap-cepsep:

Axkapemus AiiTu
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service c-icap restart
Ecnu Bce HacCTpoOKuU cAenaHbl MPaBUIBHO, TO TIPU MOMBITKE TOIB30BATENS O0PATUTHCS K

3anpeméHHoi crpanuie Oyaer BoiBeaeHa Beo-crpanuma (Puc. 50):

@ CoepnHenue 3abnokupoBaHo (mneTpoM - Mozilla Firefox _[alx
@ain Mpaska Bup XypHan 3aknafku WHCTpyMmeHTel CrnpaBka
A

@ - - |\(_:‘J Ijj LI httpytetki.rug ': B G- @ T

’Hawano paﬁu‘rbl |54 NeHTa HoBOCTEIA @'Texnuqﬂ,epm(a mﬂDKYMEHTELlVIﬂ

CoeguHeHue 3a6liokMpoBaHo chunbTpom !
CooflTe 0 HEBEY !Hﬂn Kateropuiauwnn pecypca

Puc. 50. OxHo, nH(popMupytoIee o 3ampere 10CTyna K 3alpailmBaeMoOMy pecypcy

3.2.5. YnpowéHHaa HacTponka MK®

Eciun  orcyrcTtByer  HEOOXOAMMOCTh  OpPraHM30BBIBATH  POJIEBOM  JOCTYN K
KaTeropupoBaHHBIM caiiTaM, TO MOXXHO NOAKTIOUNTh DNS-punetp. s storo HEoO6xommmo
CKOH(UTYpHpOBaTh Ha KOMIIBIOTEpE, Ha KOTOPOM (YHKIHOHHPYET INpOKCU-cepBep Squid,
cienyromue aapeca DNS-cepsepos:

81.176.72.82
81.176.72.83

Ot DNS-cepBeprl mnpunaanexxar komnanuu-pazpaborunky CKO/MK® — [Jenmpy
Ananuza Humepnem-pecypcos (LJAUP). OHu k€ HUCTIONB3YIOTCS W NMpU (HYHKIMOHUPOBAHUHU

Bcero komiuiekca CK®.

HpI/I HCIOJIb30BAHUHU 3TOTO CHCHAPHA IMPUXOAUTCA IOJHOCTBIO MOJIaraTbCd Ha PCHICHUC,

npunstoe papadborunkamu CKO/MKO.

Axkagemua AnTu YcTtaHoBka 1 agmuHuctpupoBanue MNCMO. Jlekumn. Yacts 3 CtpaHuua 94 u3 94



